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1
Introduction

In this contribution, we will discuss some RRC remaining issues.
Discussion

2.1 Security configuration
Based on the following RAN2 agreements on SL unicast, 

	- PDCP should support AS ciphering and integrity protection for SL data and PC5-RRC.
- For SL DRBs of unicast, if the integrity protection is not configured, the MAC-I field is not present.
- Except for Direct Communication Request, the MAC-I field is always present in the PDCP format for other PC5 Signallings and SL RRC signallings.


we can observe that both AS ciphering and integrity protection are mandatory for SL SRBs (except for the SRB for Direct Communication Request). Integrity protection is configurable for SL DRBs for unicast. However, it is not clear whether AS ciphering is mandatory or configurable for SL DRBs for unicast. 

	TS 33.536

5.3.3.1.4.5 
Security establishment for user plane bearers

At initial connection or adding a V2X service, the initiating UE includes its user plane security policy in the Direct Security Mode Complete or Link Modification request message respectively. The receiving UE shall reject the connection setup or Link Modification Request if the received user plane security policy had either confidentiality/integrity set to OFF and its own corresponding policy is set to REQUIRED or if the received user plane security policy had either confidentiality/integrity set to REQUIRED and its own corresponding policy is set to OFF. Otherwise, the receiving UE may accept the connection setup or Link Modification Request.

Editor’s note: If is FFS whether the receiving UE sends its UP security policy or a choice of security back to the initiating when accepting the connection setup or Link Modification Request. 

The UE initiating the establishment of a user plane bearer shall select an LCID whose associated value of Bearer for input to the security algorithms (see clauses 5.3.3.1.5.2 and 5.3.3.1.5.3) has not been used with the current keys, NRPEK and NRPIK. If this is not possible the UE shall initiate a re-keying (see clause 5.3.3.1.4.3) before establishing the user plane bearer. 

When establishing the user plane bearer the initiating UE shall indicate the configuration of confidentiality and integrity protection in the PC5-RRC message. The confidentiality and integrity protection algorithms are same as those selected for protecting the signalling bearers.


Based on SA3 spec (TS 33.536), AS ciphering and integrity protection for SL DRBs for unicast are configurable. However, the current RRC specification is lack of this configuration. RAN2 shall capture the missing feature in the RRC specification.

Observation 1: Based on SA3 specification, AS ciphering and integrity protection for SL DRBs for unicast are configurable. However, the current RRC specification is lack of this configuration.
Since the security context is exchanged between the unicast UE pair, which is not involving with the network, the configuration of AS ciphering and integrity protection shall not be configured by NW-/pre-configuration. For SL unicast communication, the initiating UE decides whether AS ciphering and integrity protection for user plane data for a unicast link are enabled/activated or not based on upper layer security requirements and security context exchanged with the peer UE. And then the initiating UE configures for the peer UE through PC5 RRC signalling (i.e. RRCReconfigurationSidelink), so that the initiating UE can construct PDCP PDU with correct format and the peer UE is aware of whether performing deciphering and integrity verification for the user plane data for the unicast link.  
Proposal 1: It is suggested that AS ciphering and integrity protection for SL DRBs are configurable and the configuration is indicated in RRCReconfigurationSidelink message.
In Uu, the enable/disable of AS ciphering and integrity protection are configured per DRB in PDCP-config by NW. NW configures them based on the security policy provided by SMF during PDU session establishment and ensures all DRBs of the same PDU session configured with the same value. 
With regard to AS ciphering and integrity protection for SL unicast, the same logic is followed. Though the ciphering and integrity protection operation applied for all SLRBs for a unicast link shall be the same, the configuration of ciphering/integrity protection enable/disable shall be configured in SLRB configuration/PDCP-config in a per SLRB manner. And the initiating UE ensures all SLRBs for a unicast link are configured with the same value. 
Proposal 2: The enabling/disabling of ciphering and integrity protection shall be indicated in a per SLRB manner. The initiating UE shall ensure all SLRBs for a unicast link are configured with the same operation for ciphering and integrity protection.
2.2 Sidelink RLM management
During RAN2#109bis-e meeting, SL RLM / RLF issue was discussed and the following agreements were reached:

Agreements on RLM/RLF: 

1: 
UE can trigger RLF based on the absence of HARQ feedback (DTX).

2:
Enhancements addressing absence of HARQ feedback (i.e. DTX) resulting from half duplex and UL/SL prioritization are not considered in this release (similar to NR-U for absence of IS/OOS).

3:
RLF can be triggered following reception of a configurable number of consecutive DTX.

As we can see, the RLF declaration based on the number of DTX received has been agreed. The TX UE declares RLF when the number of consecutive DTX received from the lower layers exceeds the pre-configured maximum consecutive DTX threshold. On the other hand, it is argued that the RLF declaration only based on the number of DTX may introduce false alarm due to varying channel conditions. In this section, we will discuss the remaining issues of SL RLM and present our point of view. 
As agreed in RAN2#105 meeting, if SL RLC AM is supported for unicast, RLF declaration could be triggered by indication from RLC that the maximum number of retransmissions has been reached. In addition, it is agreed in RAN2#109bis-e meeting that Tx UE can trigger RLF based on the absence of HARQ feedback (DTX). DTX status occurs when the RX UE does not receive the PSCCH, or the TX UE is not able to receive the PSFCH. To be specific, the TX UE declares RLF when the number of consecutive DTX received from the lower layers exceeds the pre-configured maximum consecutive DTX threshold. On the other hand, during the email discussion, it is argued that the RLF declaration only based on the number of DTX may introduce false alarm due to varying channel conditions.
As we know, in Uu RLF mechanism, T310 timer is used to alleviate the impact of varying channel conditions. Upon receiving N310 consecutive OOS indications from lower layers, UE shall start timer T310. Upon receiving N311 consecutive IS indications from lower layers while T310 is running, the UE shall stop timer T310. Upon T310 expiry, UE shall declare RLF in Uu. With this mechanism, only if the poor channel condition continues for a pre-defined time duration ( i.e. T310 timer), the Uu RLF is declared. Otherwise, the UE regards the link is good enough for subsequent data transmission. In our opinion, a new timer similar to T310 should be introduced for the PC5 RLF detection. Upon receiving a number of consecutive HARQ DTX indications for one PC5 link from lower layers, UE shall start timer  T4xx which is similar to T310 for the corresponding PC5 link. On the other hand, upon receiving a number of consecutive HARQ ACK/NACK for the PC5 link from lower layers while T4xx is running, the UE shall stop timer T4xx for the corresponding PC5 link. Upon T4xx expiry, UE shall declare RLF in PC5 link. By doing so, the pre-mature RLF declaration can be avoided. In a sum, it is suggested that the DTX based RLF declaration should be enhanced with the T4xx timer to alleviate the impact of varying channel condition. 

Observation 2: T310 timer is used in Uu RLF declaration to alleviate the impact of varying channel conditions. Only if the poor channel condition continues for a pre-defined time duration ( i.e. T310 timer), the Uu RLF is declared. Otherwise, the UE regards the link is good enough for subsequent data transmission.
Proposal 3: With regard to DTX based RLF declaration, it is suggested to consider a timer T4xx which is similar to T310. 

Proposal 4: Upon receiving a number of consecutive HARQ DTX indications for one PC5 link from lower layers, UE shall start timer T4xx for the corresponding PC5 link. Upon receiving a number of consecutive HARQ ACK/NACK for the PC5 link from lower layers while T4xx is running, the UE shall stop timer T4xx. Upon T4xx expiry, UE shall declare RLF in PC5 link. 
3
Conclusion
In this contribution, we discussed some RRC remaining issues. And we have the following observations and proposals:

Observation 1: Based on SA3 specification, AS ciphering and integrity protection for SL DRBs for unicast are configurable. However, the current RRC specification is lack of this configuration.
Proposal 1: It is suggested that AS ciphering and integrity protection for SL DRBs are configurable and the configuration is indicated in RRCReconfigurationSidelink message.
Proposal 2: The enabling/disabling of ciphering and integrity protection shall be indicated in a per SLRB manner. The initiating UE shall ensure all SLRBs for a unicast link are configured with the same operation for ciphering and integrity protection.
Observation 2: T310 timer is used in Uu RLF declaration to alleviate the impact of varying channel conditions. Only if the poor channel condition continues for a pre-defined time duration ( i.e. T310 timer), the Uu RLF is declared. Otherwise, the UE regards the link is good enough for subsequent data transmission.
Proposal 3: With regard to DTX based RLF declaration, it is suggested to consider a timer T4xx which is similar to T310. 

Proposal 4: Upon receiving a number of consecutive HARQ DTX indications for one PC5 link from lower layers, UE shall start timer T4xx for the corresponding PC5 link. Upon receiving a number of consecutive HARQ ACK/NACK for the PC5 link from lower layers while T4xx is running, the UE shall stop timer T4xx. Upon T4xx expiry, UE shall declare RLF in PC5 link. 
4
Text Proposal

5.3.1.2
AS Security

AS security comprises of the integrity protection and ciphering of RRC signalling (SRBs) and user data (DRBs).

RRC handles the configuration of the AS security parameters which are part of the AS configuration: the integrity protection algorithm, the ciphering algorithm, if integrity protection and/or ciphering is enabled for a DRB and two parameters, namely the keySetChangeIndicator and the nextHopChainingCount, which are used by the UE to determine the AS security keys upon reconfiguration with sync (with key change), connection re-establishment and/or connection resume.

The integrity protection algorithm is common for SRB1, SRB2, SRB3 (if configured) and DRBs configured with integrity protection, with the same keyToUse value. The ciphering algorithm is common for SRB1, SRB2, SRB3 (if configured) and DRBs configured with the same keyToUse value. For MR-DC, integrity protection is not enabled for DRBs terminated in eNB. Neither integrity protection nor ciphering applies for SRB0.

NOTE 0:
All DRBs related to the same PDU session have the same enable/disable setting for ciphering and the same enable/disable setting for integrity protection, as specified in TS 33.501 [11].

RRC integrity protection and ciphering are always activated together, i.e. in one message/procedure. RRC integrity protection and ciphering for SRBs are never de-activated. However, it is possible to switch to a 'NULL' ciphering algorithm (nea0).

The 'NULL' integrity protection algorithm (nia0) is used only for SRBs and for the UE in limited service mode, see TS 33.501 [11] and when used for SRBs, integrity protection is disabled for DRBs. In case the ′NULL' integrity protection algorithm is used, 'NULL' ciphering algorithm is also used.

NOTE 1:
Lower layers discard RRC messages for which the integrity protection check has failed and indicate the integrity protection verification check failure to RRC.

The AS applies four different security keys: one for the integrity protection of RRC signalling (KRRCint), one for the ciphering of RRC signalling (KRRCenc), one for integrity protection of user data (KUPint) and one for the ciphering of user data (KUPenc). All four AS keys are derived from the KgNB key. The KgNB key is based on the KAMF key (as specified in TS 33.501 [11]), which is handled by upper layers.

The integrity protection and ciphering algorithms can only be changed with reconfiguration with sync. The AS keys (KgNB, KRRCint, KRRCenc, KUPint and KUPenc) change upon reconfiguration with sync (if masterKeyUpdate is included), and upon connection re-establishment and connection resume.

For each radio bearer an independent counter (COUNT, as specified in TS 38.323 [5]) is maintained for each direction. For each radio bearer, the COUNT is used as input for ciphering and integrity protection. It is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (PDCP SN, as specified in TS 38.323 [5]). In addition, an overflow counter mechanism is used: the hyper frame number (TX_HFN and RX_HFN, as specified in TS 38.323 [5]). The HFN needs to be synchronized between the UE and the network. The network is responsible for avoiding reuse of the COUNT with the same RB identity and with the same key, e.g. due to the transfer of large volumes of data, release and establishment of new RBs, and multiple termination point changes for RLC-UM bearers. In order to avoid such re-use, the network may e.g. use different RB identities for RB establishments, change the AS security key, or an RRC_CONNECTED to RRC_IDLE/RRC_INACTIVE and then to RRC_CONNECTED transition.

For each SRB, the value provided by RRC to lower layers to derive the 5-bit BEARER parameter used as input for ciphering and for integrity protection is the value of the corresponding srb-Identity with the MSBs padded with zeroes.

For a UE provided with an sk-counter, keyToUse indicates whether the UE uses the master key (KgNB) or the secondary key (S-KeNB or S-KgNB) for a particular DRB. The secondary key is derived from the master key and sk-Counter, as defined in 33.501[86]. Whenever there is a need to refresh the secondary key, e.g. upon change of MN with KgNB change or to avoid COUNT wrap around, the security key update is used (see 5.3.5.7). When the UE is in NR-DC, the network may provide a UE configured with an SCG with an sk-Counter even when no DRB is setup using the secondary key (S-KgNB) in order to allow the configuration of SRB3. The network can also provide the UE with an sk-Counter, even if no SCG is configured, when using SN terminated MCG bearers.

For unicast of NR sidelink communication, AS security comprises of the integrity protection and ciphering of PC5 RRC signalling (SL-SRBs) and user data (SL-DRBs). The ciphering and integrity protection algorithms and the key (KNPR-sess ID) for a PC5 unicast link are exchanged by PC5-S messages (i.e. Direct Security Mode Command and Direct Security Mode Complete). 
NOTE 2:
All SL-DRBs related to the same PC5 unicast link have the same enable/disable setting for ciphering and the same enable/disable setting for integrity protection.

--------------------- [Next change] ---------------------------------

5.8.9.1.5.2
Sidelink DRB addition/modification operations

For the sidelink DRB, whose sidelink DRB addition conditions are met as in sub-clause 5.8.9.1.5.1, the UE capable of NR sidelink communication that is configured by upper layers to perform NR sidelink communication shall:

1>
for groupcast and broadcast, or
1>
for unicast, after receiving RRCReconfigurationSidelink message (in case the addition is due to the configuration by RRCReconfigurationSidelink), or after receiving the RRCReconfigurationCompleteSidelink message (in case the addition is due to the configuration by sl-ConfigDedicatedNR, SIB12, SidelinkPreconfigNR or indicated by upper layers):
2>
if an SDAP entity for NR sidelink communication associated with the destination and the cast type of the sidelink DRB does not exist:

3>
establish an SDAP entity for NR sidelink communication as specified in TS 37.324 [24] clause 5.1.1;

3>
configure the SDAP entity in accordance with the sl-SDAP-ConfigPC5 received in the RRCReconfigurationSidelink or sl-SDAP-Config received in sl-ConfigDedicatedNR, SIB12, SidelinkPreconfigNR, associated with the sidelink DRB;

2>
establish a PDCP entity for NR sidelink communication and configure it in accordance with the sl-PDCP-ConfigPC5 received in the RRCReconfigurationSidelink or sl-PDCP-Config received in sl-ConfigDedicatedNR, SIB12, SidelinkPreconfigNR, associated with the sidelink DRB; 
3> for unicast, if the sl-Ciphering is included in the sl-PDCP-ConfigPC5:
4> configure the PDCP entity with the ciphering algorithms and the key according to the security context exchanged in upper layer as specified in TS 33.536 [xx];
3> for unicast, if the sl-IntegrityProtection is included in the sl-PDCP-ConfigPC5:
   4> configure the PDCP entity with the integrity protection algorithms and the key according to the security context exchanged in upper layer as specified in TS 33.536 [xx];
2>
establish a RLC entity for NR sidelink communication and configure it in accordance with the sl-RLC-ConfigPC5 received in the RRCReconfigurationSidelink or sl-RLC-Config received in sl-ConfigDedicatedNR, SIB12, SidelinkPreconfigNR, associated with sidelink DRB;

2>
if the RRCReconfigurationSidelink is received:

3>
configure the MAC entity with a logical channel in accordance with the sl-MAC-LogicalChannelConfigPC5 received in the RRCReconfigurationSidelink associated with the sidelink DRB, and perform the sidelink UE information procedure in sub-caluse 5.8.3 for unicast if need;

2>
else:

3>
configure the MAC entity with a logical channel associated with the sidelink DRB, by assigning a new logical channel identity, in accordance with the sl-MAC-LogicalChannelConfig received in the sl-ConfigDedicatedNR, SIB12, SidelinkPreconfigNR.
NOTE 1:
When a sidelink DRB addition is due to the configuration by RRCReconfigurationSidelink, it is up to UE implementation to select the sidelink DRB configuration as necessary transmitting parameters for the sidelink DRB, from the received sl-ConfigDedicatedNR (if in RRC_CONNECTED), SIB12 (if in RRC_IDLE/INACTIVE), SidelinkPreconfigNR (if out of coverage) with the same RLC mode as the one configured in RRCReconfigurationSidelink.
NOTE 2: Ciphering and integrity protection can be enabled or disabled for a sidelink DRB for unicast. The enabling/disabling of ciphering or integrity protection can be changed only by releasing and adding the sidelink DRB.
For the sidelink DRB, whose sidelink DRB modification conditions are met as in sub-clause 5.8.9.1.5.1, the UE capable of NR sidelink communication that is configured by upper layers to perform NR sidelink communication shall:

1>
for groupcast and broadcast, or
1>
for unicast, after receiving RRCReconfigurationSidelink message (in case the modification is due to the configuration by RRCReconfigurationSidelink), or after receiving the RRCReconfigurationCompleteSidelink message (in case the modification is due to the configuration by sl-ConfigDedicatedNR, SIB12 or SidelinkPreconfigNR):

2>
reconfigure the SDAP entity of the sidelink DRB, in accordance with the sl-SDAP-ConfigPC5 received in the RRCReconfigurationSidelink or sl-SDAP-Config received in sl-ConfigDedicatedNR, SIB12, SidelinkPreconfigNR, if included;

2>
reconfigure the PDCP entity of the sidelink DRB, in accordance with the sl-PDCP-ConfigPC5 received in the RRCReconfigurationSidelink or sl-PDCP-Config received in sl-ConfigDedicatedNR, SIB12, SidelinkPreconfigNR, if included;

2>
reconfigure the RLC entity of the sidelink DRB, in accordance with the sl-RLC-ConfigPC5 received in the RRCReconfigurationSidelink or sl-RLC-Config received in sl-ConfigDedicatedNR, SIB12, SidelinkPreconfigNR, if included;

2>
reconfigure the logical channel of the sidelink DRB, in accordance with the sl-MAC-LogicalChannelConfigPC5 received in the RRCReconfigurationSidelink or sl-MAC-LogicalChannelConfig received in sl-ConfigDedicatedNR, SIB12, SidelinkPreconfigNR, if included.
--------------------- [Next change] ---------------------------------

5.8.9.3
Sidelink radio link failure related actions

5.8.9.3.1
Detection of physical layer problems for a specific destination
The UE shall:
1>
upon indication from sidelink MAC entity that the number of consecutive HARQ DTX for a specific destination reaches maxNumConsecutiveDTX:
2>
start timer T4xx for the corresponding destination.

5.8.9.3.2
Recovery of physical layer problems for a specific destination
Upon indication from sidelink MAC entity that the number of consecutive HARQ DTX for a specific destination reaches maxNumConsecutiveACKorNACK while T4xx is running, the UE shall:
1>
stop timer T4xx for the corresponding destination.

5.8.9.3.3
Detection of Sidelink radio link failure for a specific destination
The UE shall:

1>
upon indication from sidelink RLC entity that the maximum number of retransmissions for a specific destination has been reached; or

1>
upon T400 expiry; or

1>
upon T4xx expiry:

2>
consider sidelink radio link failure to be detected for this destination;

2>
release the DRBs of this destination, in according to sub-clause 5.8.9.1.4;

2>
release the SRBs of this destination, in according to sub-clause 5.8.9.1.6;

2>
discard the NR sidelink communication related configuration of this destination;

2>
consider the PC5-RRC connection is released for the destination;

2>
indicate the release of the PC5-RRC connection to the upper layers for this destination (i.e. PC5 is unavailable);

2>
if UE is in RRC_CONNECTED:

3>
perform the sidelink UE information for NR sidelink communication procedure, as specified in 5.8.3.3 or sub-clause 5.10.X in TS 36.331 [10];

NOTE:
It is up to UE implementation on whether and how to indicate to upper layers to maintain the keep-alive procedure [55].

--------------------- [Next change] ---------------------------------

–
RRCReconfigurationSidelink
The RRCReconfigurationSidelink message is the command to AS configuration of the PC5 RRC connection. It is only applied to unicast of NR sidelink communication.

Signalling radio bearer: SL-SRB3
RLC-SAP: AM

Logical channel: SCCH

Direction: UE to UE

RRCReconfigurationSidelink message
-- ASN1START

-- TAG-RRCRECONFIGURATIONSIDELINK-START

RRCReconfigurationSidelink ::=          SEQUENCE {

    rrc-TransactionIdentifier-r16           RRC-TransactionIdentifier,

    criticalExtensions                      CHOICE {

        rrcReconfigurationSidelink-r16          RRCReconfigurationSidelink-IEs-r16,

        criticalExtensionsFuture                SEQUENCE {}

    }

}

RRCReconfigurationSidelink-IEs-r16 ::=  SEQUENCE {

    slrb-ConfigToAddModList-r16             SEQUENCE (SIZE (1..maxNrofSLRB-r16)) OF SLRB-Config-r16             OPTIONAL, -- Need N

    slrb-ConfigToReleaseList-r16            SEQUENCE (SIZE (1..maxNrofSLRB-r16)) OF SLRB-PC5-ConfigIndex-r16    OPTIONAL, -- Need N

    sl-MeasConfig-r16                       SetupRelease {SL-MeasConfig-r16}                                     OPTIONAL, -- Need M

    sl-CSI-RS-Config-r16                    SetupRelease {SL-CSI-RS-Config-r16}                                 OPTIONAL, -- Need M

sl-ResetConfig-r16                      ENUMERATED {true}                                                   OPTIONAL, -- Need N

sl-LatencyBound-CSI-Report-r16          INTEGER (3..160)                                                    OPTIONAL, -- Need M
    lateNonCriticalExtension                OCTET STRING                                                        OPTIONAL,

    nonCriticalExtension                    SEQUENCE {}                                                         OPTIONAL

}

SLRB-Config-r16::=                      SEQUENCE {

    slrb-PC5-ConfigIndex-r16                SLRB-PC5-ConfigIndex-r16,

    sl-SDAP-ConfigPC5-r16                   SL-SDAP-ConfigPC5-r16                                               OPTIONAL, -- Need M

    sl-PDCP-ConfigPC5-r16                   SL-PDCP-ConfigPC5-r16                                               OPTIONAL, -- Need M

    sl-RLC-ConfigPC5-r16                    SL-RLC-ConfigPC5-r16                                                OPTIONAL, -- Need M

    sl-MAC-LogicalChannelConfigPC5-r16      SL-LogicalChannelConfigPC5-r16                                      OPTIONAL, -- Need M

    ...

}

SLRB-PC5-ConfigIndex-r16 ::=            INTEGER (1..maxNrofSLRB-r16)

SL-SDAP-ConfigPC5-r16 ::=               SEQUENCE {

    sl-MappedQoS-FlowsToAddList-r16         SEQUENCE (SIZE (1.. maxNrofSL-QFIsPerDest-r16)) OF SL-PFI-r16       OPTIONAL, -- Need N

    sl-MappedQoS-FlowsToReleaseList-r16      SEQUENCE (SIZE (1.. maxNrofSL-QFIsPerDest-r16)) OF SL-PFI-r16       OPTIONAL, -- Need N

    ...
}

SL-PDCP-ConfigPC5-r16 ::=               SEQUENCE {

    sl-PDCP-SN-Size-r16                     ENUMERATED {len12bits, len18bits}                                   OPTIONAL, -- Need M

    sl-HeaderCompression-r16                   SEQUENCE{

        maxCID-r16                                      INTEGER (1..16383)                                  DEFAULT 15

},
sl-IntegrityProtection                 ENUMERATED {enable}                  OPTIONAL, --Need R
sl-Ciphering                             ENUMERATED {enable}                  OPTIONAL, --Need R
    ...
}

SL-RLC-ConfigPC5-r16 ::=                CHOICE {

    sl-AM-RLC-r16                           SEQUENCE {

        sl-SN-FieldLengthAM-r16                 SN-FieldLengthAM                                                OPTIONAL, -- Need M

    ...

    },

    sl-UM-Bi-Directional-RLC-r16            SEQUENCE {

        sl-SN-FieldLengthUM-r16                 SN-FieldLengthUM                                                OPTIONAL, -- Need M

    ...

    },

    sl-UM-Uni-Directional-RLC-r16           SEQUENCE {

        sl-SN-FieldLengthUM-r16                 SN-FieldLengthUM                                                OPTIONAL, -- Need M

    ...

    }

}

SL-LogicalChannelConfigPC5-r16 ::=      SEQUENCE {

    sl-LogicalChannelIdentity-r16           LogicalChannelIdentity,

    ...

}

SL-PFI-r16 ::=                          INTEGER (1..64)

SL-CSI-RS-Config-r16 ::=                SEQUENCE {

    sl-CSI-RS-FreqAllocation-r16            CHOICE {

        sl-OneAntennaPort-r16                   BIT STRING (SIZE (12)),

        sl-TwoAntennaPort-r16                   BIT STRING (SIZE (6))

    }                                                                                                           OPTIONAL, -- Need M

    sl-CSI-RS-FirstSymbol-r16               INTEGER (1..12)                                                    OPTIONAL, -- Need M

    ...

}

-- TAG-RRCRECONFIGURATIONSIDELINK-STOP

-- ASN1STOP

	RRCReconfigurationSidelink field descriptions

	sl-CSI-RS-FreqAllocation

Indicates the frequency domain position for sidelink CSI-RS.

	sl-CSI-RS-FirstSymbol

Indicates the position of first symbol of sidelink CSI-RS.

	sl-Resetconfig

Indicates that the full configuration should be applicable for the RRCReconfigurationSidelink message.

	sl-LatencyBound-CSI-Report

Indicate the latency bound of SL CSI report from the associated SL CSI triggering in terms of number of slots.

	sl-LogicalChannelIdentity

Indicates the identity of the sidelink logical channel.

	sl-MappedQoS-FlowsToAddList

Indicate the QoS flows to be mapped to the configured SLRB. Each entry is indicated by the SL-PFI, which is used between UEs, as defined in TS 23.287 [55].

	sl-MappedQoS-FlowsToReleaseList

Indicate the QoS flows to be released from the configured SLRB. Each entry is indicated by the SL-PFI, which is used between UEs, as defined in TS 23.287 [55].

	sl-MeasConfig

Indicates the sidelink measurement configuration for the unicast destination.

	sl-PDCP-SN-Size

Indicates the PDCP SN size of the configured SLRB.

	sl-IntegrityProtection
Indicates the whether or not integrity protection is configured for the configured SLRB. All SLRBs for the unicast link are configured with same value for this field. The value for this field cannot be changed after the SLRB is set up.

	sl-Ciphering
Indicates the whether or not ciphering is configured for the configured SLRB. All SLRBs for the unicast link are configured with same value for this field. The value for this field cannot be changed after the SLRB is set up.


--------------------- [Next change] ---------------------------------
7.1
Timers

7.1.1
Timers (Informative)

	Timer
	Start
	Stop
	At expiry

	T300
	Upon transmission of RRCSetupRequest.
	Upon reception of RRCSetup or RRCReject message, cell re-selection and upon abortion of connection establishment by upper layers.
	Perform the actions as specified in 5.3.3.7. 

	T301
	Upon transmission of RRCReestabilshmentRequest
	Upon reception of RRCReestablishment or RRCSetup message as well as when the selected cell becomes unsuitable
	Go to RRC_IDLE

	T302
	Upon reception of RRCReject while performing RRC connection establishment or resume, upon reception of RRCRelease with waitTime.
	Upon entering RRC_CONNECTED or RRC_IDLE, upon cell re-selection and upon reception of RRCReject message.
	Inform upper layers about barring alleviation as specified in 5.3.14.4

	T304
	Upon reception of RRCReconfiguration message including reconfigurationWithSync or upon conditional reconfiguration execution i.e. when applying a stored RRCReconfiguration message including reconfigurationWithSync.
	Upon successful completion of random access on the corresponding SpCell

For T304 of SCG, upon SCG release
	For T304 of MCG, in case of the handover from NR or intra-NR handover, initiate the RRC re-establishment procedure; In case of handover to NR, perform the actions defined in the specifications applicable for the source RAT.

For T304 of SCG, inform network about the reconfiguration with sync failure by initiating the SCG failure information procedure as specified in 5.7.3.

	T310


	Upon detecting physical layer problems for the SpCell i.e. upon receiving N310 consecutive out-of-sync indications from lower layers.
	Upon receiving N311 consecutive in-sync indications from lower layers for the SpCell, upon receiving RRCReconfiguration with reconfigurationWithSync for that cell group, and upon initiating the connection re-establishment procedure.

Upon SCG release, if the T310 is kept in SCG.


	If the T310 is kept in MCG: If AS security is not activated: go to RRC_IDLE else: initiate the MCG failure information procedure as specified in 5.7.3b or the connection re-establishment procedure as specified in 5.3.7.

If the T310 is kept in SCG, Inform E-UTRAN/NR about the SCG radio link failure by initiating the SCG failure information procedure as specified in 5.7.3.

	T311


	Upon initiating the RRC connection re-establishment procedure
	Upon selection of a suitable NR cell or a cell using another RAT.
	Enter RRC_IDLE

	T312


	If T312 is configured  in MCG: Upon triggering a measurement report for a measurement identity for which T312 has been configured, while T310 in PCell is running.

If T312 is configured in SCG: Upon triggering a measurement report for a measurement identity for which T312 has been configured, while T310 in PSCell is running.
	Upon receiving N311 consecutive in-sync indications from lower layers for the SpCell, receiving RRCReconfiguration with reconfigurationWithSync for that cell group, upon initiating the connection re-establishment procedure, and upon the expiry of T310 in corresponding SpCell.

Upon SCG release, if the T312 is kept in SCG
	If the T312 is kept in MCG: If security is not activated: go to RRC_IDLE else: initiate the connection re-establishment procedure.

If the T312 is kept in SCG, Inform E-UTRAN/NR about the SCG radio link failure by initiating the SCG failure information procedure.as specified in 5.7.3.

	T316
	Upon transmission of the MCGFailureInformation message
	Upon resumption of MCG transmission, upon reception of RRCRelease, or upon initiating the re-establishment procedure, 
	Perform the actions as specified in 5.7.3b.5.

	T319
	Upon transmission of RRCResumeRequest or RRCResumeRequest1.
	Upon reception of RRCResume, RRCSetup, RRCRelease, RRCRelease with suspendConfig or RRCReject message, cell re-selection and upon abortion of connection establishment by upper layers.
	Perform the actions as specified in 5.3.13.5.

	T320
	Upon reception of t320 or upon cell (re)selection to NR from another RAT with validity time configured for dedicated priorities (in which case the remaining validity time is applied).
	Upon entering RRC_CONNECTED, upon reception of RRCRelease, when PLMN selection is performed on request by NAS, when the UE enters RRC_IDLE from RRC_INACTIVE, or upon cell (re)selection to another RAT (in which case the timer is carried on to the other RAT).
	Discard the cell reselection priority information provided by dedicated signalling.

	T321
	Upon receiving measConfig including a reportConfig with the purpose set to reportCGI
	Upon acquiring the information needed to set all fields of cgi-info, upon receiving measConfig that includes removal of the reportConfig with the purpose set to reportCGI and upon detecting that a cell is not broadcasting SIB1.
	Initiate the measurement reporting procedure, stop performing the related measurements.

	T322
	Upon receving measConfig including reportConfigNR with the purpose set to reportSFTD and drx-SFTD-NeighMeas is set to true.
	Upon acquiring the SFTD measurement results, upon receiving measConfig that includes removal of the reportConfig with the purpose set to reportSFTD.
	Initiate the measurement reporting procedure, stop performing the related measurements.

	T325
	Upon reception of RRCRelease message with deprioritisationTimer.
	
	Stop deprioritisation of all frequencies or NR signalled by RRCRelease.

	T330
	Upon receiving LoggedMeasurementConfiguration message
	Upon log volume exceeding the suitable UE memory, upon initiating the release of LoggedMeasurementConfiguration procedure
	Perform the actions specified in 5.5a.1.4

	T331
	Upon receiving RRCRelease message with measIdleDuration
	Upon receiving RRCSetup, RRCResume, RRCRelease with idle/inactive measurement configuration, upon reselecting to cell that does not belong to validityArea (if configured), or upon cell re-selection to another RAT.
	Perform the actions as specified in 5.7.8.3.

	T342
	Upon transmitting UEAssistanceInformation message with DelayBudgetReport.
	Upon initiating the connection re-establishment/resume procedures, and upon receiving delayBudgetReportingConfig set to release.
	No action.

	T345
	Upon transmitting UEAssistanceInformation message with overheatingAssistance
	Upon initiating the connection re-establishment procedure and upon initiating the connection resumption procedure
	No action.

	T346a
	Upon transmitting UEAssistanceInformation message with drx-Preference.
	Upon initiating the connection re-establishment/resume procedures, and upon receiving drx-PreferenceConfig set to release.
	No action.

	T346b
	Upon transmitting UEAssistanceInformation message with maxBW-Preference.
	Upon initiating the connection re-establishment/resume procedures, and upon receiving maxBW-PreferenceConfig set to release.
	No action.

	T346c
	Upon transmitting UEAssistanceInformation message with maxCC-Preference.
	Upon initiating the connection re-establishment/resume procedures, and upon receiving maxCC-PreferenceConfig set to release.
	No action.

	T346d
	Upon transmitting UEAssistanceInformation message with maxMIMO-LayerPreference.
	Upon initiating the connection re-establishment/resume procedures, and upon receiving maxMIMO-LayerPreferenceConfig set to release.
	No action.

	T346e
	Upon transmitting UEAssistanceInformation message with minSchedulingOffsetPreference.
	Upon initiating the connection re-establishment/resume procedures, and upon receiving minSchedulingOffsetPreferenceConfig set to release.
	No action.

	T346f
	Upon transmitting UEAssistanceInformation message with releasePreference.
	Upon initiating the connection re-establishment/resume procedures, and upon receiving releasePreferenceConfig set to release.
	No action.

	T380
	Upon reception of t380 in RRCRelease.
	Upon reception of RRCResume, RRCSetup or RRCRelease.

	Perform the actions as specified in 5.3.13.

	T390
	When access attempt is barred at access barring check for an Access Category. The UE maintains one instance of this timer per Access Category.
	Upon cell (re)selection, upon entering RRC_CONNECTED, upon reception of RRCReconfiguration including reconfigurationWithSync, upon change of PCell while in RRC_CONNECTED, upon reception of MobilityFromNRCommand, or upon reception of RRCRelease.
	Perform the actions as specified in 5.3.14.4.

	T400
	Upon transmission of RRCReconfigurationSidelink
	Upon reception of RRCReconfigurationFailureSidelink or RRCReconfigurationCompleteSidelink
	Perform the sidelink RRC reconfiguration failure procedure as specified in 5.8.9.1.8

	T4xx
	upon indication from sidelink MAC entity that the number of consecutive HARQ DTX for a specific destination reaches maxNumConsecutiveDTX
	Upon indication from sidelink MAC entity that the number of consecutive HARQ DTX for a specific destination reaches maxNumConsecutiveACKorNACK while T4xx is running.
	consider sidelink radio link failure to be detected for this destination;

consider the PC5-RRC connection is released for the destination;
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