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Introduction
DAPS handover without key change is supported in NR. However, security concern about keystream reuse was raised. We were unable to conclude on this issue in previous meeting, and agreed to continue the discussion [1].
Agreements
1	RAN2 to progress solution to avoid that same key stream is applied to retransmitted SDUs with different ROHC compression headers. (Companies should bring contributions to next meeting)
In this paper, we discuss the details and potential solutions.
[bookmark: OLE_LINK110][bookmark: OLE_LINK109]Discussion
Security concern when the same key is used
We may encounter keystream reuse problem if the same PDCP SDU is transmitted by source and target cell, with different ROHC compressed headers, but encrypted with the same key. An attacker may obtain security information by performing XOR operation on the two versions of transmitted PDU. During DAPS handover, this may happen in the following cases:
· In the uplink, transmission in source cell fails and retransmission happens in target cell. The UE first performs in the source cell header compression with source ROHC context and encrypted using the common security key, and then performs in the target cell header compression with the target ROHC context and encrypted using the common security key. If source and target use different ROHC context, different contents are encrypted using the same key for source and target cell, respectively. This results in the risk of keystream reuse as mentioned above.
· In the downlink, when source and target cells perform header compression for the same SDU (which is forwarded from source to target) using source and target ROHC context, respectively, and perform encryption using the same key. This may happen not only for the re-transmission case, where the SDU is re-transmitted in target cell according to NACK indicated by PDCP status report, but also for duplication case where a packet is transmitted by source and target cells even without failure, due to early data forwarding.
We observe that the security concern stems from the possibility to have the same SDU transmitted by source and target cells with different compressed header contents but with the same key. To support DAPS handover without key change, if the same SDU is to be transmitted by source and target cells, we need to ensure that the compressed headers for both transmissions are also the same. In this way, the XOR operation by attacker is taken on exactly the same content, and simply result in an all ‘0’ bit string which reveals no information. 
Based on previous discussions [2], there are two major solutions:
1. Use the same ROHC context for source and target cells during DAPS HO
2. Keep ROHC compressor(s) in IR state during DAPS HO
In the following sections, we discuss how the two methods work and whether they really help avoid the risk of keystream reuse.
Using the same ROHC context for source and target cells
1.1.1 How does it work?
In the uplink, the source ROHC context can be used by target ROHC instance directly inside a UE. In the downlink, this is straightforward for intra-CU case where PDCP anchor is the same, or we may extend X2/Xn functions to allow ROHC context transfer. 
In NR, we have drb-ContinueROHC to indicate that the PDCP entity should continue the ROHC header compression protocol upon handover. However, in RAN2#107bis meeting we have agreed that drb-ContinueROHC is not supported in DAPS HO in Rel-16. 
	drb-ContinueROHC
Indicates whether the PDCP entity continues or resets the ROHC header compression protocol during PDCP re-establishment, as specified in TS 38.323 [5]. This field is configured only in case of reconfiguration with sync where the PDCP termination point is not changed and the fullConfig is not indicated.


Although we may introduce a new flag for ROHC continuation in DAPS HO, it would be simpler to reuse the existing flag of drb-ContinueROHC. To do so, we need to revert previous agreement that drb-ContinueROHC is not supported for DAPS in Rel-16, and modify the field description of drb-ContinueROHC to include the case of DAPS HO.
Observation 1:	To allow the same ROHC context to be used in source and target cell during DAPS HO, we need to do the following:
(1) Revert previous agreement that drb-ContinueROHC is not supported for DAPS in Rel-16.
(2) Modify the field description of drb-ContinueROHC to include the case of DAPS HO.
1.1.2 Is it risk-free?
To evaluate whether ROHC continuation can eliminate the risk of keystream reuse, we consider the two cases illustrated in the figure below.


Figure 1. ROHC Context Continuation in DAPS Handover
In Figure 1(a), we consider a case where no retransmission is need. When target cell starts transmission, the ROHC context is continued in target cell from SDU#12. Assume SDU#12 and #13 and transmitted by both source and target cells using a common key and the same ROHC context, the transmitted bits on the two links are exactly the same, and there is no security concern.
In Figure 1(b), the transmission of SDU#10 fails in source cell. Based on the PDCP status report received upon UL switching, the target cell should start from the re-transmission of SDU#10, but if source ROHC context is continued in target when target starts transmission, the value of reference for ROHC compressor may already be related to SDU#11, and thus the compressed header may be different from that of SDU#10 transmitted by source, for which the value of reference for ROHC compressor may be related to SDU#9. Therefore, the DAPS HO without key change is not free from keystream reuse risk. 
Similar observation can be made for the uplink, where the UE may re-transmit a SDU failed in source cell to target cell using continued ROHC context and the same key, but the compressed header is different. 
Observation 2:	Even if the same ROHC context is used in source and target cell, DAPS HO without key change is not free from the risk of keystream reuse, since the compressed header of re-transmitted SDU may be different from the first transmitted version.  
Keep ROHC in IR state
1.1.3 How does it work?
In ROHC operation, a first few packets are sent in IR (Initialization and Refresh) state, where full packet headers are sent. After successful transmissions, ROHC compresses all static fields and most dynamic fields and enters the first order (FO) state. Then ROHC may even compress all dynamic fields predictively using a sequence number and checksum, and enters the second-order (SO) state. 
Again, we want to guarantee that the same content are encrypted using a common key by source and target. If source and target cells are using different ROHC context, one way to achieve this is to keep the RoHC in IR state, i.e., header is not compressed an all static and dynamic information is sent to UE. In this way, a packet transmitted both source and target cell during DAPS handover will be encrypted based on the same content using the same key, and thus has no keystream reuse issue. 
1.1.4 Is it risk-free?
To evaluate whether keeping ROHC in IR state can eliminate the risk of keystream exchange, we consider the two cases illustrated in the figure below.



Figure 2. Keeping ROHC in IR state during DAPS HO
Figure 2(a) resembles Figure 1(b). In Figure 2(a), the transmission of SDU#10 fails in source cell, and the target cell should start from the re-transmission of SDU#10. If SDU#10 (re-)transmitted from both source and target cells are in IR state, the contents are identical and there is no security concern.
While the “IR state” solution overcomes the security problem when the transmissions of a packet in source and target both happens during DAPS HO, it is still not risk-free. Consider the case illustrated in Figure 2(b), where SDU#8 was transmitted in source cell before DAPS HO command, not in IR state, and the transmission failed. Then DAPS HO is initiated, and SDU#8 is re-transmitted by target cell. Even if target ROHC for retransmitted SDU#8 is now in IR state, the resulting PDU#8 transmitted by target cell is different from the original version by source cell, since the headers are different in the two versions.
Observation 3:	When the transmissions of a SDU in source and target both happens during DAPS HO, the risk of keystream reuse can be avoided by keeping ROHC in IR state during DAPS HO.
Observation 4:	If a SDU first transmitted before DAPS HO is to be re-transmitted during DAPS HO, there is a risk of keystream reuse even if ROHC is kept in IR state for both source and target cell during DAPS handover without key change.
Proposed solution
From the above example, we observe that both “Same ROHC context” and “Keep IR state” methods are not 100% free from the risk of keystream reuse. To ensure that the retransmitted PDU is exactly the same as the first transmitted version in source cell, for retransmission of SDUs like SDU#8 in Figure 2(b), the PDU#8 in original transmission need to be forwarded and transmitted in target cell, i.e., target cell PDCP does not generate its own PDU#8 from SDU#8.
Based on above discussion, we suggest that (1) the ROHC should be kept in IR state for both source and target cell during DAPS handover, and (2) if a SDU transmitted in source cell before DAPS handover is to be re-transmitted in target cell, the retransmitted PDU should have exactly the same content as original version. The first part is ensures SDUs with both transmissions during DAPS HO are safe, and the second part deals with SDUs with first transmission before DAPS HO.
Proposal 1:	The ROHC should be kept in IR state for both source and target cell during DAPS handover without key change.
Proposal 2:	If a PDCP SDU transmitted in source cell before DAPS handover without key change is to be re-transmitted in the target cell, the retransmitted PDU should have exactly the same content as original version.
[bookmark: _GoBack]Regarding the feasibility of Proposal 2, in the uplink this can be done inside UE. In the downlink, this is possible for intra-CU case, but for inter-CU case, we are not sure if RAN3 impacts can be resolved due to time limit. RAN2 needs to discuss the feasible scenarios for DAPS handover without key change (e.g., limited to intra-CU case).
Proposal 3:	RAN2 should discuss the feasible scenarios for DAPS handover without key change.
Notice that the proposed method above is valid only if ROHC reconfiguration is prohibited during DAPS handover. Otherwise it is still possible to have the same SDU retransmitted with different compressed header using the same key. We suggest having such an additional restriction captured explicitly.
Proposal 4:	ROHC reconfiguration is prohibited during DAPS handover.
Conclusion
We have the following observations:
Observation 1:	To allow the same ROHC context to be used in source and target cell during DAPS HO, we need to do the following:
(1) Revert previous agreement that drb-ContinueROHC is not supported for DAPS in Rel-16.
(2) Modify the field description of drb-ContinueROHC to include the case of DAPS HO.
Observation 2:	Even if the same ROHC context is used in source and target cell, DAPS HO without key change is not free from the risk of keystream reuse, since the compressed header of re-transmitted SDU may be different from the first transmitted version.  
Observation 3:	When the transmissions of a packet in source and target both happens during DAPS HO, the risk of keystream reuse can be avoided by keeping ROHC in IR state during DAPS HO.
Observation 4:	If a packet first transmitted before DAPS HO is to be re-transmitted during DAPS HO, there is a risk of keystream reuse even if ROHC is kept in IR state for both source and target cell during DAPS handover without key change.
It is proposed to discuss and decide on the following proposals:
Proposal 1:	The ROHC should be kept in IR state for both source and target cell during DAPS handover without key change.
Proposal 2:	If a PDCP SDU transmitted in source cell before DAPS handover without key change is to be re-transmitted in the target cell, the retransmitted PDU should have exactly the same content as original version.
Proposal 3:	RAN2 should discuss the feasible scenarios for DAPS handover without key change.
Proposal 4:	ROHC reconfiguration is prohibited during DAPS handover.
Reference
[1] RAN2#109bis-e Chairman’s note
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