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1 Introduction
In RAN2#109bis-e meeting [1], RAN2 has discussed ROHC issues for DAPS HO and different companies provided different solutions. The agreements were achieved as below:

Agreements

RAN2 to progress solution to avoid that same key stream is applied to retransmitted SDUs with different ROHC compression headers.
In this paper, we would further discuss this issue. 
2 Discussion

In R15, it was agreed that handover can be performed without key change, and this can also be applied for DAPS HO procedure. In last RAN2#109bis meeting, most companies agreed that “for DAPS DRBs without key change, there is a security risk when same key stream is applied to retransmitted SDUs with different ROHC compression headers”. 

Observation: The security risk exists when same key stream is applied to retransmitted SDUs with different ROHC compression headers.

This ROHC issue needs to be solved and some options are listed in [2] as below:

For uplink data transmission:

Option 1: ROHC-continue in target ROHC;

Option 2: IR packets are sent to both source cell and target cell during DAPS HO;

Option 3: retransmit PDCP PDUs, similar to PDCP recovery;

Option 4: it depends on UE implementation.

For downlink data transmission:

Option 1: ROHC-continue in target ROHC;

Option 2: both source cell and target cell sends IR packets during DAPS HO;

Option 3: target cell retransmits PDCP PDUs generated in source cell;

Option 4: it depends on NW implementation.

Since ROHC issue is significant for DAPS HO performance, it would be better to have a deterministic UE/NW behaviour, so Option 4 is not preferred. 

In previous meeting, it has been agreed that “drb-ContinueROHC is not supported for DAPS in R16; If drb-ContinueROHC is not configured, UE has two separate ROHC instances, one for the source cell and the other for the target cell; UE uses one ROHC compressor instance for UL data transfer; UE uses two ROHC decompressor instances for DL data transfer”, Option1 is contradictory to the agreements. On the other hand, even though the source node and the target node use the same ROHC context, it still can’t guarantee the same header (de)compression result since ROHC decompressor may work independently. Therefore, Option 1 is not the preferred solution. 

Then we would analyse Option2 and Option3 for UL and DL transmission respectively.

· For UL data transmission, Option3 is better compared with Option2 since it is similar to PDCP recovery mechanism and has little impact on the spec. For Option2, the packets to be retransmitted may have been compressed (not using IR packet) before DAPS HO command is received by the UE, if these compressed packets are retransmitted using IR packet, there is still security issue. For Option3, regarding how the target node can distinguish “the compressed data with the source ROHC context” from “the compressed data with the target ROHC context”, since the retransmitted PDCP PDUs is the ones compressed with source context, the target node i.e. the source node for intra-node handover has the source ROHC context can decompress these packets, and for the first newly packet using target ROHC context, the target node can decompress it successfully since it is an IR packet. 

Proposal 1: For UL, the UE can retransmit PDCP PDUs to the target node in case of DAPS HO without key change. 

·  For DL data transmission, Option2 can be used together with Option3. For SDUs before DAPS handover, if they need to be retransmitted in target cell, the exact the same PDCP PDU should be sent by target cell. And during DAPS handover IR packets can be used for new PDUs. For Option3, since current agreement is that the UE uses source ROHC to decompress the packets from the source node, and uses target ROHC to decompress the packets from the target node, the retransmitted PDCP PDUs generated in source cell can’t be decompressed by target ROHC entity in UE successfully. So if option 3 is adopted we need to allow UE to send these retransmitted PDUs to source ROHC entity to decompress.
Proposal 2: For DL, both the source and target node can transmit IR packets in case of DAPS HO without key change. 

Proposal 3: if option 3 is adopted for downlink we need to allow UE to send these retransmitted PDUs to source ROHC entity to decompress.
3 Conclusion

This paper discusses the ROHC issues for DAPS HO without key change and has the following proposals:

Observation: The security risk exists when same key stream is applied to retransmitted SDUs with different ROHC compression headers.

Proposal 1: For UL, the UE can retransmit PDCP PDUs to the target node in case of DAPS HO without key change. 

Proposal 2: For DL, both the source and target node can transmit IR packets in case of DAPS HO without key change. 

Proposal 3: if option 3 is adopted for downlink we need to allow UE to send these retransmitted PDUs to source ROHC entity to decompress.
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