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1. Discussion 

In this document, we discuss following 2 key user plane open issues for DAPS HO.

1) ROHC handling during DAPS HO without key change

2) DL ROHC context IR state handing during DAPS HO.
2.1 ROHC handling in case of DAPS HO without key change
Agreements

1
RAN2 to progress solution to avoid that same key stream is applied to retransmitted SDUs with different ROHC compression headers. (Companies should bring contributions to next meeting)
In NR HO, Security key change is optional because of Intra CU-Inter DU HO scenario. When CU does not change, PDPC anchor remains in same CU and there is no need to change security key. In this case, there is no need to change ROHC context of PDCP, when UE is performing DAPS HO between 2 DUs of the same CU. Due to change of ROHC context when security key does not change, following are key impacts.

1) Security issue

2) Addition UE processing impact

Security Issue:

In [2], Ericsson has following comments. 

There is a security problem if the security key is maintained but the RoHC context is reset for target.

If the security key is maintained but the RoHC context is reset in DAPS handover, the UE will have to recompress and re-encrypt all unacknowledged UL packets when they are retransmitted to the target cell. Each of these UL packets will then have been transmitted twice:

1.
First in the source cell compressed with source RoHC context and encrypted using the common security key; and

2.
Then in the target cell compressed with the target RoHC context and encrypted using the common security key

This will lead to so called keystream re-use, i.e. by taking the XOR of the encrypted UL packet sent on the source and target cell an attacker can learn information about the contents of the UL packet. If the RoHC context is maintained, however, there is no issue since taking the XOR will then simply result in an all 0 bit string which reveals no information.

Additional details provided in [3] as well.
Additional UE UL processing impact:  

As there can be large number of outstanding packets in UL window, which need to be retransmitted after the HO to target cell, this becomes burden on UE to re-generate the PDUs with “New ROHC Context + Old Ciphering Context” and retransmit especially when the outstanding packets to be retransmitted are too large. This might cause additional interruption.

Observation 1. Due to change of ROHC context without security key change has both security issue and UE UL processing impact.
Proposal 1.   During NR DAPS HO, when security key does not change for intra CU-Inter DU case, ROHC context shall not change.

2.2 Downlink ROHC IR state handling during DAPS HO  

During previous RAN2 meetings, there was extensive discussion about whether both source and target cells are restricted to operate ROHC context in IR state during DAPS HO.

Based on [4], RAN2 agreed “The target cell always transmits the PDCP PDUs containing IR packet until releasing the source cell”. However, it is still open issue about how to handle both source and target cell ROHC during DAPS HO. 

Based on [2], following are key technical comments: 
1. why it cannot be left for ROHC itself?

According to ROHC protocol, there are three operation mode, i.e. U-mode/O-mode/R-mode.

U-mode is Unidirectional mode, there is no feedback from decompressor. The compressor perform upwards transition by so called “Optimistic approach”, it means “when the compressor is in the IR state, it will stay there until it assumes that the decompressor has correctly received the static context information.” Usually compressor in U-mode sends several IR packets to decompressor, then it upgrades to FO state because it thinks it is enough to establish ROHC context in decompressor.

O-mode and R-mode are bidirectional modes. But for O-mode, “Optimistic approach” also applies, which means feedback is not needed to enter into next compression state, i.e. FO state. ACK feedback can also be used in O-mode, but “this functionality is optional, so a compressor must not expect to get such ACKs initially.” So at least in the first upwards transition “Optimistic approach” is still the only way. For R-mode it surely requires ACK feedback from decompressor to enter into FO state from IR state.

So for U-mode and O-mode compressor can enter into FO state from IR state without any ACK received. In DAPS HO, target will begin to send FO packets after several IR packets if operating in U-mode or O-mode. This is why we need a specified NW behavior to handle.

Regarding automatic fallback to IR state by ROHC itself, for U-mode it depends on timer mechanism to fall back to IR state, but the timer won’t expire in the very beginning; for O-mode, since no ROHC context is established in decompressor, no NACK will be sent to compressor to trigger this fallback.

2. Is it better to just turn off ROHC during DAPS HO ?
According to current spec, “The network reconfigures headerCompression only upon reconfiguration involving PDCP re-establishment”, so if NW configures headerCompression to notUsed during DAPS at first, then reconfigure it to rohc after DAPS, it will lead to another data service interruption. This is obviously not a preferred approach.

3. Deterministic ROHC failure handling during DAPS:
In DL, due to duplicate discarding it is possible to have ROHC decompression failures. Number of IR packets is typically implementation specific (hard coded in implementation) for UE and NW side. In case of DAPS DL, it is not clear how many DL packets will be duplicated and how many packets will be discarded. This can lead to different number of ROHC IR packets implementation will have different decompression failures. To have more deterministic behavior, one simple way is target node using IR packets until source cell is released.
4. Source cell ROHC decompression failure handling :
Upon UE receiving DAPS HO command from source cell and if source cell sends DL PDCP data packets using source ROHC context. If there are any source ROHC decompression failures or any source missing data packets, upon UL switching UE will send 1st PDCP Status Reporting including all failures. Target cell is expected to re-transmit all missing packets reported by UE. Even if target cell re-transmits all missing PDCP data packets (using target ROHC context) reported by UE, it is possible that UE may still fail to successfully decompress some of source ROHC context packets due to missing or source decompression failure packets. One way to resolve this issue is by enhancing PDCP status reporting as discussed in [5]. At least, if we want to minimize source ROHC decompression failures during DAPS HO and minimize re-transmission from target cell, having source cell operating in IR state (self-decodable packets) during DAPS HO will help to minimize the source decompression failure issue.
Thus, in order to have deterministic ROHC failure handling during DAPS HO, we suggest to limit both source and target cell ROHC operation to IR state packets and there is no technical disadvantage of having this limitation for DAPS handover network.
Observation 2. It is desirable to have ROHC operating in IR state for deterministic ROHC failure handling during DAPS HO. 

Observation 3. Specifying deterministic network behaviour for ROHC handling has no technical drawback and also helps to simplify ROHC failure handling during DAPS HO.
Proposal 2.   For downlink, the header compression protocol (ROHC) of both source and target cell have to maintain the IR state during DAPS handover.

3. Conclusion

In this contribution, we discussed about key UP open issues for DAPS HO and following are key observations and summary proposals.
Observation 1.
Due to change of ROHC context without security key change has both security issue and UE UL processing impact.
Observation 2.
It is desirable to have ROHC operating in IR state for deterministic ROHC failure handling during DAPS HO.
Observation 3.
Specifying deterministic network behaviour for ROHC handling has no technical drawback and also helps to simplify ROHC failure handling during DAPS HO.


Proposal 1.
During NR DAPS HO, when security key does not change for intra CU-Inter DU case, ROHC context shall not change.
Proposal 2.
For downlink, the header compression protocol (ROHC) of both source and target cell have to maintain the IR state during DAPS handover.
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