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1 Introduction

In the last e-meeting, ROHC handling issue was discussed based on summary of email discussion [AT109bis-e][205], but no agreements were reached. Below is captured in chairman notes.
Agreements

1
RAN2 to progress solution to avoid that same key stream is applied to retransmitted SDUs with different ROHC compression headers. (Companies should bring contributions to next meeting)
In this contribution, we would like to discuss this issue and share our views to the solution.
2 Discussion 
In email discussion [AT109bis-e][205], one security issue was discussed for the case of DAPS HO when security key is not changed. That is, upon UL switch, UE will retransmit to the target node those PDCP SDUs that are not correctly transmitted in the source side. In case of no key change and different ROHC context is used, it will cause the same security key to be used for different PDCP PDUs with different ROHC headers, which further causes security risk. Some solution options were also mentioned in email discussion, as copied below.
For uplink data transmission:

Option 1: ROHC-continue in target ROHC;

Option 2: IR packets are sent to both source cell and target cell during DAPS HO;

Option 3: retransmit PDCP PDUs, similar to PDCP recovery;

Option 4: it depends on UE implementation.

For downlink data transmission:

Option 1: ROHC-continue in target ROHC;

Option 2: both source cell and target cell sends IR packets during DAPS HO;

Option 3: target cell retransmits PDCP PDUs generated in source cell;

Option 4: it depends on NW implementation.

For option 1, by setting ROHC-continue in target ROHC, source and target ROHC state could be synchronized at the initial phase of UL switch. However, since source and target cells maintain ROHC state independently, due to different radio condition and ROHC decompression, ROHC state is likely to be desynchronized at some time point and this would still not avoid the security risk completely.

For option 3, retransmitting PDCP PDUs might not cause security key reuse issue, but if different ROHC-context is used in source and target cell, it will cause ROHC decompression failure in the target side. Even if the same ROHC context can be used in the source and target like option 1, the possible desynchronized ROHC state may still cause ROHC decompression failure.
Compared to option 1 and 3, option 2 uses IR packets during DAPS HO. This does not require any synchronization of ROHC state between source and target, and it is exactly the same PDCP PDU to be retransmitted using the same keys and thus there is no security risk at all. In our understanding, option 2 is the simplest solution and it can be achieved via disabling ROHC by network, e.g. source node can disable ROHC before DAPS HO together with releasing SCells, and target node can disable ROHC in handover command.
Proposal 1 To resolve the security issue, IR packets are transmitted in both source and target cells during DAPS HO, in both UL and DL.
Proposal 2 Network can disable ROHC for DAPS HO, e.g., source node can disable ROHC before DAPS HO together with releasing SCells, and target node can disable ROHC in handover command. 
3 Conclusion
Based on the discussion in section 2 we have following observations and proposals:
Proposal 1
To resolve the security issue, IR packets are transmitted in both source and target cells during DAPS HO, in both UL and DL.
Proposal 2
Network can disable ROHC for DAPS HO, e.g., source node can disable ROHC before DAPS HO together with releasing SCells, and target node can disable ROHC in handover command.
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