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1 Introduction
In the last meeting, one of the controversial issues was about how to handle ROHC for DAPS HO without security key change to avoid keystream reuse. In the last email discussion, quite many solutions were on the table and discussed but the companies’ view continued to diverge.  
In this contribution, we propose possible compromised solutions as similar as the legacy handover behaviour. 

2  Discussion
2.1 Compromised solutions
In legacy LTE handover, drb-ContinueROHC is used for both intra-node and inter-node handover. However, there is no security issue since the security key is always updated. Note that drb-ContinueROHC is applied only at PDCP re-establishment and PDCP re-establishment is always triggered for LTE handover. 
Observation 1. In LTE, drb-ContinueROHC is used for both intra-node and inter-node handover

Observation 2. In LTE, there is no security issue regardless of drb-ContinueROHC since the security key is always updated. 
Observation 3. PDCP re-establishment is always triggered for LTE handover since the security key is always updated and thus drb-ContinueROHC can be applied.
If we look into the principle of legacy LTE handover, it’s very simple even though it mandates the network always update the security key at handover. 

We think that one of compromised solutions is just to follow the principle of legacy LTE handover, which can be applied to Rel-16 DAPS handover to avoid possible security issues. 

Proposal 1. The security key is always updated for Rel-16 DAPS handover. 
If Proposal 1 is not agreeable, another compromised solution could be to follow the principle of legacy NR handover as follows:

In legacy NR handover, the security key update is optional. For inter-node handover with security key update, the principle is the same as that of LTE handover. However, there is a difference for intra-node handover. If the network triggers a handover without security key update, then PDCP re-establishment would not be triggered and drb-ContinueROHC cannot be applied and the network would not touch anything for ROHC and just trigger a PDCP data recovery. Even for this intra-node handover without security key update, there is no security issue for uplink and downlink since only one common ROHC instance is used for both the source and the target. 
Observation 4. In NR, drb-ContinueROHC can be applied only for inter-node handover with security key update.
Observation 5. In NR, PDCP re-establishment is not triggered and drb-ContinueROHC cannot be applied for intra-node handover without security key update. 
Observation 6. In NR, PDCP data recovery is triggered for intra-node handover without security key update, but there is no security issue since only one common ROHC instance is used for both the source and the target.
For DAPS handover, RAN2 made the following agreements:

RAN2#107bis

Agreements

ROHC handling:

6
If drb-ContinueROHC is not configured, UE has two separate ROHC instances, one for the source cell and the other for the target cell.  

•
UE uses one ROHC compressor instance for UL data transfer;

•
UE uses two ROHC decompressor instances for DL data transfer.

7
UE is allowed to transmit the ROHC feedback through the source cell UL if there is DL data on-going from the source cell. 

8
The potential ROHC failure issues in DL and UL (if they are valid) are addressed by UE/network implementation without spec impact.

9
drb-ContinueROHC is not supported for DAPS in Rel-16.

Actually, it is natural not to configure drb-ContinueROHC for DAPS DRB since PDCP re-establishment would not be triggered for DAPS DRB and drb-ContinueROHC cannot be applied. 
For DAPS handover, as another compromised solution, we can follow the principles of legacy NR handover to avoid a security issue:
· Principle 1. One common ROHC instance for the source and the target 
· Principle 2. PDCP data recovery-like retransmission
Regarding Principle 1, we can have two options:
· Option 1. One common ROHC instance for the source and the target
· Option 2. Two separate ROHC instance for the source and the target, but the ROHC context of the source is applied to the ROHC context of the target upon random access completion to the target (i.e. upon uplink data switching)
We think that Option 1 is simple and well-aligned with the legacy principle. 

Regarding Principle 2, we need to note that we have two kinds for legacy PDCP data recovery as follows: 

· Option 1: LTE PDCP data recovery-like accumulated retransmission 

- perform retransmission of all the PDCP PDUs previously submitted to re-established AM RLC entity in ascending order of the associated COUNT values from the first PDCP PDU for which the successful delivery has not been confirmed by lower layers.[36.323]
· Option 2: NR PDCP data recovery-like selective retransmission 

- perform retransmission of all the PDCP Data PDUs previously submitted to re-established or released AM RLC entities in ascending order of the associated COUNT values for which the successful delivery has not been confirmed by lower layers, following the data submission procedure in clause 5.2.1.[38.323]

Option 2 (selective retransmission) is an optimized solution to avoid unnecessary retransmission with the assumption that the source node and the target node are same. Option 1 (accumulated retransmission) is a stable solution which has been specified since LTE. Considering various network implementation, Option 1 would be more stable. If it is clear that the source node and the target node are same, Option 2 would be preferable. 
In the specification point of view, the PDCP entity cannot know whether the security key is changed or not. Hence, somehow, a new indicator is needed to indicate one common ROHC for the source and the target and PDCP data recovery-like retransmission. We can have two options:

· Option 1. Introduce a new indicator

· Option 2. Reuse drb-ContinueROHC or security key related parameter (May revert the previous agreement)

Our understanding is that the original intention of drb-ContinueROHC is well aligned with Principle 1 even if it is reverting the previous agreements. 
Note that Principle 2 itself would not be a complete solution for uplink and downlink, which may resolve the security issue only for uplink. For downlink, UE may not decompress the retransmitted packet from the target, which is the same packet as the compressed packet transmitted from the source but not acknowledged since UE have separate ROHC instance for the source and the target, i.e. Principle 1 should be applied together.
Finally, if Proposal 1 is not agreeable, then we propose another compromised solution as explained above.
Proposal 2. If Proposal 1 is not agreeable, the following compromised solution is considered:

· One common ROHC instance is used for the source and the target, based on an indicator.

· PDCP data recovery-like retransmission is performed based on an indicator upon uplink data switching.
3 Conclusion

In this contribution, we provide our view on the compromised solutions for ROHC related security issue to discuss the following proposals:

Proposal 1. The security key is always updated for Rel-16 DAPS handover. 
Proposal 2. If Proposal 1 is not agreeable, the following compromised solution is considered:

· One common ROHC instance is used for the source and the target, based on an indicator.

· PDCP data recovery-like retransmission is performed based on an indicator upon uplink data switching.
