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1. Introduction
In the last RAN2 e-meeting, the security issue in case of DAPS without security key change is roughly discussed due to time limit, and RAN2 agreed to progress solution directly without sending LS to SA2 to confirm this issue [1]. 

Agreements 
1	RAN2 to progress solution to avoid that same key stream is applied to retransmitted SDUs with different ROHC compression headers. (Companies should bring contributions to next meeting)
In this paper, we provide our consideration on the solution to be selected.
2. Discussion
2.1 Uplink
For the uplink, the security issue mainly happens for the retransmission PDCP packets. During the offline discussion last meeting [2], four options are considered for the uplink.
Option 1: ROHC-continue in target ROHC;
Option 2: IR packets are sent to both source cell and target cell during DAPS HO;
Option 3: retransmit PDCP PDUs, similar to PDCP recovery;
Option 4: it depends on UE implementation.

Firstly, option 4 should be excluded, as we need specific UE behaviour for this issue.
With regarding to option 1, even with RoHC context continuity, it is still not able to ensure the header compress result of the target RoHC instance for a retransmission packet is exactly the same as the one that is compressed by the source RoHC instance during its first transmission. This is because the RoHC context transmitted to the target RoHC instance may have changed compared to the one that is used when compress the first transmission packet by the source.
With regarding to Option 2, this option doesn’t work either. For example, the packets need retransmission may have been compressed by the source RoHC instance not using IR mode before DAPS configuration is received. If these compressed packets is retransmitted using IR packet, there is security issue. 
The only way to ensure the same packet content is to retransmit PDU, i.e. Option 3, and that is why in legacy handover procedure without security key change, PDCP recovery procedure (which retransmits PDCP PDU) is performed. 
Observation 1: For the uplink, retransmitting PDCP PDU is the only way to ensure the retransmitted packet has the same content as it was first transmitted to the source.
During the offline discussion, some companies have concerns on the decompression of option 3. As the target RoHC entity at the network side does not have RoHC context for decompression.
For the decompression on the network side, as the gNB-CU has both RoHC contexts corresponding to source and target, the decompression can be performed based on network implementation. For example, the packet received from the target can be decompressed using the target RoHC function first, if decompression failure happens (CRC check is not passed), it can be re-decompressed based on the source RoHC function. Or the RoHC context used for decompression at the network side can be continued, but note that this does not mean that we need to configure RoHC-context continuity to the UE for compression.
Proposal 1: For the uplink, the PDCP entity shall retransmit unacknowledged PDCP PDU to the target in case of DAPS without security key change.
Proposal 2: For the decompression of the uplink retransmitted PDU, it can be up to network implementation.

2.2 Downlink
For the downlink, the security issue happens for the following cases:
Case 1: retransmission of PDCP packets by the target cell during DAPS handover
Case 2: duplicate transmission by source cell and target cell during DAPS handover
Case 3: retransmission of PDCP packets by the target cell after source cell is released

For the downlink transmission, the network shall ensure the same packet content for the three cases above.
Observations 2: The network should ensure the same packet content for the retransmission cases and duplicate transmission case.

During the offline discussion, four options are considered for the downlink [2].
Option 1: ROHC-continue in target ROHC;
Option 2: both source cell and target cell sends IR packets during DAPS HO;
Option 3: target cell retransmits PDCP PDUs generated in source cell;
Option 4: it depends on NW implementation.

Option 1 is not clear, as we do not usually use RoHC-continue to regulate network behaviour, instead it is used to describe UE behaviour. For option 2, similar to the reason for the uplink, it doesn’t work for the retransmission case. For option3, it is workable for the retransmission case, but for duplicated transmission case, it doesn’t work
In our understanding, to ensure the same packet content for all the cases above, there are several ways to at the network side. For example, one of the possible ways is that IR packet can be used sometime before the DAPS handover command is sent till sometime after source node is release, to ensure all three cases above using IR packets. Another approach could be that for case 1 and case 3, retransmission of PDU is used; but for case 2, IR packets can be used. Thirdly, it is also possible to using compressed packets instead of IR packets for all the three cases, but the network should make sure the same compression header. 
Among the ways above, only IR packets for the entire procedure can result in no decompression issue at UE side, however the condition to use it is very strict, which means that if there is compressed packets not acknowledged at the source cell, DAPS handover is not able to be configured. Therefore, in some conditions, compressed packets shall be used for more flexible scenarios. And to fix the decompression issue at the UE side, RoHC-continue should be supported to enhance the decompression at UE side, and this means we need to revert the agreement that drb-ContinueROHC is not supported for DAPS in Rel-16. 
If that is agreeable, we think possible way is that it is up to network implementation to avoid the case where same key stream is applied to retransmitted or duplicated SDUs with different ROHC compression headers. And the network can configure RoHC-continue to the UE for decompression if needed.

Proposal 3: The network can configure RoHC-continue to the UE for the decompression of downlink packet if needed. 
Proposal 4: For downlink, it is up to network implementation to avoid the case where same key stream is applied to retransmitted or duplicated SDUs with different ROHC compression headers.

3. Conclusion
In this contribution, we provide our view on the solutions for the security issue, and have the following observation and proposals:
Observation 1: For the uplink, retransmitting PDCP PDU is the only way to ensure the retransmitted packet has the same content as it was first transmitted to the source.
Observations 2: The network should ensure the same packet content for the retransmission cases and duplicate transmission case.

Proposal 1: For the uplink, the PDCP entity shall retransmit unacknowledged PDCP PDU to the target in case of DAPS without security key change.
Proposal 2: For the decompression of the uplink retransmitted PDU, it can be up to network implementation.
Proposal 3: The network can configure RoHC-continue to the UE for the decompression of downlink packet if needed. 
Proposal 4: For downlink, it is up to network implementation to avoid the case where same key stream is applied to retransmitted or duplicated SDUs with different ROHC compression headers.
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