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1. INTRODUCTION

This contribution presents some conceptual modifications to the HyperFrameNumbers (HFN). As proposed by SA3 [1], the same HFN can be used as an initialisation value for both ciphering and integrity protection. In addition to that we propose separate HFN counters for PS domain and CS domain. The reason for separating HFN-CS and HFN-PS is explained below. If the changes proposed in this contribution are agreed, modifications to [2] should also be checked.

2. REFERENCES
[1] R2-000518 LS from S3 concerning the integrity protection mechanism 

[2] R2-000290 Proposed CR to 25.331 on integrity protection function 

3. DISCUSSION

As a basic security principle, the COUNT value, used as input for ciphering and integrity algorithms, should never repeat unless some of the other parameters to the algorithm has changed. In practice, the other possible parameter that can be changed is the key. As HFN is used to initialize the COUNT, the value of HFN, that was stored to USIM when RRC connection was released, should never decrease unless the key with which the HFN is used is changed. If the same stored HFN value is used with keys from both CN domains, it must never decrease unless keys from both domains are changed simultaneously. However, according to existing HFN concept, this problem does exist, as we show in the following example.

In this example we discuss – for simplicity - only the ciphering HFN-C, but the same problem exists also with the integrity HFN-I, since both integrity and ciphering keys are generated in a domain specific authentication procedure. The example starts with a CS call with ciphering key CK1. An authentication is performed before the call, thus HFN-C is reset to zero. At the end of the CS connection HFN-C value is 22, which is also stored to the USIM. Next there is a PS call with authentication in the beginning, thus the HFN-C is again reset to zero. At the end of the PS connection HFN-C value is 12, which is stored to USIM. Next there is another CS call, this time with no authentication in the beginning. Thus, the HFN-C value starts from 12+1=13. Since there is no authentication, CK1 is used again, which means that HFN-C values 13…22 are reused with CK1 and we are in a situation where the generated encryption mask is the same as in the previous CS call and at the same time, the protection is lost.
4. PROPOSAL
The problem described above can be solved easiest by coupling the HFN and ciphering/integrity keys together. Since there is no need to have different HFN values for ciphering and integrity [1] (because both ciphering and integrity keys are changed simultaneously during an authentication), it is best to couple HFN with the domains having their own authentication procedures. Thus we propose that two HFNs would be taken into use: HFN-CS and HFN-PS. At the beginning of a RRC connection, only one HFN needs to be sent from UE to UTRAN, and the other one is required only if, during the same RRC connection, a service from the other domain (which did not start the connection) is set up. 

HFN value is also added to the RADIO BEARER SETUP COMPLETE message from UE to UTRAN. This is needed because the highest used HFN needs to be signalled from the UE to the UTRAN when a new radio bearer is setup.

Moreover, the HFN must be added also to the SECURITY MODE COMPLETE message from UE to UTRAN. This is necessary in case that a RRC connection is first set up e.g. with CS domain and when a signalling connection towards PS domain is set up during the same RRC connection, the PS domain first executes authentication (and key change) before setting up radio bearers.
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8.5.2
Actions when entering idle mode from connected mode

When entering idle mode from connected mode, the UE shall attempt to select a suitable cell to camp on. The UE shall perform cell selection when leaving connected mode according to [25.304].

While camping on a cell, the UE shall acquire system information according to the system information procedure in section 8.1, perform measurements according to the measurement control procedure specified in section 8.4 and, if registered, be prepared to receive paging and notification messages according to the paging procedure in section 8.2.

The UE shall compare the 20 most significant bits of the hyper frame numbers (HFN-CS and HFN-PS) for each radio bearer (including signalling radio bearers) that has existed during the connection, after possible authentication and ciphering/integrity key change. Even if a radio bearer has been released, its HFN must be temporarily saved until another HFN instance (of the radio bearers towards the same CN domain) exceeds the saved value or until ciphering/integrity keys for this domain are changed. The UE shall store into the USIM the 20 most significant bits of the highest HFN-CS and of the highest HFN-PS.

8.5.7.3.4
Ciphering mode info

If the IE "Ciphering mode info" is present, the UE shall check the IE "Ciphering mode command" as part of the IE "Ciphering mode info", and perform the following:

1.
If IE "Ciphering mode command" has the value "start/restart", the UE shall

1.1
Start or restart ciphering, using the ciphering algorithm (UEA [TS 33.102]) indicated by the IE "Ciphering algorithm", if that IE is present. If the IE "Ciphering algorithm" is not present, the current algorithm shall be used.

1.2
If a new ciphering key is available, the new ciphering key shall be used at a restart and the hyperframe number (HFN-CS or HFN-PS depending on which ciphering key is changed) shall be set to zero. 

1.3
If the IE "Activation time for DPCH" is present in the IE "Ciphering mode info", the UE shall apply the new configuration at that time for radio bearers using RLC-TM. 

1.4
If the IE "Radio bearer downlink ciphering activation time info" is present in the IE "Ciphering mode info", the UE shall apply the following procedure for each radio bearer using RLC-AM and RLC-UM indicated by the IE "RB identity": 

1.4.1
Suspend data transmission on the radio bearer

1.4.2
Store the current RLC send state variable, VT(S), for that radio bearer

1.4.3
When the data transmission of that radio bearer is resumed, the UE shall switch to the new ciphering configuration according to the following:

1.4.3.1
Use the old ciphering configuration for the transmitted and received RLC PDUs with RLC sequence number less than the RLC sequence number indicated in the IE "Radio bearer downlink ciphering activation time info". 

1.4.3.2
Use the new ciphering configuration shall be used for the transmitted and received RLC PDUs with RLC sequence number greater than or equal to the RLC sequence number indicated in the IE "Radio bearer downlink ciphering activation time info". 

1.4.3.3
For a radio bearer using RLC-AM, when the RLC sequence number indicated in the IE "Radio bearer downlink ciphering activation time info" is not included in the RLC transmission window, the UE may release the old ciphering configuration for that radio bearer.

1.5
For the signalling radio bearer for RRC signalling using RLC-AM, the UE shall apply the new ciphering configuration directly.

2.
If IE "Ciphering mode command" has the value "modify", the UE shall change to the ciphering algorithm (UEA [TS 33.102]) indicated by the IE "Ciphering algorithm" contained in the IE "Ciphering mode info". 

3.
If the IE "Ciphering mode command" has the value "stop", the UE shall stop using ciphering.

If the IE "Ciphering mode info" is not present, the UE shall not change the ciphering configuration.

8.5.7.3.5
Integrity protection mode info

If the IE "Integrity protection mode info" is present, the UE shall check the IE "Integrity protection mode command" as part of the IE "Integrity protection mode info", and perform the following:

-
If IE "Integrity protection mode command" has the value "start/restart", the UE shall start or restart integrity protection, using the algorithm indicated by the IE "Integrity protection algorithm" (UIA [TS 33.102]) and use the IE "Integrity protection initialisation number" as the value of FRESH [TS 33.102] ", both contained in the IE "Integrity protection mode info". If a new integrity protection key has been received, the new key shall be used and the HFN (HFN-CS or HFN-PS depending on which integrity key is changed) shall be set to 0.

-
If IE "Integrity protection mode command" has the value "modify", the UE shall start to use integrity protection, using the integrity protection algorithm (UIA [TS 33.102]) indicated by the IE "Integrity protection algorithm" contained of the IE "Integrity protection mode info".

If the IE "Integrity protection mode info" is not present, the UE shall not change the integrity protection configuration.

10.1.29
RADIO BEARER SETUP COMPLETE

NOTE:
Functional description of this message to be included here


RLC-SAP: AM


Logical channel: DCCH


Direction: UE ( UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




Hyper Frame Number
M




10.1.41
RRC CONNECTION SETUP COMPLETE

This message confirms the establishment of the RRC Connection by the UE.


RLC-SAP: AM 


Logical channel: DCCH


Direction: UE ( UTRAN 

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O










Hyper Frame Number
M




UE radio capability
O




UE system specific capability
O

Inter-system message


10.1.45
SECURITY MODE COMPLETE


RLC-SAP: AM 


Logical channel: DCCH


Direction: UE to UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




Hyper Frame Number
O


Only present if there is no active radio bearers towards "CN domain identity" where the SECURITY MODE COMMAND was initiated or if none of these radio bearers uses ciphered connection. 

RB Information elements





Radio bearer uplink ciphering activation time info
O

Radio bearer activation time info


Multi Bound
Explanation

MaxReconRBs
For each radio bearer that is reconfigured

10.2.3.6
Hyper Frame Number

The hyper frame number (HFN) is used to initialise both the COUNT for ciphering algorithm and the COUNT-I integrity protection algorithm.

For ciphering, HFN forms the most significant bits of COUNT. When the COUNT is initialised: COUNT = HFN (the LSB part of COUNT is set to zero).
For integrity protection, the HFN forms the most significant bits of  COUNT-I. When the COUNT-I is initialised: COUNT-I = HFN (the LSB part of COUNT-I is set to zero).
Information Element/Group name
Presence
Range
IE type and reference
Semantics description

HFN
M

Integer

(0...2^20-1)
Start value for uplink and downlink COUNT and COUNT-I. For RBs using RLC transparent mode or RLC unacknowledged mode, zeros shall be added to form a HFN of 25 bits
For integrity protection function, zeros shall be added to form a HFN of 28 bits.
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