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8.1.5.4
Reception of an RRC CONNECTION RE-ESTABLISHMENT message by the UE

Upon reception of the RRC CONNECTION RE-ESTABLISHMENT message the UE shall

-
Stop timer T301

-
Re-establish the RRC connection according to the IEs included in the RRC CONNECTION RE-ESTABLISHMENT message as specified below.
-
Transmit a RRC CONNECTION RE-ESTABLISHMENT COMPLETE message on the uplink DCCH using AM RLC.

-
If the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set, the UE shall include and set the IE "Radio bearer uplink ciphering activation time info" to the value of that variable.
-
When the transmission of the RRC CONNECTION RE-ESTABLISHMENT COMPLETE message has been confirmed by RLC, the UE shall clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO and the procedure ends.
The UE shall use the contents of the RRC CONNECTION RE-ESTABLISHMENT message as specified in clause 8.5.7, unless specified otherwise in the following.
-
For each reconfigured radio bearer use the mapping option applicable for the transport channels used according to the IE "RB mapping info".

-
Configure MAC multiplexing if that is needed in order to use said transport channel(s).

-
Use MAC logical channel priority when selecting TFC in MAC.

If neither the IEs "PRACH info" nor "Uplink DPCH info" is included, the UE shall

-
Let the physical channel of type PRACH that is given in system information Block Type 6 be the default in uplink. If system information block type 6 is not present in the cell, the UE shall let the physical channel of type PRACH given in system information block type 5 be the default in uplink.

If neither the IEs "Secondary CCPCH info" nor "Downlink DPCH info" is included, the UE shall

-
Start to receive the physical channel of type Secondary CCPCH that is given in system information.

The UE shall use the transport channel(s) applicable for the physical channel types that is used. If the IE "TFS" is neither included nor previously stored in the UE for that transport channel(s), the UE shall

-
Use the TFS given in system information

If none of the TFS stored is compatible with the physical channel, the UE shall

-
Delete the stored TFS and use the TFS given in system information

If the IE "New C-RNTI" is included, the UE shall

-
Use that C-RNTI when using common transport channels of type RACH, FACH and CPCH in the current cell.

If the IE "New U-RNTI" is included, the UE shall update its identity. 

If the IEs "CN domain identity" and "NAS system information" are included, the UE shall 

-
Forward the content of the IE to the non-access stratum entity of the UE indicated by the IE "CN domain identity".

The UE shall enter a state according to 8.5.8.

8.1.12
Security mode control
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Figure 16: Security mode control procedure

8.1.12.1
General

The purpose of this procedure is to trigger the start of ciphering or to command the change of the cipher key, both for the signalling link and for any of the radio bearers.

It is also used to start integrity protection or to restart integrity protection for uplink and downlink signalling. 

8.1.12.2
Initiation

Prior to UTRAN initiates a security mode control procedure for control of ciphering and if the UE has radio bearers using RLC-AM or RLC-UM, UTRAN suspends all radio bearers belonging to the CN domain for which the security mode control procedure is initiated. Also the signalling radio bearers, except the one used for RRC messages using RLC-AM, used by the security mode procedure itself, are suspended. For each suspended radio bearer, UTRAN includes the current RLC send sequence number in the IE "Radio bearer downlink activation time info" in the IE "Ciphering mode info".

Further, if the UE has radio bearers using RLC-TM, UTRAN sets the IE "Activation time for DPCH" in the IE "Ciphering mode info" to the CFN at which the new ciphering configuration shall become active. 

To start or reconfigure ciphering and/or integrity protection, the UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC.

When the transmission of the SECURITY MODE COMMAND has been confirmed by RLC, and if the security mode control procedure is used to control ciphering, UTRAN starts to cipher the messages on the signalling radio bearer used for RRC messages using RLC-AM, with the new ciphering configuration.

8.1.12.3
Reception of SECURITY MODE COMMAND message by the UE

Upon reception of the SECURITY MODE COMMAND message, the UE shall perform the actions for the received information elements according to 8.5.7.

If the IE "ciphering capabilities" is the same as indicated by variable UE_CAPABILITY_TRANSFERRED, the UE shall send a SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC, using any new cipher and/or integrity protection configuration. 

If the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set, the UE shall include and set the IE "Radio bearer uplink ciphering activation time info" to the value of that variable.
If a new ciphering key is available, the new ciphering key shall be used and the uplink and downlink ciphering hyperframe number shall be set to zero for the signalling radio bearers and the radio bearers used by the CN indicated in the IE “ CN domain identity”.

When the transmission of the SECURITY MODE COMPLETE message has been confirmed by RLC, the UE shall resume data transmission on any suspended radio bearers mapped on RLC-UM or RLC-AM, clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO and the procedure ends.

8.1.12.4
Cipher activation time too short

If the time specified by the IE "Activation time for DPCH" or the IE "Radio bearer downlink ciphering activation time info" contained in the IE "Ciphering mode info" has elapsed, the UE shall switch immediately to the new cipher configuration.

8.1.12.5
Unsuccessful verification of IE 'UE ciphering capabilities'

If the received IE 'UE ciphering capabilities' is not the same as indicated by variable UE_CAPABILITY_TRANSFERRED, the UE shall release all its radio resources, enter idle mode and the procedure ends on the UE side. Actions the UE shall perform when entering idle mode are given in subclause 8.5.2.

8.1.12.6
Reception of SECURITY MODE COMPLETE message by the UTRAN

UTRAN should apply integrity protection on the received SECURITY MODE COMPLETE message and all subsequent messages. When UTRAN has received a SECURITY MODE COMPLETE message and the integrity protection has successfully been applied, the procedure ends.

8.2.1.3
Reception of a RADIO BEARER SETUP message by the UE

Upon reception of a RADIO BEARER SETUP message the UE shall perform actions as specified below and transmit a RADIO BEARER SETUP COMPLETE message on the uplink DCCH using AM RLC. 
If the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set, the UE shall include and set the IE "Radio bearer uplink ciphering activation time info" to the value of that variable.

When the transmission of the RADIO BEARER SETUP COMPLETE message has been confirmed by RLC the UE shall resume data transmission on RB 2 and upwards if RLC-AM or RLC-UM is used on those radio bearers, the UE shall clear the variable ORDERED_CONFIG, clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO and the procedure ends.

The UE shall store the received physical channel configuration and the activation time in the variable ORDERED_CONFIG.

The UE shall act upon all received information elements as specified in 8.5.7, unless specified otherwise in the following.

The UE shall be able to receive an RADIO BEARER SETUP message and perform a hard handover, even if no prior UE measurements have been performed on the target cell and/or frequency
The UE shall

-
For the new radio bearer(s), use the multiplexing option applicable for the transport channels used according to the IE "RB mapping info"

-
For the new radio bearer(s), if the variable CIPHERING_STATUS is set to “Started”, initialise ciphering on those radio bearers using the current ciphering hyperframe number. 
-
For radio bearer(s) existing prior to the message, use the multiplexing option applicable for the transport channels used, according to their IE "RB mapping info" or their previously stored multiplexing options.

-
Configure MAC multiplexing if that is needed in order to use said transport channel(s).

-
Use MAC logical channel priority when selecting TFC in MAC.

-
Suspend data transmission on RB 2 and upward, if RLC-AM or RLC-UM is used on those radio bearers

If the IE "New C-RNTI" is included, the UE shall

-
Use that C-RNTI when using common transport channels of type RACH, FACH and CPCH in the current cell.

The UE should turn off the transmitter during the reconfiguration. The UE may first release the current physical channel configuration and shall then establish a new physical channel configuration according to 8.5.7 and the following. 

If neither the IE "PRACH info" nor the IE "Uplink DPCH info" is included, the UE shall

-
Let the physical channel of type PRACH that is given in system information be the default in uplink.

If neither the IE "Secondary CCPCH info" nor the IE "Downlink DPCH info" is included, the UE shall

-
Start to receive the physical channel of type Secondary CCPCH that is given in system information.

If the IE 'PDSCH code mapping' is included but the IE 'PDSCH with SHO DCH Info' is not included and if the DCH has only one link in its active set then the UE shall act upon the 'PDSCH code mapping' IE as specified in Section 8.5.7 and:

-
Infer that the PDSCH will be transmitted from the BS from which the downlink DPCH is transmitted. 

The UE shall use the transport channel(s) applicable for the physical channel types that is used. If neither the IE "TFS" is included or previously stored in the UE for that transport channel(s), the UE shall

-
Use the TFS given in system information

If none of the TFS stored is compatible with the physical channel, the UE shall

-
Delete stored TFS and use the TFS given in system information

The UE shall enter a state according to 8.5.8.

8.2.2.3
Reception of RADIO BEARER RECONFIGURATION by the UE in CELL_DCH state

Upon reception of a RADIO BEARER RECONFIGURATION message in CELL_DCH state, the UE shall perform actions specified below. 

The UE shall be able to receive an RADIO BEARER RECONFIGURATION message and perform a hard handover, even if no prior UE measurements have been performed on the target cell and/or frequency 

The UE shall store the received physical channel configuration and the activation time in the variable ORDERED_CONFIG.

The UE shall act upon all received information elements as specified in 8.5.7, unless specified otherwise in the following.
The UE shall

-
For each reconfigured radio bearer or signalling link, use the multiplexing option applicable for the transport channels used according to the IE "RB mapping info"

-
Configure MAC multiplexing if that is needed in order to use said transport channel(s).

-
Use MAC logical channel priority when selecting TFC in MAC.

-
Suspend or resume uplink transmission for each radio bearer, as indicated by the IE "RB suspend/resume" information element. 

-
Suspend data transmission on RB 2 and upward, if RLC-AM or RLC-UM is used on those radio bearers

The UE should turn off the transmitter during the reconfiguration. The UE may first release the current physical channel configuration and shall then establish a new physical channel configuration according to 8.5.7 and the following. 

If neither the IE "PRACH info" nor the IE "Uplink DPCH info" is included, the UE shall

-
Let the physical channel of type PRACH that is given in system information be the default in.

If neither the IEs "Secondary CCPCH info" nor "Downlink DPCH info" is included, the UE shall

-
Start to receive the physical channel of type Secondary CCPCH that is given in system information.

If the IE 'PDSCH code mapping' is included but the IE 'PDSCH with SHO DCH Info' is not included and if the DCH has only one link in its active set then the UE shall act upon the 'PDSCH code mapping' IE as specified in Section 8.5.7 and:

-
Infer that the PDSCH will be transmitted from the BS from which the downlink DPCH is transmitted. 

The UE shall use the transport channel(s) applicable for the physical channel types that is used. If neither the IE "TFS" is included or previously stored in the UE for that transport channel(s), the UE shall

-
Use the TFS given in system information

If none of the TFS stored is compatible with the physical channel, the UE shall

-
Delete stored TFS and use the TFS given in system information

If the IE "Primary CCPCH info" and the IE "New C-RNTI" are included, the UE shall

-
Select the cell indicated by the IE "Primary CCPCH info".

-
Use the given C-RNTI when using common transport channels of type RACH, FACH and CPCH in that given cell after having completed the transition to that cell.

The UE shall enter a state according to 8.5.8.

The UE shall transmit a RADIO BEARER RECONFIGURATION COMPLETE message on the uplink DCCH using AM RLC. 
If the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set, the UE shall include and set the IE "Radio bearer uplink ciphering activation time info" to the value of that variable.

When the transmission of the RADIO BEARER RECONFIGURATION COMPLETE message has been confirmed by RLC, the UE shall clear the variable ORDERED_CONFIG, clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO and the UE shall resume data transmission on each radio bearer fulfilling the following criteria:

-
The radio bearer identity is RB 2 and upward 

-
RLC-AM or RLC-UM is used; and 

-
The radio bearers was not indicated to be suspended by the IE "RB suspend/resume" information element in the RADIO BEARER RECONFIGURATION message.

The procedure ends. 

If the RADIO BEARER RECONFIGURATION message is used to initiate a transition from CELL_DCH to CELL_FACH state, the RADIO BEARER RECONFIGURATION COMPLETE message shall be transmitted on the RACH after the UE has completed the state transition. The UE shall clear the variable ORDERED_CONFIG and the procedure ends.

8.2.2.4
Reception of an RADIO BEARER RECONFIGURATION message by the UE in CELL_FACH state

Upon reception of a RADIO BEARER RECONFIGURATION message in CELL_FACH state, the UE shall perform actions specified below. 

The UE shall store the received physical channel configuration and the activation time in the variable ORDERED_CONFIG.

The UE shall act upon all received information elements as specified in 8.5.7, unless specified otherwise in the following.
The UE shall

-
For each reconfigured radio bearer or signalling link, use the multiplexing option applicable for the transport channels used according to the IE "RB mapping info"

-
Configure MAC multiplexing if that is needed in order to use said transport channel(s).

-
Use MAC logical channel priority when selecting TFC in MAC.

-
Suspend or resume uplink transmission for each radio bearer, as indicated by the IE "RB suspend/resume". 

If the IE "New C-RNTI" is included, the UE shall

-
Use that C-RNTI when using common transport channels of type RACH, FACH and CPCH in the current cell.

If neither the IE "PRACH info" nor the IE "Uplink DPCH info" is included, the UE shall

-
Let the physical channel of type PRACH that is given in system information be the default in uplink 

If neither the IE "Secondary CCPCH info" nor the IE "Downlink DPCH info" is included, the UE shall

If the IE 'PDSCH code mapping' is included but the IE 'PDSCH with SHO DCH Info' is not included then the UE shall act upon the 'PDSCH code mapping' IE as specified in Section 8.5.7 and:

-
Infer that the PDSCH will be transmitted from the BS from which the downlink DPCH is transmitted (there being only one link in the active set). 

-
Start to receive the physical channel of type Secondary CCPCH that is given in system information.

The UE shall use the transport channel(s) applicable for the physical channel types that is used. If neither the IE "TFS" is included or previously stored in the UE for that transport channel(s), the UE shall

-
Use the TFS given in system information

If none of the TFS stored is compatible with the physical channel, the UE shall

-
Delete stored TFS and use the TFS given in system information

The UE shall enter a state according to 8.5.8.

The UE shall transmit a RADIO BEARER RECONFIGURATION COMPLETE message on the uplink DCCH using AM RLC. 
If the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set, the UE shall include and set the IE "Radio bearer uplink ciphering activation time info" to the value of that variable.

When the transmission of the RADIO BEARER RECONFIGURATION COMPLETE message has been confirmed by RLC, the UE shall clear the variable ORDERED_CONFIG, clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO and the procedure ends. 

8.2.3.3
Reception of RADIO BEARER RELEASE by the UE

Upon reception of a RADIO BEARER RELEASE message the UE shall perform the following. 

The UE shall store the received physical channel configuration and the activation time in the variable ORDERED_CONFIG.

The UE shall act upon all received information elements as specified in 8.5.7, unless specified otherwise in the following.

The UE shall be able to receive an RADIO BEARER RELEASE message and perform a hard handover, even if no prior UE measurements have been performed on the target cell and/or frequency
The UE shall

-
For the released radio bearer(s), delete all stored multiplexing options

-
For all remaining radio bearer(s), use the multiplexing option applicable for the transport channels used according to their IE "RB mapping info" or their previously stored multiplexing options.

-
Configure MAC multiplexing if that is needed in order to use said transport channel(s).

-
Use MAC logical channel priority when selecting TFC in MAC.

-
Suspend data transmission on RB 2 and upward, if RLC-AM or RLC-UM is used on those radio bearers

If the IE "New C-RNTI" is included, the UE shall

-
Use that C-RNTI when using common transport channels of type RACH, FACH and CPCH in the current cell.

The UE should turn off the transmitter during the reconfiguration. The UE may first release the current physical channel configuration and shall then establish a new physical channel configuration according to 8.5.7 and the following. 

If neither the IE "PRACH info" nor the IE "Uplink DPCH info" is included, the UE shall

-
Let the physical channel of type PRACH that is given in system information be the default in uplink.

If neither the IE "Secondary CCPCH info" nor the IE "Downlink DPCH info" is included, the UE shall

-
Start to receive the physical channel of type Secondary CCPCH that is given in system information.

If the IE 'PDSCH code mapping' is included but the IE 'PDSCH with SHO DCH Info' is not included and if the DCH has only one link in its active set then the UE shall act upon the 'PDSCH code mapping' IE as specified in Section 8.5.7 and:

-
Infer that the PDSCH will be transmitted from the BS from which the downlink DPCH is transmitted. 

The UE shall use the transport channel(s) applicable for the physical channel types that is used. If neither the IE "TFS" is included or previously stored in the UE for that transport channel(s), the UE shall

-
Use the TFS given in system information

If none of the TFS stored is compatible with the physical channel, the UE shall

-
Delete stored TFS and use the TFS given in system information

-
If the RADIO BEARER RELEASE message is used to initiate a state transition to the CELL_FACH state and if an IE primary CCPCH info and C-RNTI to a given cell is included, the UE shall elect the cell indicated by the PCCPCH info IE.

-
Use the C-RNTI when using common transport channels of type RACH, FACH and CPCH in that given cell after having completed the transition to that cell.

The UE shall enter a state according to 8.5.8.

The UE shall transmit a RADIO BEARER RELEASE COMPLETE message on the uplink DCCH using AM RLC. If the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set, the UE shall include and set the IE "Radio bearer uplink ciphering activation time info" to the value of that variable.

When the transmission of the RADIO BEARER RELEASE COMPLETE message has been confirmed by RLC the UE shall clear the variable ORDERED_CONFIG, clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO, the UE shall resume data transmission on RB 2 and upwards if RLC-AM or RLC-UM is used on those radio bearers and the procedure ends.

If the RADIO BEARER RELEASE message is used to initiate a transition from CELL_DCH to CELL_FACH state, the RADIO BEARER RELEASE COMPLETE message shall be transmitted on the RACH after the UE has completed the state transition.

8.2.4.3
Reception of an TRANSPORT CHANNEL RECONFIGURATION message by the UE in CELL_DCH state

Upon reception of a TRANSPORT CHANNEL RECONFIGURATION message in CELL_DCH state, the UE shall perform the following actions. 

The UE shall store the received physical channel configuration and the activation time in the variable ORDERED_CONFIG.

The UE shall act upon all received information elements as specified in 8.5.7, unless specified otherwise in the following.

The UE shall be able to receive an TRANSPORT CHANNEL RECONFIGURATION message and perform a hard handover, even if no prior UE measurements have been performed on the target cell and/or frequency
The UE should turn off the transmitter during the reconfiguration. The UE may first release the current physical channel configuration and shall then establish a new physical channel configuration according to 8.5.7 and the following. 

The UE shall suspend data transmission on RB 2 and upward, if RLC-AM or RLC-UM is used on those radio bearers.

If neither the IE "PRACH info" nor the IE "Uplink DPCH info" is included, the UE shall

-
Let the physical channel of type PRACH that is given in system information be the default in uplink.

If neither the IE "Secondary CCPCH info" nor the IE "Downlink DPCH info" is included, the UE shall

-
Start to receive the physical channel of type Secondary CCPCH that is given in system information.

If the IE 'PDSCH code mapping' is included but the IE 'PDSCH with SHO DCH Info' is not included and if the DCH has only one link in its active set then the UE shall act upon the 'PDSCH code mapping' IE as specified in Section 8.5.7 and:

-
Infer that the PDSCH will be transmitted from the BS from which the downlink DPCH is transmitted. 

The UE shall use the transport channel(s) applicable for the physical channel types that is used. If the IE "TFS" is neither included nor previously stored in the UE for that transport channel(s), the UE shall

-
Use the TFS given in system information

If none of the TFS stored is compatible with the physical channel, the UE shall

-
Delete stored TFS and use the TFS given in system information

If the TRANSPORT CHANNEL RECONFIGURATION message is used to initiate a state transition to the CELL_FACH state and if the IE "Primary CCPCH info" and IE "New C-RNTI" to a given cell is included, the UE shall

-
Select the cell indicated by the IE "Primary CCPCH info".

-
Use the C-RNTI when using common transport channels of type RACH, FACH and CPCH in that given cell after having completed the transition to that cell.

The UE shall enter a state according to 8.5.8.

The UE shall transmit a TRANSPORT CHANNEL RECONFIGURATION COMPLETE message on the uplink DCCH using AM RLC. 
If the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set, the UE shall include and set the IE "Radio bearer uplink ciphering activation time info" to the value of that variable.

If the TRANSPORT CHANNEL RECONFIGURATION message is used to initiate a transition from CELL_DCH to CELL_FACH state, the TRANSPORT CHANNEL RECONFIGURATION COMPLETE message shall be transmitted on the RACH after the UE has completed the state transition. When the transmission of the TRANSPORT CHANNEL RECONFIGURATION COMPLETE message has been confirmed by RLC, the UE shall clear the variable ORDERED_CONFIG, the UE shall resume data transmission on RB 2 and upwards if RLC-AM or RLC-UM is used on those radio bearers and the procedure ends. 

8.2.4.4
Reception of an TRANSPORT CHANNEL RECONFIGURATION message by the UE in CELL_FACH state

Upon reception of a TRANSPORT CHANNEL RECONFIGURATION message in CELL_FACH state, the UE shall perform the following 

The UE shall store the received physical channel configuration and the activation time in the variable ORDERED_CONFIG.

The UE shall act upon all received information elements as specified in 8.5.7, unless specified otherwise in the following.
If the IE "New C-RNTI" is included, the UE shall

-
Use that C-RNTI when using common transport channels of type RACH, FACH and CPCH in the current cell.

If neither the IE "PRACH info" nor IE "Uplink DPCH info" is included, the UE shall

-
Let the physical channel of type PRACH that is given in system information be the default in uplink 

If neither the IE "Secondary CCPCH info" nor IE "Downlink DPCH info" is included, the UE shall

-
Start to receive the physical channel of type Secondary CCPCH that is given in system information.

If the IE 'PDSCH code mapping' is included but the IE 'PDSCH with SHO DCH Info' is not included then the UE shall act upon the 'PDSCH code mapping' IE as specified in Section 8.5.7 and:

-
Infer that the PDSCH will be transmitted from the BS from which the downlink DPCH is transmitted (there being only one link in the active set). 

The UE shall use the transport channel(s) applicable for the physical channel types that is used. If the IE "TFS" is neither included nor previously stored in the UE for that transport channel(s), the UE shall

-
Use the TFS given in system information

If none of the TFS stored is compatible with the physical channel, the UE shall

-
Delete stored TFS and use the TFS given in system information

The UE shall enter a state according to 8.5.8.

The UE shall transmit a TRANSPORT CHANNEL RECONFIGURATION COMPLETE message on the uplink DCCH using AM RLC. 
If the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set, the UE shall include and set the IE "Radio bearer uplink ciphering activation time info" to the value of that variable.

When the transmission of the TRANSPORT CHANNEL RECONFIGURATION COMPLETE message has been confirmed by RLC, the UE shall clear the variable ORDERED_CONFIG, clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO and the procedure ends. 

8.2.6.3
Reception of a PHYSICAL CHANNEL RECONFIGURATION message by the UE in CELL_DCH state

Upon reception of a PHYSICAL CHANNEL RECONFIGURATION message, the UE shall perform the following actions. 

The UE shall store the received physical channel configuration and the activation time in the variable ORDERED_CONFIG.

The UE shall act upon all received information elements as specified in 8.5.7, unless specified otherwise in the following.
The UE shall be able to receive an PHYSICAL CHANNEL RECONFIGURATION message and perform a hard handover, even if no prior UE measurements have been performed on the target cell and/or frequency
The UE shall suspend data transmission on RB 2 and upward, if RLC-AM or RLC-UM is used on those radio bearers.

If the IE "New C-RNTI" is included, the UE shall

-
Use that C-RNTI when using common physical channels of type RACH, FACH and CPCH in the current cell.

The UE should turn off the transmitter during the reconfiguration. The UE may first release the current physical channel configuration and shall then establish a new physical channel configuration according to 8.5.7 and the following. 

If neither the IE "PRACH info" nor IE "Uplink DPCH info" is included, the UE shall

-
Let the physical channel of type PRACH that is given in system information be the default in uplink.

If neither the IE "Secondary CCPCH info" nor IE "Downlink DPCH info" is included, the UE shall

-
Start to receive the physical channel of type Secondary CCPCH that is given in system information.

If the IE 'PDSCH code mapping' is included but the IE 'PDSCH with SHO DCH Info' is not included and if the DCH has only one link in its active set then the UE shall act upon the 'PDSCH code mapping' IE as specified in Section 8.5.7 and:

-
Infer that the PDSCH will be transmitted from the BS from which the downlink DPCH is transmitted. 

The UE shall use the physical channel(s) applicable for the physical channel types that is used. If IE "TFS" is neither included nor previously stored in the UE for that physical channel(s), the UE shall

-
Use the TFS given in system information

If none of the TFS stored is compatible with the physical channel, the UE shall

-
Delete stored TFS and use the TFS given in system information

If the PHYSICAL CHANNEL RECONFIGURATION message is used to initiate a state transition to the CELL_FACH state and if an IE "Primary CCPCH info" and IE "New C-RNTI" to a given cell is included, the UE shall

-
Select the cell indicated by the IE "Primary CCPCH info".

-
Use the C-RNTI when using common transport channels of type RACH, FACH and CPCH in that given cell after having completed the transition to that cell.

The UE shall enter a state according to 8.5.8.

The UE shall transmit a PHYSICAL CHANNEL RECONFIGURATION COMPLETE message on the uplink DCCH using AM RLC. 
If the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set, the UE shall include and set the IE "Radio bearer uplink ciphering activation time info" to the value of that variable.

When the transmission of the PHYSICAL CHANNEL RECONFIGURATION COMPLETE message has been confirmed by RLC, the UE shall clear the variable ORDERED_CONFIG, clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO, the UE shall resume data transmission on RB 2 and upwards if RLC-AM or RLC-UM is used on those radio bearers and the procedure ends. 

If the PHYSICAL CHANNEL RECONFIGURATION message is used to initiate a transition from CELL_DCH to CELL_FACH state, the PHYSICAL CHANNEL RECONFIGURATION COMPLETE message shall be transmitted on the RACH after the UE has completed the state transition. The UE shall clear the variable ORDERED_CONFIG, clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO and the procedure ends.

8.2.6.4
Reception of PHYSICAL CHANNEL RECONFIGURATION by the UE in CELL_FACH state

The UE shall store the received physical channel configuration and the activation time in the variable ORDERED_CONFIG.

The UE shall act upon all received information elements as specified in 8.5.7, unless specified otherwise in the following.
If the IE "New C-RNTI" is included, the UE shall

-
Use that C-RNTI when using common physical channels of type RACH, FACH and CPCH in the current cell.

If neither the IE "PRACH info" nor IE "Uplink DPCH info" is included, the UE shall

-
Let the physical channel of type PRACH that is given in system information be the default in uplink.

If neither the IE "Secondary CCPCH info" nor IE "Downlink DPCH info" is included, the UE shall

-
Start to receive the physical channel of type Secondary CCPCH that is given in system information.

If the IE 'PDSCH code mapping' is included but the IE 'PDSCH with SHO DCH Info' is not included then the UE shall act upon the 'PDSCH code mapping' IE as specified in Section 8.5.7 and:

-
Infer that the PDSCH will be transmitted from the BS from which the downlink DPCH is transmitted (there being only one link in the active set). 

The UE shall use the physical channel(s) applicable for the physical channel types that is used. If neither the IE "TFS" is included or previously stored in the UE for that physical channel(s), the UE shall

-
Use the TFS given in system information

If none of the TFS stored is compatible with the physical channel, the UE shall

-
Delete stored TFS and use the TFS given in system information

The UE shall transmit a PHYSICAL CHANNEL RECONFIGURATION COMPLETE message on the uplink DCCH using AM RLC. 
If the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set, the UE shall include and set the IE "Radio bearer uplink ciphering activation time info" to the value of that variable.

When the transmission of the PHYSICAL CHANNEL RECONFIGURATION COMPLETE message has been confirmed by RLC, the UE shall enter a state according to subclause 8.5.8 applied on the PHYSICAL CHANNEL RECONFIGURATION message. If the UE ends up in the CELL_PCH or URA_PCH state, it shall delete its C-RNTI. The UE shall clear the variable ORDERED_CONFIG, clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO and the procedure ends.

8.3.4.3
Reception of an ACTIVE SET UPDATE message by the UE

-
Upon reception of an ACTIVE SET UPDATE message the UE shall s tore the received IE "Radio Link Addition Information" and the IE "Radio Link Removal Information" to the variable ORDERED_ASU.

The UE shall act upon all received information elements as specified in 8.5.7, unless specified otherwise in the following.

The UE shall

-
at first, add the RLs indicated in the IE "Radio Link Addition Information". 

-
remove the RLs indicated in the IE "Radio Link Removal Information" . If the UE active set is full or becomes full, an RL, which is indicated to remove, shall be removed before adding RL, which is indicated to add.

-
If the ACTIVE SET UPDATE message includes the IE "U-RNTI", update its identity. 

-
If the ACTIVE SET UPDATE message includes the IE "CN domain identity" and the IE "NAS system information", the UE shall forward the content of the IE to the non-access stratum entity of the UE indicated by the IE "CN domain identity".

-
If the ACTIVE SET UPDATE message includes the IE 'TFCI combining indicator' associated with a radio link to be added then the UE should configure Layer 1 to soft combine TFCI (field 2) of this new link with those links already in the TFCI (field 2) combining set.

-
transmit an ACTIVE SET UPDATE COMPLETE message on the uplink DCCH using AM RLC. 
-
If the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set, the UE shall include and set the IE "Radio bearer uplink ciphering activation time info" to the value of that variable.

-
When the transmission of the ACTIVE SET UPDATE COMPLETE message has been confirmed by RLC the contents of the variable ORDERED_ASU shall be cleared, the UE shall clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO and the procedure ends on the UE side.

8.5.7.3.4
Ciphering mode info

If the IE "Ciphering mode info" is present, the UE shall check the IE "Ciphering mode command" as part of the IE "Ciphering mode info", and perform the following:

1.
If IE "Ciphering mode command" has the value "start/restart", the UE shall

1.1
Start or restart ciphering, using the ciphering algorithm (UEA [TS 33.102]) indicated by the IE "Ciphering algorithm", if that IE is present. If the IE "Ciphering algorithm" is not present, the current algorithm shall be used. The new ciphering configuration shall be applied as specified below.
1.2 Set the variable CIPHERING_STATUS to “Started”.
2. If the IE "Ciphering mode command" has the value "stop", the UE shall

2.1 Stop ciphering. The new ciphering configuration shall be applied as specified below.
2.2 Set the variable CIPHERING_STATUS to “Not started”.

3.
The new ciphering configuration, in case of the IE "Ciphering mode command" has the value "start/restart" or “stop”, shall be applied as follows.

3.1
If the IE "Activation time for DPCH" is present in the IE "Ciphering mode info", the UE shall apply the new configuration at that time for radio bearers using RLC-TM. 

3.2
If the IE "Radio bearer downlink ciphering activation time info" is present in the IE "Ciphering mode info", the UE shall apply the following procedure for each radio bearer using RLC-AM and RLC-UM indicated by the IE "RB identity": 

3.2.1
Suspend data transmission on the radio bearer

3.24.2
Store the current RLC send state variable, VT(S), for that radio bearer in the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.
3.2.3
When the data transmission of that radio bearer is resumed, the UE shall switch to the new ciphering configuration according to the following:

3.2.3.1
Use the old ciphering configuration for the transmitted and received RLC PDUs with RLC sequence number less than the RLC sequence number indicated in the IE "Radio bearer downlink ciphering activation time info". 

3.2.3.2
Use the new ciphering configuration shall be used for the transmitted and received RLC PDUs with RLC sequence number greater than or equal to the RLC sequence number indicated in the IE "Radio bearer downlink ciphering activation time info". 

3.2.3.3
For a radio bearer using RLC-AM, when the RLC sequence number indicated in the IE "Radio bearer downlink ciphering activation time info" is not included in the RLC transmission window, the UE may release the old ciphering configuration for that radio bearer.

1.5 3.3
For the signalling radio bearer for RRC signalling using RLC-AM, the UE shall apply the new ciphering configuration directly.


If the IE "Ciphering mode info" is not present, the UE shall not change the ciphering configuration.

10.1.2
ACTIVE SET UPDATE COMPLETE (FDD only)

NOTE:
Functional description of this message to be included here


RLC-SAP: AM 


Logical channel: DCCH 


Direction: UE(UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




RB Information elements





Radio bearer uplink ciphering activation time info
O

Radio bearer activation time info


10.1.18
PHYSICAL CHANNEL RECONFIGURATION COMPLETE

This message is sent from the UE when a physical channel reconfiguration has been done.


RLC-SAP: AM 


Logical channel: DCCH


Direction: UE ( UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




RB Information elements





Radio bearer uplink ciphering activation time info
O

Radio bearer activation time info


10.1.23
RADIO BEARER RECONFIGURATION COMPLETE

This message is sent from the UE when a RB and signalling link reconfiguration has been done.


RLC-SAP: AM 


Logical channel: DCCH


Direction: UE ( UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




RB Information elements





Radio bearer uplink ciphering activation time info
O

Radio bearer activation time info


10.1.26
RADIO BEARER RELEASE COMPLETE

NOTE:
Functional description of this message to be included here


RLC-SAP: AM


Logical channel: DCCH


Direction: UE ( UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




RB Information elements





Radio bearer uplink ciphering activation time info
O

Radio bearer activation time info


10.1.29
RADIO BEARER SETUP COMPLETE

NOTE:
Functional description of this message to be included here


RLC-SAP: AM


Logical channel: DCCH


Direction: UE ( UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




RB Information elements





Radio bearer uplink ciphering activation time info
O

Radio bearer activation time info


10.1.32
RNTI REALLOCATION COMPLETE

This message is used to confirm the new RNTI information for the UE.


RLC-SAP: AM


Logical channel: DCCH 


Direction: UE(UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




RB Information elements





Radio bearer uplink ciphering activation time info
O

Radio bearer activation time info


10.1.33
RRC CONNECTION RE-ESTABLISHMENT 

NOTE:
Functional description of this message to be included here


RLC-SAP: UM 


Logical channel: CCCH, DCCH


Direction: UTRAN ( UE

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




New U-RNTI
O




New C-RNTI
O




Activation time
O




Re-establishment timer
O




Ciphering mode info
O




CN information elements





PLMN identity
O


(Note1)

CN common GSM-MAP NAS system information
O

GSM-MAP NAS system information


CN domain related information

0 to <MaxNoCNdomains>

CN related information to be provided for each CN domain

>CN domain identity
O

GSM-MAP NAS system information
(Note1)

>CN domain specific GSM-MAP NAS system info
O


(Note1)

NAS binding info
C-RBsetup




CN domain identity
C-RBsetup




RB information to setup

0 to <MaxSetupRBcount>



>RB identity
M




>CHOICE RLC info type
M


For the first release this choice has only one possible value. This choice type may be extended in future releases.

>>RLC info





>RB mapping info
M




RB information to release

0 to <MaxRetRBcount>



>RB identity 
M




RB information to reconfigure

0 to <MaxReconRBcount>



>RB identity
M




>CHOICE RLC info type
O




>>RLC info



FFS

>>Signalling radio bearer type





>RB mapping info
O




>RB suspend/resume
O


Not applicable to the signalling bearer.

Transport Channel Information Elements





TFCS
O


For uplink  TFCS

TFCS
O


For downlink TFCS

TFCS
O


For SCCPCH TFCS

CHOICE mode





>TDD





>>TFCS Identity
O


Uplink TFCS

>>TFCS Identity
O


Downlink TFCS

TFC subset
O


For TFC subset in uplink

Uplink transport channels





Deleted TrCH information

0 to <MaxDelTrCH>



>Transport channel identity
M




Added or Reconfigured TrCH
   information

0 to <MaxReconAddTrCH>



>Transport channel identity
M




>TFS
M




CHOICE mode





>FDD





>>CPCH set ID
O




>>DRAC information
C DRAC
1 to <MaxReconAddTrCH>



>>>Dynamic Control





>>>Transmission time validity





>>>Time duration before retry





>>>Silent period duration 
      before release





Downlink transport channels





Transport channel identity

0 to <MaxDelTrCH>



>Transport channel identity
M




Reconfigured TrCH
   information

0 to <MaxReconAddTrCH>



>>Transport channel identity
M




>>TFS
M




PhyCH information elements





Frequency info
O




Uplink radio resources





Maximum allowed UL TX power
O




Uplink DPCH power control info
O




CHOICE channel
    requirement
O




>Uplink DPCH info





>PRACH info (for RACH)





Downlink radio resources





Downlink DPCH power control info
O




Downlink information per radio link

0 to <Max Rlcount>

Send downlink information for each radio link to be set-up

>CHOICE mode





>>FDD





>>>TPC combination index
C-ifDPCH




>>>Primary CPICH info





>>TDD





>>>Primary CCPCH info
O




>Downlink DPCH info
O




>Secondary CCPCH info
O




CHOICE mode





>FDD





>>SSDT indicator
O




>>CPCH SET info
O


UL/DL radio resource for CPCH control (Note3)

>>Default DPCH Offset Value
O




>>Downlink DPCH compressed mode info
O




>TDD





>>Uplink Timing Advance
O




>>PUSCH power control info
O




NOTE 1:
Necessity of PLMN is FFS and for CN domain identity and NAS system information, the confirmation in SA WG2 is needed.
NOTE 3:
How to map UL and DL radio resource in the message is FFS.
Condition
Explanation

DRAC
These information elements are only sent for transport channels which use the DRAC procedure

RBsetup
This information element is only sent when RB information to setup exists

IfDPCH
This IE is only sent if IE "Downlink DPCH info" is present

CHOICE channel requirement
Condition under which the given channel requirement is chosen

Uplink DPCH info


PRACH info (for RACH)


CHOICE RLC info type
Condition under which the given RLC info type is chosen

RLC info
Allowed when the value of IE "RB identity" is between 0 and 31, inclusive

Signalling radio bearer type


Multi Bound
Explanation

MaxNoCN domains
Maximum number of CN domains



MaxSetupRBcount
Maximum number of RBs to be setup

MaxRelRBcount
Maximum number of RBs to be released

MaxReconRBcount
Maximum number of RBs to be reconfigured

MaxDelTrCHcount
Maximum number of Transport CHannels to be removed 

MaxReconAddTrCH
Maximum number of transport channels to add and reconfigure

MaxRLcount
Maximum number of radio links

10.1.34
RRC CONNECTION RE-ESTABLISHMENT COMPLETE

NOTE:
Functional description of this message to be included here


RLC-SAP: AM 


Logical channel: DCCH


Direction: UE ( UTRAN 

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




RB Information elements





Radio bearer uplink ciphering activation time info
O

Radio bearer activation time info


10.1.50
TRANSPORT CHANNEL RECONFIGURATION COMPLETE

This message is sent from the UE when a transport channel reconfiguration has been done.


RLC-SAP: AM 


Logical channel: DCCH


Direction: UE ( UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




RB Information elements





Radio bearer uplink ciphering activation time info
O

Radio bearer activation time info


NOTE: 
The usage of this message for indicating the cell the UE will select in the DCH->RACH/FACH case, is FFS.
10.2.3.7
Ciphering mode info

This information element contains the ciphering specific security mode control information.

Information Element/Group name
Presence
Range
IE type and reference
Semantics description

Ciphering mode command
M

Enumerated (start/restart, stop)


Ciphering algorithm 
C-notStop 

UEA [TS 33.102]


Ciphering activation time information 
M




>Activation time for DPCH
O

Activation time
Used for radio bearers mapped on RLC-TM

>Radio bearer downlink ciphering activation time info
O

Radio bearer activation time info
Used for radio bearers mapped on RLC-AM or RLC-UM
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