
3GPP TSG RAN WG2 #11
Document
R2-000379

Torino, Italy, Feb 28 – Mar 03, 2000

e.g. for 3GPP use the format  TP-99xxx 

or for SMG, use the format  P-99-xxx







CHANGE REQUEST
Please see embedded help file at the bottom of this
page for instructions on how to fill in this form correctly.




25.331
CR
137r1
Current Version:
3.1.0








GSM (AA.BB) or 3G (AA.BBB) specification number (

( CR number as allocated by MCC support team



For submission to: 
RAN #7
for approval
X

strategic

(for SMG

list expected approval meeting # here (
for information


non-strategic

use only)





Form: CR cover sheet, version 2 for 3GPP and SMG        The latest version of this form is available from: ftp://ftp.3gpp.org/Information/CR-Form-v2.doc



Proposed change affects:
(U)SIM

ME
x
UTRAN / Radio
x
Core Network


(at least one should be marked with an X)



Source:
Ericsson
Date: 
2000-02-25



Subject:
Proposed CR 137r1 to 25.331 on general error handling procedures



Work item:




Category: 
F
Correction

Release: 
Phase 2



A
Corresponds to a correction in an earlier release


Release 96


(only one category 
B
Addition of feature


Release 97


shall be marked
C
Functional modification of feature
x

Release 98


with an X)
D
Editorial modification


Release 99
x





Release 00




Reason for 
change:

The specification of the general and procedure specific procedures for handling of protocol errors like unkown message type or information element is missing. Those procedures are defined in order to handle extensions in further revisions of the protocol. This CR proposes changes in the RRC specification for the introduction of such procedures.

1. The procedures are applied only for the messages received by the UE. That is, which features that are used in a UE initiated procedure shall be controlled by the UTRAN, before a message is sent (E.g. MEASUREMENT REPORT). Also, how UTRAN behaves when receiving any non-comprehended information should be implementation dependent.

2. General text for the specification of error handling procedures is proposed for chapter 16. Any procedure specific error handling is put under each RRC procedure. Also, the error handling procedures for UE dedicated procedures using CCCH and DCCH and messages sent on BCCH and PCCH are different.
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6. When a known message belonging to a procedure initiated by the network was not comprehended by the UE, the FAILURE message belonging to the procedure is used to transmit the error diagnostics. The status of the procedure then becomes failed. Two new failure messages are added for this purpose: SECURITY MODE FAILURE and RNTI REALLOCATION FAILURE.

7. For UE initiated procedures (e.g. cell update) when the response message from the network (e.g. CELL UPDATE CONFIRM) was not comprehended by the UE, the UE re-initiates the procedure and includes the error diagnostic into the message re-issued by the UE (e.g. CELL UPDATE). This is in line with other error handling for the UE initiated procedures.

8. For network intiiated procedures which do not have any response message from the UE, and the message from the network (e.g. DOWNLINK OUTER LOOP CONTROL) was not compehended by the UE, the UE discards the message and sends an RRC STATUS message with the error diagnostics.
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8.1.3.2
Initiation

The non-access stratum in the UE may request the establishment of at most one RRC connection per UE.

Upon initiation of the procedure, the UE shall set the variable PROTOCOL_ERROR_INDICATOR to FALSE.
The UE shall transmit an RRC CONNECTION REQUEST message on the uplink CCCH, reset counter V300, and start timer T300. 

The UE shall set the IE "Establishment cause" according to indications from the non-access stratum or according to the paging cause received from the PAGING TYPE 1 message.

The UE shall set the IE "Initial UE identity" according to subclause 8.5.1 

The UE shall indicate its capability in the IE "Initial UE capability". 

The UE shall set the IE “Protocol error indicator” to the value of the variable PROTOCOL_ERROR_INDICATOR.
The UE shall include a measurement report, as specified in the IE "Intra-frequency reporting quantity for RACH reporting" and the IE "Maximum number of reported cells on RACH" in system information block type 11.

8.1.3.3
Reception of an RRC CONNECTION REQUEST message by the UTRAN

UTRAN should either

-
transmit an RRC CONNECTION SETUP message on the downlink CCCH or 

-
transmit an RRC CONNECTION REJECT message on the downlink CCCH. On the UTRAN side, the procedure ends and all context information for this UE may be deleted in UTRAN.

8.1.3.4
Reception of a RRC CONNECTION SETUP message by the UE

The UE shall compare the value of the IE "Initial UE identity" in the received RRC CONNECTION SETUP message with the value of the IE "Initial UE identity" in the most recent RRC CONNECTION REQUEST message sent by the UE. 

-
If the values are identical, the UE shall stop timer T300, and perform the following actions. 

-
If the values are different, the UE shall ignore the rest of the message

The UE shall act upon all received information elements as specified in 8.5.7, unless specified otherwise in the following.
The UE shall

-
store the value of the IE "U-RNTI" and

-
initiate the signalling link parameters according to the IE "RB mapping info".

If the IE "C-RNTI" is included, the UE shall 

-
use that C-RNTI on common transport channels in the current cell.

If neither the IE "PRACH info (for RACH)",nor the IE "Uplink DPCH info" is included, the UE shall 

-
let the physical channel of type PRACH that is given in system information to be the default in uplink for RACH 

If neither the IE "Secondary CCPCH info", nor the IE "Downlink DPCH info" is included, the UE shall 

-
start to receive the physical channel of type Secondary CCPCH that is given in system information to be used as default by FACH.

The UE shall enter a state according to 8.5.8.

The UE shall transmit an RRC CONNECTION SETUP COMPLETE message on the uplink DCCH, with contents as specified below. 

If requested in the IE "Capability update requirement" sent in the RRC CONNECTION SETUP message, the UE shall include its UTRAN-specific capabilities in the IE "UE radio capability".

If requested in the IE "Capability update requirement" sent in the RRC CONNECTION SETUP message, the UE shall include its inter-system capabilities in the IE "UE system specific capability".

When the transmission of the RRC CONNECTION SETUP COMPLETE message has been confirmed by RLC the UE shall update its variable UE_CAPABILITY_TRANSFERRED which UE capabilities it has transmitted to the UTRAN and the procedure ends.

8.1.3.5
Physical channel failure or T300 timeout

-
Upon expiry of timer T300, or

-
if the UE failed to establish the physical channel(s) indicated in the RRC CONNECTION SETUP message

the UE shall check the value of V300, and

-
if V300 is equal to or smaller than N300, the UE shall transmit a new RRC CONNECTION REQUEST message on the uplink CCCH, restart timer T300 and increase counter V300. The UE shall set the IEs in the RRC CONNECTION REQUEST message according to subclause 8.1.3.2.

-
If V300 is greater than N300, the UE shall enter idle mode. The procedure ends and a connection failure may be indicated to the non-access stratum. Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2

8.1.3.5a
Invalid RRC CONNECTION SETUP message

If the UE receives an RRC CONNECTION SETUP message 
-
which contains an IE "Initial UE identity" with a value which is identical to the value of the IE "Initial UE identity" in the most recent RRC CONNECTION REQUEST message sent by the UE, 
-
but the RRC CONNECTION SETUP message contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:
The UE shall check the value of V300, and

-
if V300 is equal to or smaller than N300, the UE shall transmit a new RRC CONNECTION REQUEST message on the uplink CCCH, set the variable PROTOCOL_ERROR_INDICATOR to TRUE, restart timer T300 and increase counter V300. The UE shall set the IEs in the RRC CONNECTION REQUEST message according to subclause 8.1.3.2.

-
If V300 is greater than N300, the UE shall enter idle mode. The procedure ends and a connection failure may be indicated to the non-access stratum. Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2.
8.1.3.6
Reception of an RRC CONNECTION REJECT message by the UE

When the UE receives an RRC CONNECTION REJECT message on the downlink CCCH, it shall compare the value of the IE "Initial UE identity" in the received RRC CONNECTION REJECT message with the value of the IE "Initial UE identity" in the last RRC CONNECTION REQUEST message sent by the UE. 

-
If the values are identical, the UE shall stop timer T300 and perform the actions below

-
If the values are different, the UE shall ignore the rest of the message

If the IE "wait time" is present, and 

-
if V300 is equal to or smaller than N300, the UE shall wait at least the time stated in the IE "wait time", transmit a new RRC CONNECTION REQUEST message on the uplink CCCH, restart timer T300 and increase counter V300. UE shall set the IEs in the RRC CONNECTION REQUEST message according to subclause 8.1.3.2.

-
If V300 is greater than N300 the UE shall enter idle mode. The procedure ends and a connection failure may be indicated to the non-access stratum. Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2

If the IE "wait time" is not present the UE shall 

-
enter idle mode. The procedure ends and a connection failure may be indicated to the non-access stratum. Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2

8.1.3.6a
Invalid RRC CONNECTION REJECT message

If the UE receives an RRC CONNECTION REJECT message 

-
which contains an IE "Initial UE identity" with a value which is identical to the value of the IE "Initial UE identity" in the most recent RRC CONNECTION REQUEST message sent by the UE, 

-
but the RRC CONNECTION REJECT message contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

If the IE "wait time" is <> 0, and 

-
if V300 is equal to or smaller than N300, the UE shall wait at least the time stated in the IE "wait time", transmit a new RRC CONNECTION REQUEST message on the uplink CCCH, restart timer T300 and increase counter V300. UE shall set the IEs in the RRC CONNECTION REQUEST message according to subclause 8.1.3.2, except for the IE “Protocol error indicator” which shall be set to TRUE.

-
If V300 is greater than N300 the UE shall enter idle mode. The procedure ends and a connection failure may be indicated to the non-access stratum. Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2

If the IE "wait time" is = 0 the UE shall 

-
enter idle mode. The procedure ends and a connection failure may be indicated to the non-access stratum. Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2
8.1.4.3
Reception of an RRC CONNECTION RELEASE message by the UE

The UE shall receive and act on an RRC CONNECTION RELEASE message in states CELL_DCH and CELL_FACH. Furthermore this procedure can interrupt any ongoing procedures with the UE in the above listed states.

When the UE receives the first RRC CONNECTION RELEASE message, it shall 

-
When in state CELL_DCH, transmit an RRC CONNECTION RELEASE COMPLETE message using unacknowledged mode to the UTRAN and start timer T308. 

-
When in state CELL_FACH, transmit an RRC CONNECTION RELEASE COMPLETE message using acknowledged mode to the UTRAN

Any succeeding RRC CONNECTION RELEASE messages that are received by the UE shall be ignored.

A release indication should be given to the non-access stratum.

When in CELL_DCH state, UE shall initialise the counter V308 with the value of the IE "Number of RRC Message Transmissions" , which indicates the number of times to send the RRC CONNECTION RELEASE COMPLETE message. 

8.1.4.3a
Invalid RRC CONNECTION RELEASE message

If the RRC CONNECTION RELEASE message contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

· Ignore the invalid RRC CONNECTION RELEASE message
· Transmit an RRC STATUS message on the uplink DCCH using AM RLC.

· Include the IE “Protocol error information” with contents according to clause 16.

· When the transmission of the RRC STATUS message has been confirmed by RLC, the UE shall resume normal operation as if the invalid RRC CONNECTION RELEASE message has not been received.
8.1.4.4
Expiry of timer T308 in CELL_DCH state

When in state CELL_DCH and the timer T308 expires, the UE shall decrease V308 by one. If V308 is greater than zero, the UE shall retransmit the RRC CONNECTION RELEASE COMPLETE message. If V308 is equal to zero, the UE shall release all its radio resources, enter idle mode and the procedure ends on the UE side. Actions the UE shall perform when entering idle mode are given in subclause 8.5.2

8.1.5.2
Initiation

When a UE loses the radio connection due to e.g. radio link failure (see 8.5.6) in CELL_DCH state, the UE may initiate a new cell selection by transiting to CELL_FACH state and request re-establishment of an RRC connection.

The UE shall start timer T314.
Upon initiation of the procedure, the UE shall set the variable PROTOCOL_ERROR_INDICATOR to FALSE.
If the UE detects "in service area"(see 8.5.10), the UE shall stop timer T314 and transmit an RRC CONNECTION RE-ESTABLISHMENT REQUEST message on the uplink CCCH, reset counter V301, and start timer T301. 

The UE shall

-
Set the IE "U-RNTI" to the value stored in the UE.

-
If the value of the variable PROTOCOL_ERROR_INDICATOR is TRUE, set the IE “Protocol error indicator” to TRUE and include the IE “Protocol error information” set to the value of the variable PROTOCOL_ERROR_INFORMATION.
-
If the value of the variable PROTOCOL_ERROR_INDICATOR is FALSE, set the IE “Protocol error indicator” to FALSE.
-
Include an IE "Measured Results", as specified in the IE "Intra-frequency reporting quantity for RACH reporting" and the IE "Maximum number of reported cells on RACH" in system information block type 12.

8.1.5.3
Reception of an RRC CONNECTION RE-ESTABLISHMENT REQUEST message by the UTRAN

UTRAN may either

-
Initiate the RRC connection re-establishment procedure and transmit an RRC CONNECTION RE-ESTABLISHMENT message on the downlink DCCH on FACH or 

-
Initiate the RRC connection release procedure in CELL_FACH state. 

8.1.5.4
Reception of an RRC CONNECTION RE-ESTABLISHMENT message by the UE

Upon reception of the RRC CONNECTION RE-ESTABLISHMENT message the UE shall

-
Stop timer T301

-
Re-establish the RRC connection according to the IEs included in the RRC CONNECTION RE-ESTABLISHMENT message 

-
Transmit a RRC CONNECTION RE-ESTABLISHMENT COMPLETE message on the uplink DCCH using AM RLC.

The UE shall use the contents of the RRC CONNECTION RE-ESTABLISHMENT message as specified in clause 8.5.7, unless specified otherwise in the following.
-
For each reconfigured radio bearer use the mapping option applicable for the transport channels used according to the IE "RB mapping info".

-
Configure MAC multiplexing if that is needed in order to use said transport channel(s).

-
Use MAC logical channel priority when selecting TFC in MAC.

If neither the IEs "PRACH info" nor "Uplink DPCH info" is included, the UE shall

-
Let the physical channel of type PRACH that is given in system information Block Type 6 be the default in uplink. If system information block type 6 is not present in the cell, the UE shall let the physical channel of type PRACH given in system information block type 5 be the default in uplink.

If neither the IEs "Secondary CCPCH info" nor "Downlink DPCH info" is included, the UE shall

-
Start to receive the physical channel of type Secondary CCPCH that is given in system information.

The UE shall use the transport channel(s) applicable for the physical channel types that is used. If the IE "TFS" is neither included nor previously stored in the UE for that transport channel(s), the UE shall

-
Use the TFS given in system information

If none of the TFS stored is compatible with the physical channel, the UE shall

-
Delete the stored TFS and use the TFS given in system information

If the IE "New C-RNTI" is included, the UE shall

-
Use that C-RNTI when using common transport channels of type RACH, FACH and CPCH in the current cell.

If the IE "New U-RNTI" is included, the UE shall update its identity. 

If the IEs "CN domain identity" and "NAS system information" are included, the UE shall 

-
Forward the content of the IE to the non-access stratum entity of the UE indicated by the IE "CN domain identity".

The UE shall enter a state according to 8.5.8.

8.1.5.5
T314 timeout

-
Upon expiry of timer T314 

the UE shall enter idle mode. The procedure ends and a connection failure may be indicated to the non-access stratum. Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2

8.1.5.5a
Invalid RRC CONNECTION RE-ESTABLISHMENT message

If the UE receives an RRC CONNECTION RE-ESTABLISHMENT message, which contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

the UE shall check the value of V301, and

-
if V301 is equal to or smaller than N301, the UE shall set the variable PROTOCOL_ERROR_INDICATOR to TRUE, transmit a new RRC CONNECTION RE-ESTABLISHMENT REQUEST message on the uplink CCCH, restart timer T301 and increase counter V301. The UE shall set the IEs in the RRC CONNECTION RE-ESTABLISHMENT REQUEST message according to subclause 8.1.5.2.

-
If V301 is greater than N301, the UE shall enter idle mode. The procedure ends and a connection failure may be indicated to the non-access stratum. Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2
8.1.6.4
Reception of the UE CAPABILITY INFORMATION CONFIRM message by the UE

Upon reception of a UE CAPABILITY INFORMATION CONFIRM message, the UE shall stop timer T304. It shall then update its variable UE_CAPABILITY TRANSFERRED which UE capabilities it has transmitted to the UTRAN during the current RRC connection. 

8.1.6.4a
Invalid UE CAPABILITY INFORMATION CONFIRM message
If the UE receives a UE CAPABILITY INFORMATION CONFIRM message, which contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

· Stop timer T304

· Transmit an RRC STATUS message on the uplink DCCH using AM RLC and include the IE “Protocol error information” with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION.

· When the transmission of the RRC STATUS message has been confirmed by RLC, the UE shall restart timer T304 and resume normal operation as if the invalid UE CAPABILITY INFORMATION CONFIRM message has not been received.
8.1.6.5
T304 timeout

Upon expiry of timer T304, the UE the UE shall check the value of V304 and

-
If V304 is smaller or equal than N304, the UE shall retransmit a UE CAPABILITY INFORMATION message, restart timer T304 and increase counter V304. 

-
If V304 is greater than N304, the UE shall assume that radio link failure has occurred and initiate the RRC connection re-establishment procedure 

8.1.7.3
Reception of an UE CAPABILITY ENQUIRY message by the UE

Upon reception of an UE CAPABILITY ENQUIRY message, the UE shall initiate the transmission of UE capability information procedure, which is specified in clause 8.1.6

8.1.7.4
Invalid UE CAPABILITY ENQUIRY message

If the UE receives a UE CAPABILITY ENQUIRY message, which contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

· Transmit an RRC STATUS message on the uplink DCCH using AM RLC and include the IE “Protocol error information” with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION.

· When the transmission of the RRC STATUS message has been confirmed by RLC, the UE shall resume normal operation as if the invalid UE CAPABILITY ENQUIRY message has not been received.

8.1.9.3
Reception of a DOWNLINK DIRECT TRANSFER message by the UE 
Upon reception of the DOWNLINK DIRECT TRANSFER message, the UE RRC shall, using the IE "CN Domain Identity", route the contents of the higher layer PDU, if any, to the correct higher layer entity.

When the UE receives a DOWNLINK DIRECT TRANSFER message, it shall not affect the state of any other ongoing RRC procedures when not stated otherwise elsewhere.

8.1.9.4
Invalid DOWNLINK DIRECT TRANSFER message

If the UE receives a DOWNLINK DIRECT TRANSFER message, which contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

· Transmit an RRC STATUS message on the uplink DCCH using AM RLC and include the IE “Protocol error information” with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION.

When the transmission of the RRC STATUS message has been confirmed by RLC, the UE shall resume normal operation as if the invalid DOWNLINK DIRECT TRANSFER message has not been received.

8.1.11.3
Reception of an PAGING TYPE 2 message by the UE

When the UE receives a PAGING TYPE 2 message, it shall not affect the state of any other ongoing RRC procedures, when not stated otherwise elsewhere.

The UE shall indicate paging and forward the paging cause and the paging record type identifier to the upper layer entity indicated by the CN domain identity.

8.1.11.4
Invalid PAGING TYPE 2 message

If the UE receives a PAGING TYPE 2 message, which contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:
-
Transmit an RRC STATUS message on the uplink DCCH using AM RLC and include the IE “Protocol error information” with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION.

-
When the transmission of the RRC STATUS message has been confirmed by RLC, the UE shall resume normal operation as if the invalid PAGING TYPE 2 message has not been received.

8.1.12.6
Reception of SECURITY MODE COMPLETE message by the UTRAN

UTRAN should apply integrity protection on the received SECURITY MODE COMPLETE message and all subsequent messages. When UTRAN has received a SECURITY MODE COMPLETE message and the integrity protection has successfully been applied, the procedure ends.
8.1.12.7 Invalid SECURITY MODE COMMAND message

If the SECURITY MODE COMMAND message contains a protocol error  causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

· Transmit a SECURITY MODE FAILURE message on the uplink DCCH using AM RLCand set the IE "failure cause" the cause value "protocol error".

· Include the IE “Protocol error information” with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION.

· When the transmission of the SECURITY MODE FAILURE message has been confirmed by RLC, the UE shall resume normal operation as if the invalid SECURITY MODE COMMAND message has not been received and the procedure ends.

8.1.14.3
Reception of SIGNALLING CONNECTION RELEASE by the UE

Upon reception of a SIGNALLING CONNECTION RELEASE message, the UE shall indicate the release of all signalling flows identified by the values of the IE "Flow identifier" to the corresponding higher layer entities. 
8.1.14.4
Invalid SIGNALLING CONNECTION RELEASE message

If the UE receives a SIGNALLING CONNECTION RELEASE message, which contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

-
Transmit an RRC STATUS message on the uplink DCCH using AM RLC and include the IE “Protocol error information” with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION.

-
When the transmission of the RRC STATUS message has been confirmed by RLC, the UE shall resume normal operation as if the invalid SIGNALLING CONNECTION RELEASE message has not been received.

8.2.1.8
Incompatible simultaneous reconfiguration

If the variable ORDERED_CONFIG is set upon the reception of the RADIO BEARER SETUP message, the UE shall 

-
keep the old configuration as before the RADIO BEARER SETUP message was received

-
transmit an RRC STATUS message on the DCCH using AM RLC. The IE “Protocol error cause” shall be set to “Message not compatible with receiver state”. When the transmission of RRC STATUS message has been confirmed by RLC the procedure ends and the UE shall clear the variable ORDERED_CONFIG and resume normal operation as if no RADIO BEARER SETUP message had been received.

8.2.1.9
Invalid RADIO BEARER SETUP message

If the variable ORDERED_CONFIG is not set and the RADIO BEARER SETUP message contains a protocol error  causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

· Transmit a RADIO BEARER SETUP FAILURE message on the uplink DCCH using AM RLCand set the IE "failure cause" the cause value "protocol error".

· Include the IE “Protocol error information” with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION.

· When the transmission of the RADIO BEARER SETUP FAILURE message has been confirmed by RLC, the UE shall resume data transmission on RB 2 and upwards if RLC-AM or RLC-UM is used on those radio bearers.  The UE shall resume normal operation as if the invalid RADIO BEARER SETUP message has not been received and the procedure ends.

8.2.2.13
Incompatible simultaneous reconfiguration

If the variable ORDERED_CONFIG is set upon the reception of the RADIO BEARER RECONFIGURATION message, the UE shall 

-
keep the old configuration as before the RADIO BEARER RECONFIGURATION message was received

-
transmit an RRC STATUS message on the DCCH using AM RLC. The IE “Protocol error cause” shall be set to “Message not compatible with receiver state”. When the transmission of RRC STATUS message has been confirmed by RLC the procedure ends and the UE shall clear the variable ORDERED_CONFIG and resume normal operation as if no RADIO BEARER RECONFIGURATION message had been received.

8.2.2.14
Invalid RADIO BEARER RECONFIGURATION message

If the variable ORDERED_CONFIG is not set and the RADIO BEARER RECONFIGURATION message contains a protocol error  causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

· Transmit a RADIO BEARER RECONFIGURATION FAILURE message on the uplink DCCH using AM RLCand set the IE "failure cause" the cause value "protocol error".

· Include the IE “Protocol error information” with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION.

· When the transmission of the RADIO BEARER RECONFIGURATION FAILURE message has been confirmed by RLC, the UE shall resume data transmission on RB 2 and upwards if RLC-AM or RLC-UM is used on those radio bearers.  The UE shall resume normal operation as if the invalid RADIO BEARER RECONFIGURATION message has not been received and the procedure ends.

8.2.3.9
Incompatible simultaneous reconfiguration

If the variable ORDERED_CONFIG is set upon the reception of the RADIO BEARER RELEASE message, the UE shall 

-
keep the old configuration as before the RADIO BEARER RELEASE message was received

-
transmit an RRC STATUS message on the DCCH using AM RLC. The IE “Protocol error cause” shall be set to “Message not compatible with receiver state”. When the transmission of RRC STATUS message has been confirmed by RLC the procedure ends and the UE shall clear the variable ORDERED_CONFIG and resume normal operation as if no RADIO BEARER RELEASE message had been received.

8.2.3.10
Invalid RADIO BEARER RELEASE message

If the variable ORDERED_CONFIG is not set and the RADIO BEARER RELEASE message contains a protocol error  causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

· Transmit a RADIO BEARER RELEASE FAILURE message on the uplink DCCH using AM RLCand set the IE "failure cause" the cause value "protocol error".

· Include the IE “Protocol error information” with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION.

· When the transmission of the RADIO BEARER RELEASE FAILURE message has been confirmed by RLC, the UE shall resume data transmission on RB 2 and upwards if RLC-AM or RLC-UM is used on those radio bearers.  The UE shall resume normal operation as if the invalid RADIO BEARER RELEASE message has not been received and the procedure ends.

8.2.4.12
Incompatible simultaneous reconfiguration

If the variable ORDERED_CONFIG is set upon the reception of the TRANSPORT CHANNEL RECONFIGURATION message, the UE shall 

-
keep the old configuration as before the TRANSPORT CHANNEL RECONFIGURATION message was received

-
transmit an RRC STATUS message on the DCCH using AM RLC. The IE “Protocol error cause” shall be set to “Message not compatible with receiver state”. When the transmission of RRC STATUS message has been confirmed by RLC the procedure ends and the UE shall clear the variable ORDERED_CONFIG and resume normal operation as if no TRANSPORT CHANNEL RECONFIGURATION message had been received.

8.2.4.13
Invalid TRANSPORT CHANNEL RECONFIGURATION message

If the variable ORDERED_CONFIG is not set and the TRANSPORT CHANNEL RECONFIGURATION message contains a protocol error  causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

· Transmit a TRANSPORT CHANNEL RECONFIGURATION FAILURE message on the uplink DCCH using AM RLCand set the IE "failure cause" the cause value "protocol error".

· Include the IE “Protocol error information” with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION.

· When the transmission of the TRANSPORT CHANNEL RECONFIGURATION FAILURE message has been confirmed by RLC, the UE shall resume data transmission on RB 2 and upwards if RLC-AM or RLC-UM is used on those radio bearers.  The UE shall resume normal operation as if the invalid TRANSPORT CHANNEL RECONFIGURATION message has not been received and the procedure ends.

8.2.5.4
Incompatible simultaneous reconfiguration

If the variable ORDERED_CONFIG is set, the UE shall 

-
keep the TFC subset as before the TRANSPORT FORMAT COMBINATION CONTROL message was received

-
transmit a TRANSPORT FORMAT COMBINATION CONTROL FAILURE message on the DCCH using AM RLC. The UE shall set the IE "failure cause" to "incompatible simultaneous reconfiguration". When the transmission of TRANSPORT FORMAT COMBINATION CONTROL FAILURE message has been confirmed by RLC the procedure ends.

8.2.5.5
Invalid TRANSPORT FORMAT COMBINATION CONTROL message

If the variable ORDERED_CONFIG is not set and the TRANSPORT FORMAT COMBINATION CONTROL message contains a protocol error  causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

· Transmit a TRANSPORT FORMAT COMBINATION CONTROL FAILURE message on the uplink DCCH using AM RLCand set the IE "failure cause" the cause value "protocol error".

· Include the IE “Protocol error information” with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION.

· When the transmission of the TRANSPORT FORMAT COMBINATION CONTROL FAILURE message has been confirmed by RLC, the UE shall resume data transmission on RB 2 and upwards if RLC-AM or RLC-UM is used on those radio bearers.  The UE shall resume normal operation as if the invalid TRANSPORT FORMAT COMBINATION CONTROL message has not been received and the procedure ends.

8.2.6.12
Incompatible simultaneous reconfiguration

If the variable ORDERED_CONFIG is set upon the reception of the PHYSICAL CHANNEL RECONFIGURATION message, the UE shall 

-
keep the old configuration as before the PHYSICAL CHANNEL RECONFIGURATION message was received

-
transmit an RRC STATUS message on the DCCH using AM RLC. The IE “Protocol error cause” shall be set to “Message not compatible with receiver state”. When the transmission of RRC STATUS message has been confirmed by RLC the procedure ends and the UE shall clear the variable ORDERED_CONFIG and resume normal operation as if no PHYSICAL CHANNEL RECONFIGURATION message had been received.

8.2.6.13
Invalid PHYSICAL CHANNEL RECONFIGURATION message

If the variable ORDERED_CONFIG is not set and the PHYSICAL CHANNEL RECONFIGURATION message contains a protocol error  causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

· Transmit a PHYSICAL CHANNEL RECONFIGURATION FAILURE message on the uplink DCCH using AM RLCand set the IE "failure cause" the cause value "protocol error".

· Include the IE “Protocol error information” with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION.

· When the transmission of the PHYSICAL CHANNEL RECONFIGURATION FAILURE message has been confirmed by RLC, the UE shall resume data transmission on RB 2 and upwards if RLC-AM or RLC-UM is used on those radio bearers.  The UE shall resume normal operation as if the invalid PHYSICAL CHANNEL RECONFIGURATION message has not been received and the procedure ends.

8.2.9.3
Reception of DOWNLINK OUTER LOOP CONTROL message by the UE

Upon reception of the DOWNLINK OUTER LOOP CONTROL message, the UE shall read the IE "Downlink Outer Loop Control".

If the IE "Downlink Outer Loop Control" is set to TRUE, the UE shall prevent its DL Eb/No target value from increasing above the current value.

If the IE "Downlink Outer Loop Control" is set to FALSE, the UE shall remove the above restriction.
8.2.9.4
Invalid DOWNLINK OUTER LOOP CONTROL message

If the UE receives a DOWNLINK OUTER LOOP CONTROL message, which contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

-
Transmit an RRC STATUS message on the uplink DCCH using AM RLC and include the IE “Protocol error information” with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION.

-
When the transmission of the RRC STATUS message has been confirmed by RLC, the UE shall resume normal operation as if the invalid DOWNLINK OUTER LOOP CONTROL message has not been received.

8.3.1.2
Initiation

A UE in CELL_FACH, CELL_PCH or URA_PCH state may apply the cell update procedure for a number of purposes. The specific requirements the UE shall take into account for each case are specified in the following: 

-
Upon initiation of the procedure, the UE shall set the variable PROTOCOL_ERROR_INDICATOR to FALSE.
-
In CELL_FACH or CELL_PCH state, the UE shall perform the cell update procedure when selecting another cell (cell reselection)

-
In CELL_FACH and CELL_PCH state, the UE shall perform the cell update procedure upon expiry of T305 while the UE is in the service area. The UE shall only perform this periodic cell updating if configured by means of the IE "Information for periodical cell and URA update" in System Information Block Type 2. The UE shall initially start timer T305 upon entering CELL_FACH or CELL_PCH state
-
In CELL_PCH state and URA_PCH state, the UE shall initiate the cell update procedure if it wants to transmit UL data

-
In CELL_PCH and URA_PCH state, the UE shall perform the cell update procedure when receiving a PAGING TYPE 1 message as in subclause 8.1.2.3

-
moving to CELL_FACH state, if not already in that state

-
delete any C-RNTI and suspend data transmission on RB 2 and upward, if RLC-AM or RLC-UM is used on those radio bearers

-
sending a CELL UPDATE message on the uplink CCCH, 

-
starting timer T302 and resetting counter V302

The IE "cell update cause" shall be used as follows;

-
In case of cell reselection: "cell reselection",

-
In case of periodic cell updating: "periodic cell update",

-
In case of UL data transmission: "UL data transmission",

-
In case of paging response: "paging response".

If the value of the variable PROTOCOL_ERROR_INDICATOR is TRUE, the UE shall set the IE “Protocol error indicator” to TRUE and include the IE “Protocol error information” set to the value of the variable PROTOCOL_ERROR_INFORMATION.
If the value of the variable PROTOCOL_ERROR_INDICATOR is FALSE, the UE shall set the IE “Protocol error indicator” to FALSE.
The IE "AM_RLC error indication" shall be set when the UE detects unrecoverable error in an AM RLC entity for the signalling link. 

The UE shall include an intra-frequency measurement report in the CELL UPDATE message, as specified in the IE "Intra-frequency reporting quantity for RACH reporting" and the IE "Maximum number of reported cells on RACH" in system information block type 12.
8.3.1.3
T305 expiry and the UE detects that it is out of service area

When the T305 expires and the UE detects that it is out of service area that is specified in subclause 8.5.5, the UE shall

-
start timer T307

-
search for cell to camp

8.3.1.3.1
Re-entering of service area

When the UE detects that it is no longer out of service area before the expiry of T307, the UE shall

-
transmit a CELL UPDATE message on the uplink CCCH

8.3.1.3.2
Expiry of timer T307

When the T307 expires, the UE shall 
-
move to idle mode
-
release all dedicated resources

-
indicate a RRC connection failure to the non-access stratum 
Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2

8.3.1.4
Reception of an CELL UPDATE message by the UTRAN

When the UTRAN receives a CELL UPDATE message, it should transmit a CELL UPDATE CONFIRM message on the downlink DCCH.

When the UTRAN detects AM_RLC error, it waits for CELL UPDATE message from the UE and when the UTRAN receives it, UTRAN commands the UE to re-configure AM_RLC by sending CELL UPDATE CONFIRM message. This procedure can be used not only in the case of AM_RLC error but also in the case that UTRAN wants to re-configure AM_RLC for other reasons such as in the case when SRNC Relocation is initiated without keeping RLC status (current counters) from old SRNC to new SRNC. 

8.3.1.5
Reception of the CELL UPDATE CONFIRM message by the UE

Upon receiving the CELL UPDATE CONFIRM message, the UE shall stop timer T302.

The UE shall act upon all received information elements as specified in 8.5.7, unless specified otherwise in the following.

If the CELL UPDATE CONFIRM message includes the IE "CN domain identity" and the IE "NAS system information", the UE shall forward the content of the IE "NAS system information" to the non-access stratum entity of the UE identified by the IE "CN domain identity".
If the CELL UPDATE CONFIRM message includes the IE "URA-Id" the UE shall store this URA identity.
If the CELL UPDATE CONFIRM message does not include IE "new C-RNTI", IE "new U-RNTI", IE "PRACH info" nor IE "Secondary CCPCH info", no RRC response message is sent to the UTRAN. 

If the CELL UPDATE CONFIRM message includes the IE "new C-RNTI" and optionally the IE "new U-RNTI" but does not include IE "PRACH info" or IE "Secondary CCPCH info", the UE shall update its identities and transmit an RNTI REALLOCATION COMPLETE message on the uplink DCCH using the PRACH indicated in the broadcast system information.

If the CELL UPDATE CONFIRM message includes the IE "PRACH info" and/or the IE "Secondary CCPCH info", the UE shall 

-
Perform the actions stated in subclauses 8.5.7.6.2 and 8.5.7.6.3

-
update its identities if the CELL UPDATE CONFIRM message includes the IE new C-RNTI" and optionally the IE "new U-RNTI"

-
transmit a PHYSICAL CHANNEL RECONFIGURATION COMPLETE message on the uplink DCCH using the PRACH indicated in CELL UPDATE CONFIRM message
The UE shall enter a state according to subclause 8.5.8 applied on the CELL UPDATE CONFIRM message, unless specified otherwise below.

If the IE "Cell update cause" in CELL UPDATE message was set to "UL data transmission" or "paging response", the UE shall remain in CELL_FACH state.

If the IE "Cell update cause" in CELL UPDATE message was set to "periodic cell update" or "cell reselection", the UE shall return to the state it was in before initiating the cell update procedure.

If the CELL UPDATE CONFIRM message includes the IE "DRX cycle length coefficient", the UE shall update DRX cycle length.

In case none of the above conditions apply, the UE shall return to the state it was in before initiating the cell update procedure.

In case the UE ends in CELL_FACH or CELL_PCH state and periodic cell updating is configured, it shall reset timer T305. 
In case the UE does not end in CELL_FACH state, it shall delete its C-RNTI.
If the UE remains in CELL_FACH state and the CELL UPDATE CONFIRM message includes the IE "New C-RNTI" the UE shall then resume data transmission on RB 2 and upward , if RLC-AM or RLC-UM is used on those radio bearers.

8.3.1.5a
Invalid CELL UPDATE CONFIRM message
If the UE receives an CELL UPDATE CONFIRM message, which contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

the UE shall check the value of V302 and

-
If V302 is smaller or equal than N302, the UE shall set the variable PROTOCOL_ERROR_INDICATOR to TRUE, retransmit a CELL UPDATE message on the uplink CCCH, restart timer T302 and increase counter V302. The IE "Cell update cause" shall be set to the event causing the transmission of the CELL UPDATE message, see subclause 8.3.1.2..
-
If V302 is greater than N302, the UE shall enter idle mode. The procedure ends and a connection failure may be indicated to the non-access stratum. Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2
8.3.2.2
Initiation

A UE in URA_PCH state may apply the URA update procedure for a number of purposes. The specific requirements the UE shall take into account for each case are specified in the following: 

-
Upon initiation of the procedure, the UE shall set the variable PROTOCOL_ERROR_INDICATOR to FALSE.
-
In URA_PCH state, the UE shall perform the URA update procedure when the current URA assigned to the UE is not present in the list of URA IDs broadcast in a cell

-
In URA_PCH state, the UE shall perform the URA update procedure upon expiry of T306 while the UE is in the service area. The UE shall only perform this periodic URA updating if configured by means of the IE "Information for periodical cell and URA update" in System Information Block Type 2. The UE shall initially start timer T306 upon entering URA_PCH state
The UE shall start the URA update procedure by

-
temporarily storing the list of URA IDs broadcast in a cell

-
moving to CELL_FACH state 

-
sending a URA UPDATE message on the uplink CCCH, 

-
starting timer T303 and resetting counter V303

The IE "URA update cause" shall be set as follows; 
-
In case of URA reselection, to: "URA reselection",

-
In case of periodic URA updating, to: "periodic URA update",

If the value of the variable PROTOCOL_ERROR_INDICATOR is TRUE, the UE shall set the IE “Protocol error indicator” to TRUE and include the IE “Protocol error information” set to the value of the variable PROTOCOL_ERROR_INFORMATION.
If the value of the variable PROTOCOL_ERROR_INDICATOR is FALSE, the UE shall set the IE “Protocol error indicator” to FALSE.
8.3.2.3
T306 expiry and the UE detects that it is out of service area

When the T306 expires and the UE detects that it is out of service area, which is specified in subclause 8.5.5, the UE shall

-
start timer T307

-
search for cell to camp

8.3.2.3.1
Re-entering of service area

When the UE detects that it is no longer out of service area before the expiry of T307, the UE shall

-
transmit URA UPDATE message on the uplink CCCH

8.3.2.3.2
Expiry of timer T307

When the T307 expires, the UE shall

-
move to idle state.

-
release all dedicated resources

-
indicate a RRC connection failure to the non-access stratum

Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2

8.3.2.4
Reception of an URA UPDATE message by the UTRAN

When the UTRAN receives a URA UPDATE message, it should transmit a URA UPDATE CONFIRM message on the downlink CCCH or DCCH.

The UTRAN should assign the URA ID to the UE in the URA UPDATE CONFIRM message in a cell where multiple URAs are valid.

8.3.2.5
Reception of an URA UPDATE CONFIRM message by the UE

Upon receiving the URA UPDATE CONFIRM message, the UE shall stop timer T303 and restart timer T306.If the URA UPDATE CONFIRM message includes the IEs "new C-RNTI" and optionally IE "new U-RNTI", the UE shall 

-
update its identities and transmit an RNTI REALLOCATION COMPLETE message on the uplink DCCH using the PRACH indicated in the broadcast system information.. 

If the URA UPDATE CONFIRM message includes the IE "URA ID", the UE shall 

-
confirm whether indicated URA ID is in the list of URA IDs which is temporarily stored in the UE

-
update URA ID and store in itself. 

If the URA UPDATE CONFIRM message does not include the IE "URA ID", the UE shall 

-
confirm whether only one URA ID exists in the list of URA IDs which is temporarily stored in the UE

-
update URA ID and stored in itself. 

If the URA UPDATE CONFIRM message includes the IEs "CN domain identity" and "NAS system information", the UE shall forward the content of the IE to the non-access stratum entity of the UE indicated by the IE "CN domain identity". 

The UE shall enter a state according to subclause 8.5.8 applied on the URA UPDATE CONFIRM message, unless otherwise specified below.

If the UE does not end up in the CELL_FACH state, the UE shall, after other possible actions:

-
retrieve secondary CCPCH info (for PCH) from the SYSTEM INFORMATION broadcast from the new cell 

-
delete its C-RNTI and 

-
The procedure ends. 

8.3.2.6
Confirmation error of URA ID list

-
When indicated URA ID is not included in the list of URA IDs or

-
when the URA ID is not indicated and the list of URA IDs includes more than one URA ID, 

the UE shall check the value of V303 and

-
If V303 is smaller or equal than N303, the UE shall retransmit a URA UPDATE message on the uplink CCCH, restart timer T303 and increase counter V303. The UE shall set the IEs in the URA UPDATE message according to subclause 8.3.2.2. If V303 is greater than N303, the UE shall enter idle mode. The procedure ends and a connection failure may be indicated to the non-access stratum. Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2

8.3.2.6a
Invalid URA UPDATE CONFIRM message
If the UE receives an URA UPDATE CONFIRM message, which contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

the UE shall check the value of V303 and

-
If V303 is smaller or equal than N303, the UE shall set the variable PROTOCOL_ERROR_INDICATOR to TRUE, retransmit a URA UPDATE message on the uplink CCCH, restart timer T303 and increase counter V303. The UE shall the IEs in the URA UPDATE message according to subclause 8.3.2.2. 

-
If V303 is greater than N303, the UE shall enter idle mode. The procedure ends and a connection failure may be indicated to the non-access stratum. Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2

8.3.3.4
Reception of an RNTI REALLOCATION COMPLETE message by the UTRAN

When the network receives RNTI REALLOCATION COMPLETE message, UTRAN may delete any old C-RNTI and old U-RNTI. The procedure ends.

8.3.3.5
Invalid RNTI REALLOCATION message

If the RNTI REALLOCATION message contains a protocol error  causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

· Transmit a RNTI REALLOCATION FAILURE message on the uplink DCCH using AM RLCand set the IE "failure cause" the cause value "protocol error".

· Include the IE “Protocol error information” with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION.

· When the transmission of the RNTI REALLOCATION FAILURE message has been confirmed by RLC, the UE shall resume normal operation as if the invalid RNTI REALLOCATION message has not been received and the procedure ends.

8.3.4.7
Incompatible simultaneous reconfiguration

If any of the variables ORDERED_CONFIG or ORDERED_ASU are set, the UE shall: 

-
Transmit an RRC STATUS message on the DCCH using AM RLC. The IE “Protocol error cause” shall be set to “Message not compatible with receiver state”.
-
When the transmission of the RRC STATUS message has been confirmed by RLC the procedure ends and the UE shall keep the active set and the contents of the variable ORDERED_ASU, as it was before the ACTIVE SET UPDATE message was received.

8.3.4.8
Invalid ACTIVE SET UPDATE message

If none of the variables ORDERED_CONFIG or ORDERED_ASU are set and the ACTIVE SET UPDATE message contains a protocol error  causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

· Transmit a ACTIVE SET UPDATE FAILURE message on the uplink DCCH using AM RLCand set the IE "failure cause" the cause value "protocol error".

· Include the IE “Protocol error information” with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION.

· When the transmission of the ACTIVE SET UPDATE FAILURE message has been confirmed by RLC, the UE shall resume normal operation as if the invalid ACTIVE SET UPDATE message has not been received and the procedure ends.

8.3.6.3
Reception of Handover to UTRAN command message by the UE

The UE shall act upon all received information elements as specified in 8.5.7, unless specified otherwise in the following. 

The UE shall

-
Store the value of the IE "U-RNTI" and

-
Initiate the signalling link, the RB(s) and traffic channel(s) in accordance with the predefined parameters identified by the IE "Predefined radio configuration identity" 

-
Initiate the physical channels in accordance with the predefined parameters identified by the IE "Predefined radio configuration identity" and the received physical channel information elements

-
Perform an open loop estimation to determine the UL transmission power, taking into account the received IE "Maximum allowed UL TX power" and move to CELL_DCH state

-
Apply the same ciphering (ciphered/ unciphered, algorithm) as prior to inter system handover, unless a change of algorithm is requested by means of the "Ciphering algorithm"
If the UE succeeds to establish the connection to UTRAN, it shall transmit a HANDOVER COMPLETE message on the uplink DCCH. When the transmission of the HANDOVER COMPLETE message has been confirmed by RLC, the procedure ends.

8.3.6.3a
Invalid Handover to UTRAN command message

If the UE receives a Handover to UTRAN command message, which contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

-
Resume the connection used before the handover to the source radio access system
-
Indicate a failure to the source radio access system, using “protocol error” as cause for the failure
-
If possible, transmit an RRC STATUS message to the other radio access system, and include the IE “Protocol error information” with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION.
-
Other details may be specified in the specifications related to the source radio access system
8.3.6.4
UE fails to perform handover

If the UE does not succeed to establish the connection to UTRAN, it shall terminate the procedure including release of the associated resources, resume the connection used before the handover and indicate the failure to the other radio access system.

Upon receiving an indication about the failure from the other radio access system, UTRAN should release the associated resources and the context information concerning this UE.

8.3.7.5
UE fails to complete requested handover

If the UE does not succeed to establish the connection to the other radio access system, it shall 

-
resume the connection to UTRAN using the resources used before receiving the INTER-SYSTEM HANDOVER COMMAND message and 

-
transmit the INTER-SYSTEM HANDOVER FAILURE message. When the transmission of the INTER-SYSTEM FAILURE message has been confirmed by RLC, the procedure ends.

8.3.7.5a
Invalid INTER-SYSTEM HANDOVER COMMAND message

If the INTER-SYSTEM HANDOVER COMMAND message contains a protocol error  causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

· Transmit a INTER-SYSTEM HANDOVER FAILURE message on the uplink DCCH using AM RLCand set the IE "failure cause" the cause value "protocol error".

· Include the IE “Protocol error information” with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION.

· When the transmission of the INTER-SYSTEM HANDOVER FAILURE message has been confirmed by RLC, the UE shall resume normal operation as if the invalid INTER-SYSTEM HANDOVER COMMAND message has not been received and the procedure ends.

8.3.7.6
Reception of an INTER-SYSTEM HANDOVER FAILURE message by UTRAN

Upon receiving an INTER-SYSTEM HANDOVER FAILURE message, UTRAN may release the resources in the other radio access system.

8.4.1.4
Unsupported measurement in the UE

If UTRAN instructs the UE to perform a measurement that is not supported by the UE, the UE shall

-
Retain the measurement configuration that was valid before the MEASUREMENT CONTROL message was received.

-
Transmit a MEASUREMENT CONTROL FAILURE message on the DCCH using AM RLC.

The UE shall set the cause value in IE "failure cause" to "unsupported measurement".

8.4.1.4a
Invalid MEASUREMENT CONTROL message

If the MEASUREMENT CONTROL message contains a protocol error  causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

· Transmit a MEASUREMENT CONTROL FAILURE message on the uplink DCCH using AM RLCand set the IE "failure cause" the cause value "protocol error".

· Include the IE “Protocol error information” with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION.

· When the transmission of the MEASUREMENT CONTROL FAILURE message has been confirmed by RLC, the UE shall resume normal operation as if the invalid MEASUREMENT CONTROL message has not been received and the procedure ends.

8.4.1.5
Reception of the MEASUREMENT CONTROL FAILURE message by the UTRAN

When the UTRAN receives a MEASUREMENT CONTROL FAILURE message the procedure ends.

10.1.4
CELL UPDATE 

This message is used by the UE to initiate a cell update procedure.

RLC-SAP: TM 


Logical channel: CCCH


Direction: UE(UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




U-RNTI
M




Cell update cause
M




Protocol error indicator
M




AM_RLC error indication
O


Indicates AM_RLC unrecoverable error occurred on c-plane in the UE

Measurement information elements





Measured results on RACH
O




Other information elements





Protocol error information
C-ProtErr




Condition
Explanation

ProtErr
If the IE “Protocol error indicator” has the value “TRUE”

10.1.11
INTER-SYSTEM HANDOVER FAILURE

This message is sent on the RRC connection used before the Inter-System Handover was executed. The message indicates that the UE has failed to seize the new channel in the other system.


RLC-SAP: AM


Logical channel: DCCH


Direction: UE(UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




Failure cause
M




Other Information

Elements





Inter-System message
O




Protocol error information
C-ProtErr




Condition
Explanation

ProtErr
If the IE “Failure cause” has the value “Protocol error”

10.1.13
MEASUREMENT CONTROL FAILURE

NOTE:
Functional description of this message to be included here


RLC-SAP: AM 


Logical channel: DCCH 


Direction: UE(UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




Failure cause
M




Protocol error information
C-ProtErr




Condition
Explanation

ProtErr
If the IE “Failure cause” has the value “Protocol error”

10.1.19
PHYSICAL CHANNEL RECONFIGURATION FAILURE

NOTE:
Functional description of this message to be included here


RLC-SAP: AM 


Logical channel: DCCH 


Direction: UE(UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




Failure cause
M




Other information elements





Protocol error information
C-ProtErr




Condition
Explanation

ProtErr
If the IE “Failure cause” has the value “Protocol error”

10.1.24
RADIO BEARER RECONFIGURATION FAILURE

NOTE:
Functional description of this message to be included here


RLC-SAP: AM 


Logical channel: DCCH 


Direction: UE(UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




Failure cause
M




Other information elements





Protocol error information
C-ProtErr




Condition
Explanation

ProtErr
If the IE “Failure cause” has the value “Protocol error”

10.1.27
RADIO BEARER RELEASE FAILURE

NOTE:
Functional description of this message to be included here


RLC-SAP: AM 


Logical channel: DCCH 


Direction: UE(UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




Failure cause
M




Other information elements





Protocol error information
C-ProtErr




Condition
Explanation

ProtErr
If the IE “Failure cause” has the value “Protocol error”

10.1.30
RADIO BEARER SETUP FAILURE

NOTE:
Functional description of this message to be included here


RLC-SAP: AM 


Logical channel: DCCH 


Direction: UE(UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




Failure cause
M




Other information elements





Protocol error information
C-ProtErr




Condition
Explanation

ProtErr
If the IE “Failure cause” has the value “Protocol error”

10.1.32
RNTI REALLOCATION COMPLETE

This message is used to confirm the new RNTI information for the UE.


RLC-SAP: AM


Logical channel: DCCH 


Direction: UE(UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




10.1.32a
RNTI REALLOCATION FAILURE

This meessage is sent to indicate a failure to act on a received RNTI REALLOCATION message.

RLC-SAP: AM

Logical channel: DCCH

Direction:  UE(UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




Failure cause
M




Other information elements





Protocol error information
C-ProtErr




Extensions
O




Condition
Explanation

ProtErr
If the IE “Failure cause” has the value “Protocol error”

10.1.35
RRC CONNECTION RE-ESTABLISHMENT REQUEST

NOTE:
Functional description of this message to be included here


RLC-SAP: TM 


Logical channel: CCCH


Direction: UE ( UTRAN 

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




U-RNTI
M




Protocol error indicator
M




Measurement information elements





Measured results on RACH
M




Other information elements





Protocol error information
C-ProtErr




Condition
Explanation

ProtErr
If the IE “Protocol error indicator” has the value “TRUE”

10.1.39
RRC CONNECTION REQUEST

RRC Connection Request is the first message transmitted by the UE when setting up an RRC Connection to the network.


RLC-SAP: TM 


Logical channel: CCCH


Direction: UE ( UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Initial UE identity
M




Establishment cause
M




Protocol error indicator
M




Initial UE capability
M




Measurement information elements





Measured results on RACH
M




10.1.42
RRC STATUS

This message is sent to indicate a protocol error.


RLC-SAP: AM


Logical channel: DCCH


Direction: UE(UTRAN
Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




Other information elements





Protocol error information
M




10.1.45
SECURITY MODE COMPLETE


RLC-SAP: AM 


Logical channel: DCCH


Direction: UE to UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




RB Information elements





Radio bearer uplink ciphering activation time info
O

Radio bearer activation time info


Multi Bound
Explanation

MaxReconRBs
For each radio bearer that is reconfigured

10.1.45a
SECURITY MODE FAILURE

This meessage is sent to indicate a failure to act on a received SECURITY MODE CONTROL message.

RLC-SAP: AM

Logical channel: DCCH

Direction:  UE(UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




Failure cause
M




Other information elements





Protocol error information
C-ProtErr




Extensions
O




Condition
Explanation

ProtErr
If the IE “Failure cause” has the value “Protocol error”

10.1.51
TRANSPORT CHANNEL RECONFIGURATION FAILURE

NOTE:
Functional description of this message to be included here


RLC-SAP: AM 


Logical channel: DCCH 


Direction: UE(UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




Failure cause
M




Other information elements





Protocol error information
C-ProtErr




Condition
Explanation

ProtErr
If the IE “Failure cause” has the value “Protocol error”

10.1.53
TRANSPORT FORMAT COMBINATION CONTROL FAILURE

This message is sent to indicate that a received TRANSPORT FORMAT COMBINATION CONTROL message could not be handled by the UE.


RLC-SAP: AM


Logical channel: DCCH


Direction: UE(UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Failure cause
M




Other information elements





Protocol error information
C-ProtErr




Condition
Explanation

ProtErr
If the IE “Failure cause” has the value “Protocol error”

10.1.58
URA UPDATE

This message is used by the UE to initiate a URA update procedure.

RLC-SAP: TM 


Logical channel: CCCH


Direction: UE(UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




U-RNTI
M




URA update cause
M




Protocol error indicator
M




Other information elements





Protocol error information
C-ProtErr




Condition
Explanation

ProtErr
If the IE “Protocol error indicator” has the value “TRUE”

10.2.3.14
Failure cause

Cause for failure to perform the requested procedure. 

Information Element/Group name
Presence
Range
IE type and reference
Semantics description

Failure cause
M

Enumerated (Configuration unacceptable, physical channel failure, incompatible simultaneous reconfiguration, protocol error)


10.2.3.27
Power control capability

Information Element/Group name
Presence
Range
IE type and reference
Semantics description

Transmission power capability
M




NOTE:
The WG1 and WG4 discussion should be concluded before the contents of this IE can be finalised.

10.2.3.27a
Protocol error cause

This IE indicates the cause for a message or information which was not comprehended.
Information Element/Group name
Presence
Multi
IE type and reference
Semantics description

Protocol error cause
M

Enumerated (

Transfer syntax error

,

Message type non-existent or not implemented

,

Message not compatible with receiver state

,

Information element value not comprehended

,

Message extension not comprehended

 ,

spare6

,

spare7,

,

spare8)


10.2.3.27b
Protocol error indicator
This IE indicates whether a message was transmitted due to a protcol error or not.

Information Element/Group name
Presence
Multi
IE type and reference
Semantics description

Protocol error indicator
M

Boolean
TRUE means a protocol error occurred. FALSE means a protocol error did not occur.

10.2.8.2
Cell Value tag

Information Element/Group name
Presence
Range
IE type and reference
Semantics description

Cell Value tag
M

Enumerated (1..4)


10.2.8.3
Inter-system message
This Information Element contains one or several messages that are structured and coded according to the specification used for the system type indicated by the first parameter.
Information Element/Group name
Presence
Range
IE type and reference
Semantics description

System type
M

Enumerated (GSM,1..15)


Message(s)
M
1..<maxInterSysMessages>
Bitstring (1..512)
Formatted and coded according to specification for the indicated system type.

See Note 1

Range Bound
Explanation

MaxInterSysMessages(=4)
Maximum number of Inter System Messages to send

NOTE 1:
For inter-system handovers to IS 2000 system, this field shall consist of the Universal Handoff Direction message, described in Section 3.7.3.3.2.36 of TIA/EIA IS-2000.5

10.2.8.5
PLMN Value tag

Information Element/Group name
Presence
Range
IE type and reference
Semantics description

PLMN Value tag
M

Enumerated (1..256)


10.2.8.5a
Protocol error information

This information element contains diagnostics information returned by the receiver of a message that was not completely understood. 

Information Element/Group name
Presence
Multi
IE type and reference
Semantics description

CHOICE diagnostics type
M




> Protocol error cause





> Spare2


NULL


CHOICE diagnostics type
Condition under which the given diagnostics type is chosen

Protocol error cause
First detected error in the mesage

Spare2
Reserved for future extension

16
Handling of unknown, unforeseen and erroneous protocol data

16.1
General 

This section specifies procedures for the handling of unknown, unforeseen, and erroneous protocol data by the receiving entity. These procedures are called "error handling procedures", but in addition to provide recovery mechanisms for error situations they define a compatibility mechanism for future extensions of the protocol.

The error handling procedures specified in this section shall apply to all RRC messages. When there is a specific handling for messages received on different logical channels this is specified.
When the UE receives an RRC message, it shall set the variable PROTOCOL_ERROR_REJECT to FALSE and then perform the checks in the order as defined below.
The procedures specified in clause 8 are applied only for the messages passing the checks as defined below, except when procedure specific handling is used to recover from the error.

16.2
Transfer syntax error

If the UE receives a message on the DCCH with a transfer syntax error it shall perform the following:

-
Set the variable PROTOCOL_ERROR_REJECT to TRUE.
-
Transmit an RRC STATUS message on the uplink DCCH. The IE “Protocol error information” shall contain an IE “Protocol error cause” set to “Transfer syntax error”.

-
When the transmission of the RRC STATUS message has been confirmed by RLC, the UE shall resume normal operation as if the invalid message has not been received.

If the UE receives a message on the BCCH, PCCH or CCCH with a transfer syntax error it shall ignore the message.

16.3
Unknown or unforeseen message type

If a UE receives an RRC message on the DCCH with a message type reserved for future extension it shall:

-
Set the variable PROTOCOL_ERROR_REJECT to TRUE.
-
Transmit an RRC STATUS message on the uplink DCCH. The IE “Protocol error information” shall contain an IE “Protocol error cause” set to “Message type non-existent or not implemented”.

-
When the transmission of the RRC STATUS message has been confirmed by RLC, the UE shall resume normal operation as if the invalid message has not been received.

If the UE receives a message on the BCCH, PCCH or CCCH with a message type reserved for future extension it shall ignore the message.

16.4 Unknown or unforeseen information element value, mandatory information element

If the UE receives an RRC message on the DCCH, or addressed to the UE on the CCCH, with a mandatory IE having a value, including choice, reserved for future extension the UE shall

-
If criticality of the IE is defined as “Ignore” and if a default value of the IE is defined, treat the rest of the message using the default value of the IE. 

-
If criticality of the IE is defined as “Reject” or no default value of the IE is defined:

-
Set the variable PROTOCOL_ERROR_REJECT to TRUE.

-
Set the IE “Protocol error cause” in the variable PROTOCOL_ERROR_INFORMATION to “Information element value not comprehended”.

-
Perform procedure specific error handling according to clause 8.
If the UE receives an RRC message on the BCCH or PCCH with a mandatory IE having a value reserved for future extension it shall 

-
If criticality of the IE is defined as “Ignore” and if a default value of the IE is defined, treat the rest of the message using the default value of the IE. 

-
If criticality of the IE is defined as “Reject” or no default value of the IE is defined, ignore the message
16.5 Unknown or unforeseen information element value, optional information element

If the UE receives an RRC message on the DCCH, or addressed to the UE on the CCCH, with an optional IE having a value, including choice, reserved for future extension and the criticality for that IE is specified as “ignore”, it shall 

-
Ignore the value of the IE
- 
Treat the rest of the message as if the IE was not present.
If the UE receives an RRC message on the DCCH, or addressed to the UE on the CCCH, with an IE having a value, including choice, reserved for future extension and the criticality for that IE is specified as “reject”, it shall 

-
Set the variable PROTOCOL_ERROR_REJECT to TRUE.
-
Set the IE “Protocol error cause” in the variable PROTOCOL_ERROR_INFORMATION to “Information element value not comprehended”.
-
Perform procedure specific error handling according to clause 8.
If the UE receives an RRC message on the BCCH or PCCH with an optional IE having a value, including choice, reserved for future extension it shall 

-
Ignore the value of the IE
-
Treat the rest of the message as if the IE was not present.
16.6
Unexpected information element
If the UE receives a message on the DCCH, or addressed to the UE on the CCCH, containing at least one information element in an extension for which a content is not defined, and therefore not expected, the UE shall check the criticality of that extension, if defined.
-
If the criticality for the extension is defined and is set to “Ignore”, the UE shall ignore the content of the extension and the message contents after the extension, but treat the parts of the message up to the extension normally.

-
If the criticality for the extension is defined and is set to “Reject”, or if the criticality is not defined, the UE shall:

-
Set the variable PROTOCOL_ERROR_REJECT to TRUE.
-
Set the IE “Protocol error cause” in the variable PROTOCOL_ERROR_INFORMATION to “Message extension not comprehended”.
-
Perform procedure specific error handling according to clause 8.  

If the UE receives a message on the BCCH or PCCH, containing at least one information element in an extension for which a content is not defined, and therefore not expected, the UE shall check the criticality of that extension, if defined.
-
If the criticality for the extension is defined and is set to “Ignore”, the UE shall ignore the content of the extension and the message contents after the extension, but treat the parts of the message up to the extension normally.
-
If the criticality for the extension is defined and is set to “Reject”, or if the criticality is not defined, the UE shall ignore the message.
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