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Introduction
In the RAN2# 109-e meetings, RAN2 sent LS R2-2001980 [1] to SA3 to ask NR V2X Security issues on PDCP:
[bookmark: OLE_LINK162][bookmark: OLE_LINK163][bookmark: OLE_LINK164]Question 1: What is the required size of Key ID and MAC-I in the PDCP header?

Question 2: Would SA3 introduce re-keying procedure (e.g., similar to the procedure defined for ProSe in TS 33.303) for NR V2X unicast?
And SA3 has sent back LS S3-200478 [2], which respond with follows: 
· The 16-bit Key ID shall be carried in the PDCP header, along with any 32-bit MAC that is needed for integrity protection.
· There shall be a 5-bit input for the security algorithms and the triple (Key, Bearer, Counter) are only used once in order to avoid key stream reuse. SA3 kindly ask RAN2 to take the information into account to decide how 5-bit input is derived from a particular LCID as long as the above properties are satisfied.
However, towards the length of the Key ID designed by SA3, we have concerns about it from RAN2 perspective. In this contribution, we will give some discussion on the SLRB PDCP header format for unicast from RAN2 side, considering the radio resource efficiency and UE implementation complexity. 
Discussion
Issue Identification
According to the LS from SA3 above, 16-bit Key ID shall be carried in the PDCP header, which may be inherited totally from D2D. If we directly follow SA3’s conclusion and16-bit key ID is carried in PDCP header, the NR V2X SLRB PDCP format can be very similar with the LTE V2X SLRB PDCP format (for simplification, assuming also 16-bit PDCP SN is used), as follows:
[image: ]
Figure 1 PDCP Data PDU format for SLRB used for one-to-one communication in LTE SL
However, according to the initial discussion in D2D, the reason to introduce Key ID into PDCP header is that, there may be two possible security context for a short time during a rekeying procedure, which can be referred to S3-151994 [4] in SA3#80 meeting:
6) Added a format for the PDCP header to carry the necessary security information to enable the receiver to decrypt etc the received data, e.g. KD-sess ID (as there may be two possible security contexts for a short time during a rekeying procedure) and the Counter values used as input to the confidnentilaity and integrity algorithms
According to the 6.5.5.3 Rekeying security of 33.303 [5]:
	[image: ]
Figure 6.5.5.3-1: Security establishment during rekeying


There can be two possible security context during the rekeying: for example, for UE_1, from step 4a to step 6, and for UE_2, from step 3b to step 5. 
Actually, from the implementation point of view:
· The UE_1 can send PDCP packets using new security context only after step 6, and the UE_2 will receive PDCP packets using new security context only after step 5. Therefore, the security context confusion only happens between step 5 (including) and step 6.
· The UE_2 can sends PDCP packets using new security context only after step 5, and the UE_1 will receive PDCP packets using new security context only after step 6. Therefore, the security context confusion only happens between step 4b (including) and step 6.
In summary, security context confusion duration is very short, in comparison to the total communication duration of the two UEs. So if 16-bit Key ID is always carried in the SLRB PDCP header, it will result in significant radio resource waste, because most of the time the Key ID is not useful for the pair of UEs at all.
Observation 1: it will result in significant radio resource waste to carry 16-bit Key ID in the NR V2X SLRB PDCP header, because most of the time the Key ID is not used between the UE pair at all. 
On the other hand, the V2X UE may have a Uu connection at the same, e.g. to receive SL control/scheduling information from the gNB and/or to perform Uu data transmission, as follows:
[image: ]
Figure 2 V2X communication network structure
However, according to Figure 1, if including 16 bits key ID in PDCP header, it will cause the PDCP header length over 5 bytes, and according to the section 6.2.3 of 38.323 [6], the maximum length of Uu PDCP header is 3 bytes with the 18-bit PDCP SN:
[image: ]
Figure 3: PDCP Data PDU format for DRBs with 18 bits PDCP SN
So from UE implementation point of view, this is very unfriendly to UE processing, if 16-bit Key ID is carried in NR V2X SLRB PDCP header as per SA3 design, because the NR V2X SLRB PDCP header has a length much bigger than NR Uu RB PDCP header (5 bytes vs. 3 bytes), and the UE will have to treat the PDCP header using different mechanisms for Uu and NR V2X SLRB PDCP header. The worst consequence would be, for example, that the processing of SLRB and DRB may have to be based on two independent security hardware, and this significantly increases the UE complexity and cost (especially taking into account also the forward extensibility in future releases, e.g. for UE relay scenario).  
Observation 2: it is very unfriendly for UE processing to carry 16-bit Key ID in the NR V2X SLRB PDCP header, as this enforces the UE to implement different PDCP header processing mechanisms for SLRB and DRB respectively, which significantly increases UE implementation complexity.
Proposed Solution
As mentioned above, the SA3’s conclusion of having such a 16-bit length Key ID will result in the problems in Observation 1 and 2 in section 2.1, which are unacceptable from our perspective. To this end, we in this section propose the following two options to address the issue:
· Option 1: for simplification, no Key ID is carried in NR V2X SLRB PDCP header.
In this option, the security context confusion in rekeying procedure is not resolved in a specified manner. And to avoid this issue, the Tx UE can suspend data transmission from the beginning of the rekeying procedure, for example, from step 1 in Figure 6.5.5.3-1. And the Rx UE can drop data from the Tx UE which triggers the rekeying procedure, for example, after receiving the Direct Rekey Request message from Tx UE. Then, the possible PDCP PDU formats for unicast SLRB look like the follows:
[image: ]
Figure 4: PDCP Data PDU format for SLRBs for unicast using a 12 bit SN (OPT1)
[image: ]
Figure 5: PDCP Data PDU format for SLRBs for unicast using a 18 bit SN (OPT1)
· Option 2: 1 bit indicator is carried in NR V2X SLRB PDCP header to distinguish the old or new security context. 
For this option, the PDCP Data PDU format for SLRB could be:
[bookmark: _GoBack][image: ]
Figure 6 PDCP Data PDU format for SLRB used for unicast with 12 bit PDCP SN (OPT2)
[image: ]
[bookmark: _Ref36744493]Figure 7 PDCP Data PDU format for SLRB used for unicast with 18 bit PDCP SN (OPT2)
Here, S-I is the indicator used to distinguish the old or new security context.
It is clearly seen that by adoption this S-I indication, the big overhead of 16-bit Key ID can be avoided and radio resource efficiency is obviously improved. In addition, with such an indication, the PDCP header length is restricted within 3 bytes, making it possible for the mechanism used for Uu PDCP header to be directly used for PC5.
Based on the above two options, we think the 16-bit Key ID in PDCP header is totally unnecessary, especially considering the big concern that it makes processing of PDCP subeader for PC5 unable to reuse that of Uu. So RAN2 is asked to discuss which of the above options should be adopted to address the issues in section 2.1. 
Proposal 1: RAN2 to decide which of the two options is adopted to deal with the “excessive long Key ID” issue as identified in Observation 1&2:
· Option 1: no Key ID is carried in NR V2X SLRB PDCP header for simplification;
· Option 2: 1 bit indicator is carried in NR V2X SLRB PDCP header to distinguish the old or new security context.
If RAN2 think this issue is more falling into the security design and an enquiry to SA3 is needed, then send LS to SA3 to ask them to take into account the concerns from RAN2 on radio resource efficiency concern and UE implementation complexity to include the 16 bits Key ID in the PDCP header, and ask them for guideline. 
Proposal 2：If RAN2 think the issue is more related to security design and an enquiry to SA3 is needed, send LS to SA3 from RAN2 perspective on radio resource efficiency concern and UE complexity concern to include the 16 bits Key ID in the PDCP header, and ask them for potential guideline.
The corresponding draft CRs and LS are available in [7][8]. RAN2 is suggested to agreed the changes of one of the options, and if necessary send LS to SA3.
Conclusion
[bookmark: OLE_LINK3]In this contribution, we discussed the SLRB PDCP header format from RAN2 perspective, and two observations are given:
Observation 1: it will result in significant radio resource waste to carry 16-bit Key ID in the NR V2X SLRB PDCP header, because most of the time the Key ID is not used between the UE pair at all. 
Observation 2: it is very unfriendly for UE processing to carry 16-bit Key ID in the NR V2X SLRB PDCP header, as this enforces the UE to implement different PDCP header processing mechanisms for SLRB and DRB respectively, which significantly increases UE implementation complexity.
We have big concerns on the issue identified in Observation 2 regarding radio resource efficiency and UE implementation complexity. To solve the issue, the following proposals are given:
Proposal 1: RAN2 to decide which of the two options is adopted to deal with the “excessive long Key ID” issue as identified in Observation 1&2:
· Option 1: no Key ID is carried in NR V2X SLRB PDCP header for simplification;
· Option 2: 1 bit indicator is carried in NR V2X SLRB PDCP header to distinguish the old or new security context.
Proposal 2：If RAN2 think the issue is more related to security design and an enquiry to SA3 is needed, send LS to SA3 from RAN2 perspective on radio resource efficiency concern and UE complexity concern to include the 16 bits Key ID in the PDCP header, and ask them for potential guideline.
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