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Introduction
Security issues related to configuring periodic uplink resource allocation towards UE from base station without AS security enabled is one of the pending open issue for PUR functionality in Rel-16. Post-e-mail-discussion-46 also included this as one of discussion point. Many companies indicated that the security issues of PUR-CP scenario needs to be discussed further. We provide our observations and proposals for this open issue.
Discussion 
When control plane solution is configured for NB-IoT UE, the AS security is not activated. The RRC Signaling messages for D-PUR will include information about the semi static resource allocation for uplink transmission including the physical layer resource location for the same. If the signaling messages are sent without AS security, the resource reservation information will also be known to any UE monitoring the radio interface signaling and thus increases the possibility of security attacks for the uplink transmission. It is also possible for triggering scheduled uplink transmissions at UE from fake base station using these configurations. 
Prior to Rel-16, CP case, the resource allocation for uplink transmissions are controlled by network via connected mode scheduling for individual transmission. Single RRC message providing resource allocation for multiple uplink transmissions without security was not supported in Rel-16.
Observation 1 :Rel-16 connected mode transmission is controlled for individual transmissions. So there is no major impact of security issues in Rel-16 control plane solutions.
Observation 2: Configuration of D-PUR via RRC signaling for CP solution is vulnerable for security threads for the uplink transmission over the preconfigured resources.
Another security issue related to providing the PUR configuration without AS security, will lead to fake UE aware of uplink transmissions of valid UE by eavesdropping the downlink RRC message containing PUR configuration. The fake UE may create interference or attempt to send packets using these occasions which may result in denial of service. Eventhough similar scenario possible for normal transmissions, the fake UE may need more efforts in those case. In this scenario, knowing the exact transmission moments to the fake UE makes the scenario more vulnerable than current system.

Observation 3: Configuration of D-PUR via RRC signaling for CP solution may also lead to DoS attack by fake UE by knowing the PUR occasions.
One possible solution for this situation is to activate the D-PUR configuration from MME via S1 Interface signaling and MME becomes responsible for communication of D-PUR configuration towards UE. In this case MME also provides additional information towards ENB for ENB to create UE-Context for D-PUR resources for further data forwarding via D-PUR resources. This option requires additional NAS level impacts to include D-PUR related messages within NAS PDU.
In case of MME controlled D-PUR configuration, for every RRC Reconfiguration related to D-PUR additional signaling towards MME is required. Dynamic Reconfiguration or Release of D-PUR will require additional signaling procedure towards MME and with UE in this configuration. Moreover, with this solution radio resource management for D-PUR is handled by CN element which is against the functional split across network elements within network architecture.
Observation 4: D-PUR Configuration signaling included in NAS PDU as security solution for D-PUR configuration involves additional inter node signaling and increases the processing overhead at core network for radio resource management activities.
Above observations are based on possible issues from RAN2 perspective. We think that further analysis on this scenario from SA3 perspective is needed. Based on SA3 analysis further solution at SA3/RAN2 needs to be considered.
Proposal 1: RAN2 send LS to SA3 to further analyze security issues associated with D-PUR resource allocation scenario for control plane solution
3 Summary
We analyze the security aspects of the RRC Signaling procedure related to D-PUR configuration for UE in case of CP solution and make the following observations and proposals.
Observation 1 :Rel-16 connected mode transmission is controlled for individual transmissions. So there is no major impact of security issues in Rel-16 control plane solutions.
Observation 2: Configuration of D-PUR via RRC signaling for CP solution is vulnerable for security threads for the uplink transmission over the preconfigured resources.
Observation 3: Configuration of D-PUR via RRC signaling for CP solution may also lead to DoS attack by fake UE by knowing the PUR occasions.
Observation 4: D-PUR Configuration signaling included in NAS PDU as security solution for D-PUR configuration involves additional inter node signaling and increases the processing overhead at core network for radio resource management activities.
Proposal 1: RAN2 send LS to SA3 to further analyze security issues associated with D-PUR resource allocation scenario for control plane solution
4 Reference
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