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1. Introduction
In email discussion [Post109e #11] Resolving open issues for DAPS, companies were asked questions on the support of RoHC context continuity for DAPS without key change [1].
Question 2.3-5-1: do you agree that “for DAPS DRBs, the same RoHC context shall be applied for both the source and target link when DAPS handover is performed without key change”? 
As Ericsson pointed out in their input, there is a security issue for the case of DAPS HO with security key maintained, due to the transmission of packets with different content but the same COUNT value and security key.
As security issue is always of great importance in a wireless communication system, in this contribution, we provide further detailed analysis on this security issue and potential solutions for it. 
2. Discussion
According to the current agreed CR [2], after uplink data switch, the UE retransmits a PDCP SDU unacknowledged by the source cell RLC entity to the target cell by performing header compression using the RoHC instance associate to the target. 

	For DAPS bearers, when upper layers request uplink data switching, the transmitting PDCP entity shall:
-	for AM DRBs, from the first PDCP SDU for which the successful delivery of the corresponding PDCP Data PDU has not been confirmed by the RLC entity associated with the source cell, perform retransmission or transmission of all the PDCP SDUs already associated with PDCP SNs in ascending order of the COUNT values associated to the PDCP SDU prior to uplink data switching to the RLC entity associated with the target cell as specified below:
-	perform header compression of the PDCP SDU using ROHC as specified in the clause 5.7.4;
-	perform integrity protection and ciphering of the PDCP SDU using the COUNT value associated with this PDCP SDU as specified in the clause 5.9 and 5.8;
-	submit the resulting PDCP Data PDU to lower layer, as specified in clause 5.2.1.



As separate RoHC instances are used for the packet transmitted to the source and the packet with same COUNT value transmitted to the target, the header compression results may be different, which leads to PDCP PDU with different data content ciphered by the same security key using the same COUNT value. This will lead to key stream re-use issue, i.e. by taking the XOR of the encrypted UL packet sent on the source and target cell, an attacker can learn information about the contents of the UL packet. 
Additionally, for the downlink transmission, besides retransmission packets, the duplicated transmission of packets by the source and target may also leads to the same security issue. 
Observation 1: For DAPS with key unchanged, there is security issue due to the transmission of UL/DL PDCP PDU with different data content ciphered by the same security key using the same COUNT value. 
As security is of great importance to a wireless communication system, the security issue for DAPS HO with security key unchanged should be fixed by RAN2.
Proposal 1: RAN2 shall fix the security issue for DAPS with security key unchanged.

There are several possible solutions proposed in the email discussion.
Several companies propose to support RoHC context continuity for DAPS HO without security change, so as to ensure the consistency of header compression results of the source and target. However, in our understanding, even with RoHC context continuity, it is still not able to ensure the header compress result of the target RoHC instance for a retransmission packet is exactly the same as the one that is compressed by the source RoHC instance during its first transmission. This is because the RoHC context transmitted to the target RoHC instance may have changed compared to the one that is used when compress the first transmission packet by the source.
Observation 2: Support of RoHC context continuity is not able to fix the security issue for DAPS with security unchanged.
Another solution proposed is to use IR packets for both source and target side during DAPS. However, this solution doesn’t work for all cases. For example, the packets need retransmission may have been compressed by the source RoHC instance not using IR mode before DAPS configuration is received.
Observation 3: Using IR packets for both source and target during DAPS is not able to fix all the cases with security issue for DAPS with security unchanged

For legacy handover without key change, instead of performing PDCP re-establishment, which requires key update and retransmitting of PDCP SDU, PDCP recovery shall be performed. And PDCP PDU is retransmitted in the PDCP recovery procedure, which means there is no need to perform compression, ciphering and integrity protection to the SDU again to generate a new PDU.
Similarly, for DAPS without key change, one straightforward solution to fix this issue would be to retransmit unacknowledged PDCP PDU to the target directly. In this way, the security issue caused by retransmitted data can be avoided
[bookmark: _GoBack]Proposal 2: To avoid the security issue for DAPS with security unchanged, the PDCP entity shall retransmit unacknowledged PDCP PDU to the target cell directly.

For the downlink transmission, the network shall also ensure the same packet content for the retransmission case and duplicate transmission case. For example, the network can use IR packets for both source and target during DAPS.
Proposal 3: For downlink transmission, the network shall also ensure the same packet content for the retransmission case and duplicate transmission case to avoid security issue for DAPS with security unchanged.
3. Conclusion
In this contribution, we provide further detailed analysis on security issue of DAPS without security key change and the potential solution, and have the following observation and proposals:
Observation 1: For DAPS with key unchanged, there is security issue due to the transmission of UL/DL PDCP PDU with different data content ciphered by the same security key using the same COUNT value. 
Observation 2: Support of RoHC context continuity is not able to fix the security issue for DAPS with security unchanged.
Observation 3: Using IR packets for both source and target during DAPS is not able to fix the security issue for DAPS with security unchanged.
Proposal 1: RAN2 shall fix the security issue for DAPS with security key unchanged.
Proposal 2: To avoid the security issue for DAPS with security unchanged, the PDCP entity shall retransmit unacknowledged PDCP PDU to the target cell directly.
Proposal 3: For downlink transmission, the network shall also ensure the same packet content for the retransmission case and duplicate transmission case to avoid security issue for DAPS with security unchanged.
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