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Introduction
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]On the last RAN2 meeting, regarding to the V2X PDCP, the following agreements were reached:
Agreements on PDCP: 
1: 	Capture which SLRB need confidentiality protection in TS 38.331. The specific functionalities for confidentiality protection (e.g. parameters needed, procedures, etc.) are captured in TS 38.323.
2:	Capture which SLRB need integrity protection in TS 38.331. The specific functionalities for integrity protection (e.g. parameters needed, procedures, etc.) are captured in TS 38.323.
3:	For SL DRBs of groupcast and broadcast, the MAC-I field is not present.
4:	For SL DRBs of unicast, if the integrity protection is not configured, the MAC-I field is not present.
5:	For the first PC5 Signalling, i.e., Direct Communication Request, the MAC-I field is not present.
6:	Except for Direct Communication Request, the MAC-I field is always present in the PDCP format for other PC5 Signallings and SL RRC signallings.
7:	The D/C field is not present and the corresponding bit is present as a Reserved bit in data PDU format for groupcast and broadcast.
8:	4 different LCIDs are allocated for the following SL SRBs:
	- The PC5-S signalling that is not protected, e.g., Direct Communication Request.
	- The PC5-S signalling to activate security, i.e., Direct Security Mode Command and Direct Security Mode Complete.
	- Other PC5-S signallings that are protected.
	- PC5-RRC signallings that are protected.
9: 	Add the following note in 38.323.
	“NOTE: As the PC5-S message which activates the integrity protection function is itself integrity protected with the configuration included in this PC5-S message, this message needs first be decoded by upper layer before the integrity protection verification could be performed for the PDU in which the message was received.”
10: 	Capture one Note that it’s up to UE implementation to select HFN for RX_NEXT as such that initial value of RX_DELIV should be a positive value.
11:	Change the previous agreement for SDU type in NR sidelink from 2-bits to 3-bits.
12:	The PDCP SN size of Direct Communication Request message is 18 bits.

There are still some remaining issues which need to be further studied, listed below:
· Issue 1: How to design the data PDU formats for SL unicast?
· Issue 2: How is the LCID used as input for the integrity and ciphering algorithms?
· Issue 3: Whether the PDCP re-establishment and status report should be supported or not?
· Issue 4: What is the length of bits for PDU type?
· Issue 5: How to design the control PDU formats for SL unicast?
Discussion
Data PDU formats for SL unicast
In SA3 reply LS [1], SA3 mentioned that the 16-bit Key ID shall be carried in the PDCP header, along with any 32-bit MAC that is needed for integrity protection. In SA3 TS 33.536 [2], in section 5.3.3.1.5.4, it mentions that the key ID shall be set to KNRP-sess ID. Thus, we can design the data PDU formats based on the above SA3 agreements as below:


Figure 1: PDCP Data PDU format for SLRBs for unicast with 12 bits PDCP SN


Figure 2: PDCP Data PDU format for SLRBs for unicast with 18 bits PDCP SN

[bookmark: _Ref19032198][bookmark: _Ref37338932]Proposal 1: Suggest RAN2 capturing the  PDCP data PDU formats for sidelink unicast which are shown in Figure 1 and Figure 2 into TS38.323.

LCID usage for integrity and ciphering algorithms
In SA3 reply LS [1], SA3 confirmed that there shall be a 5-bit input for the security algorithms and the triple (Key, Bearer, Counter) are only used once in order to avoid key stream reuse. SA3 ask RAN2 to decide how 5-bit input is derived from a particular LCID.
In 38.321 V2X CR [3], the values of LCID for SL-SCH are specified in the following Table 1. The values of LCID for SL SRBs and DRBs are from 0 to 19. Thus, using the 5 least significant bits of LCID can differentiate the SL SRBs and DRBs which can satisfy the SA3 properties. Therefore, we propose to use the 5 least significant bits of LCID as input to the ciphering/integrity algorithms and send LS to inform SA3.
Table 1 Values of LCID for SL-SCH
	Index
	LCID values

	0
	SCCH carrying PC5-S messages that are not protected

	1
	SCCH carrying PC5-S messages "Direct Security Mode Command" and "Direct Security Mode Complete"

	2
	SCCH carrying other PC5-S messages that are protected

	3
	SCCH carrying PC5-RRC messages

	4-19
	Identity of the logical channel

	20-61
	Reserved

	62
	Sidelink CSI Reporting

	63
	Padding



[bookmark: _Ref37338948]Proposal 2: From RAN2 perspective, the 5 least significant bits of LCID can be used as 5-bit input to the ciphering/integrity algorithms.
[bookmark: _Ref37338951]Proposal 3: Reply LS to SA3 to inform RAN2 preference on LCID usage for integrity and ciphering algorithms.

PDCP re-establishment and status report
For NR SL, whether PDCP re-establishment should be supported was discussed in the last meeting during the offline discussion [4]. Some companies thought PDCP re-establishment is needed for security key refresh, and LS was sent to SA3 to ask whether the re-keying procedure should be introduced for NR V2X unicast [5].
In SA3 TS 33.536 [2], the re-keying procedure is specified in Section 5.3.3.1.4.4. The re-keying operation shall be done before the counter for a PDCP bearer repeats with the current keys. A re-keying operation shall refresh the KNRP-sess and NRPEK and NRPIK. The KNRP-sess ID is carried in the PDCP header. NRPEK and NRPIK are used in the integrity and ciphering algorithms. Thus, we propose to support PDCP re-establishment as for security re-keying operation.
Regarding to the status report, if PDCP re-establishment is supported, status report should also be supported to maintain loss-less and in-order delivery.
[bookmark: _Ref37338954]Proposal 4: PDCP re-establishment and status report are supported in SL unicast.

Length of bits for PDU type and control PDU formats for SL unicast
As analysis in the above section, the status report is supported. Thus, for SL unicast, there are two control PDUs, one is PDCP status report and the other is interspersed ROHC feedback. Thus, similar as Uu, using 3 bits PDU type is preferred in order to reuse the Uu control PDU formats for SL unicast.
[bookmark: _Ref37338958]Proposal 5: The length of PDU type is 3 bits.
[bookmark: _Ref37338961]Proposal 6: The control PDU formats for Uu can be reused for SL unicast.

Conclusion
According to the above discussion, the proposals for PDCP in NR V2X SL communications are as follows:
Proposal 1: Suggest RAN2 capturing the  PDCP data PDU formats for sidelink unicast which are shown in Figure 1 and Figure 2 into TS38.323.
Proposal 2: From RAN2 perspective, the 5 least significant bits of LCID can be used as 5-bit input to the ciphering/integrity algorithms.
Proposal 3: Reply LS to SA3 to inform RAN2 preference on LCID usage for integrity and ciphering algorithms.
Proposal 4: PDCP re-establishment and status report are supported in SL unicast.
Proposal 5: The length of PDU type is 3 bits.
Proposal 6: The control PDU formats for Uu can be reused for SL unicast.
Regarding to the above proposal 1/4/5/6, the corresponding CR for 38.323 is provided in [6].
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