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1 Introduction

This paper discuss remaining open issues in PDCP layer for NR sidelink. In this paper we will address following open issues:
Open issue1: PDCP re-establishment triggered by NR sidelink rekeying procedure
Open issue2: a security issue i.e. the 5 bits of LCID
Open issue3: PDCP PDU format for unicast
2 Discussion
2.1 PDCP re-establishment

At last RAN2 meeting it was proposed to exclude PDCP re-establishment without considering PC5 rekeying procedure. Now SA3 agreed security procedure including rekeying procedure in SA3 specification 33.536v0.2.0 in [1], although it is not explicitly indicated in LS from SA3 [2]. Here is the rekeying procedure exported from [1]:
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Figure 5.3.3.1.4.4-1: Security establishment during rekeying
For UE_1, similar to Uu interface, it need re-establish PDCP entity after receiving DSMC for rekeying purpose because security key is changed. For UE_2, it should re-establish PDCP entity after transmitting DSMC message due to same reason.

In section 5.2.1 in [3, 38.323], compression and decompression will be reset upon PDCP re-establishment which is only applicable for SDU type = IP. It should be explicitly captured in 38.323.

Proposal1: PDCP re-establishment is also applicable for PC5 PDCP entity with exception that (de) compression operation is only applied for PDCP SDU whose type is IP.
Normally PDCP re-establishment trigger will be captured in the protocol layer where it is triggered. Over Uu interface PDCP re-establishment trigger is captured in RRC spec. While over PC5 interface PDCP re-establishment is only triggered by rekeying procedure which is in V2X layer but not RRC layer. So the right place to capture the trigger is V2X layer.
Proposal2: to capture the PDCP re-establishment trigger in V2X layer
Proposal2a: send a LS to SA3 to capture the PDCP re-establishment in V2X layer
2.2 Security issue
RAN2 inform SA3 in LS R2-2001980 that “Moreover, RAN2 already agreed LCID is 6 bits for NR V2X, and PDCP SN and HFN are aligned between UEs for V2X unicast”. SA3 answered in LS S3-200187 as following:

There shall be a 5-bit input for the security algorithms and the triple (Key, Bearer, Counter) are only used once in order to avoid key stream reuse. SA3 kindly ask RAN2 to take the information into account to decide how 5-bit input is derived from a particular LCID as long as the above properties are satisfied
In order to meet the condition SA3 raises, the total number of SLRB shall be less than 32. RAN2#106 meeting agreed that “Number of LC id for SL DRB (for a given destination id) is 16” which is captured in table 6.2.x-1 in endorsed MAC CR R2-2001969. So in this R16 the MSB is always 0, hence LSB 5bits is sufficient. Actually in future as long as the total number of SLRB is less than or equal to 32, then UE can always configure SLRB whose LSB is different. For example UE can avoid configuring DRB with LCID=32 because its LSB 5 bit is the same as LCID=0.
Proposal3: LSB 5 bits of LCID is input for security algorithm

SA3 has agreed the parameters input for security algorithm in S3-200348. In addition some of the terminology in terms of key is also changed. These changes including LSB 5 bits of LCID as BEARER should be clarified in PDCP layer.
Proposal4: to clarify parameters as input for security algorithm in PDCP layer
2.3 PDCP format
SA3 answered in LS [2] that “The 16-bit Key ID shall be carried in the PDCP header, along with any 32-bit MAC that is needed for integrity protection”. Based on RAN2 agreement at last meeting, the parameters for PDCP PDU are collected in following table:
	
	SN size (bits)
	MAC-I (32bits)
	KNPR-sess ID (16bits)
	C/D(1bit)
	SDU type(3 bits)
	PDU type(2bits)

	Broacast/groupcast
	18
	N
	N
	N
	Y
	N

	Broacast,SRB
	18
	N
	N
	N
	N
	N

	Unicast, SRB
	12
	Y
	Y
	N
	N
	N

	Unicast, DRB
	12
	Optional
	Y
	Y
	Y
	Y

	Unicast, DRB
	18
	Optional
	Y
	Y
	Y
	Y


Table 2.3-1 parameter for PDCP PDU format
For the PDCP PDU format for broadcast and groupcast is captured in the endorsed PDCP CR R2-2002234. The parameter SDU type doesn’t mean anything for sidelink SRB carrying the unprotected PC5-S message (e.g. Direct Communication Request). So it should be further clarified that SDU type is not applicable for sidelink SRB carrying Direct Communication Request.
Proposal5: to further clarify that SDU type is not applicable for sidelink SRB carrying the unprotected PC5-S message (e.g. Direct Communication Request)

The length of COUNT is 32 bits which supposes to consist of KNPR-sess ID and PDCP SN. But PDCP SN is of 12 bits or 18 bits while KNPR-sess ID is 16 bits, so it is not clear how to build the COUNT based on these two parameters. Nevertheless this is a SA3 issue. From RAN2 point of view both KNPR-sess ID and PDCP SN should be part of the PDCP PDU. Here are the PDCP formats for SL SRB:
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Figure 2.3-1 PDCP PDU format for sidelink SRB

Here are the PDCP formats for unicast SL DRB (SN=12 and 18 bits):
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Figure 3.2-2 PDCP PDU for SL DRB with SN=12 bits and 18 bits

Here are the PDCP PDU format for control PDU for ROHC feedback:
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Figure 3.2-3 PDCP PDU format for control PDU for ROHC feedback
Proposal6: agree on PDCP PDU format in figure 3.2-1/2/3/4 and Figure 3.2-3
3 Conclusion
Proposal1: PDCP re-establishment is also applicable for PC5 PDCP entity with exception that (de) compression operation is only applied for PDCP SDU whose type is IP.

Proposal2: to capture the PDCP re-establishment trigger in V2X layer
Proposal2a: send a LS to SA3 to capture the PDCP re-establishment in V2X layer
Proposal3: LSB 5 bits of LCID is input for security algorithm

Proposal4: to clarify parameters as input for security algorithm in PDCP layer
Proposal5: to further clarify that SDU type is not applicable for sidelink SRB carrying the unprotected PC5-S message (e.g. Direct Communication Request)

Proposal6: agree on PDCP PDU format for unicast in figure 3.2-1/2/3/4 and Figure 3.2-3
4 Reference 
[1] S3-200347 Proposed text for security establishment clause of NR PC5 unicast security
[2] R2-2002541 LS reply to RAN WG2 LS on NR V2X Security issue and PDCP SN size 

1/4


...
PDCP SN
Data
R
KNPR-sess ID

Oct 1
Oct 2
R
R
R
MAC-I
MAC-I(cont.)
MAC-I(cont.)
MAC-I(cont.)
Oct N-3
Oct N-2
Oct N-1
Oct N
PDCP SN (cont.)
KNPR-sess ID
KNPR-sess ID



...
Data
D/C

Oct 1
Oct 2
Oct 3
SDU type
MAC-I(optional)
MAC-I(cont.)(optional)
MAC-I(cont.)(optional)
MAC-I(cont.)(optional)
Oct N-3
Oct N-2
Oct N-1
Oct N
PDCP SN (cont.)
PDCP SN
KNPR-sess ID
PDCP SN (cont.)
KNPR-sess ID
R
R
KNPR-sess ID
Oct 4
Oct 5
Oct 6



...
Data
D/C

Oct 1
Oct 2
Oct 3
SDU type
MAC-I(optional)
MAC-I(cont.)(optional)
MAC-I(cont.)(optional)
MAC-I(cont.)(optional)
Oct N-3
Oct N-2
Oct N-1
Oct N
PDCP SN
R
KNPR-sess ID
R
R
R
PDCP SN (cont.)
KNPR-sess ID
KNPR-sess ID
R
R
R
R
Oct 4
Oct 5
Oct 6




Oct 1
Oct 2
SL PDU type
R
R
D/C
R
R
R
Interspersed ROHC feedback



_1643630752.vsd
6. Delete old security when signalling message protected with new security context is recieved
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