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1
Introduction

In this contribution, we discuss the following PDCP remaining issues:
- 1) LCID used as input for security algorithm;
- 2) PDCP PDU format for unicast;
Discussion

2.1 LCID used as input for security algorithm
In RAN2#108, RAN2 send LS to SA3 to ask SA3 to provide the required AS fields/parameters about AS ciphering and integrity protection. In SA3#98e, SA3 has replied the LS to inform RAN2 of the progress on V2X security issues, which is cited below [1].  
	SA3 thanks RAN2 for its LS S3-200057/R2-1916467 on NR V2X Security issue and PDCP SN size and making SA3 aware of the agreements and progress on PDCP SN size in RAN2.
Regarding the question on security related fields used in AS layer, at the V2X PDCP layer, only regular PDCP fields are expected (e.g. MAC-I), no new fields required. Specifically, SA3 would like to provide the following security related information that RAN2 may need:

The 16-bit Key ID shall be carried in the PDCP header, along with any 32-bit MAC that is needed for integrity protection.

There shall be a 5-bit input for the security algorithms and the triple (Key, Bearer, Counter) are only used once in order to avoid key stream reuse. SA3 kindly ask RAN2 to take the information into account to decide how 5-bit input is derived from a particular LCID as long as the above properties are satisfied.
In the future, SA3 will inform RAN2 of the progress of its related work.


According to SA3’s LS, there will be a 5-bit input (i.e. Bearer[0] to Bearer[4]) for the security algorithms and how the 5-bit input is derived from LCID is decided by RAN2. Based on the previous RAN2 agreements and the Table of LCID values used for SL-SCH in [2], LCID is a 6-bit identifier. Only values 0 to 19 are used for SL SRBs and DRBs, which may need AS ciphering and/or integrity protection. The rest values are reserved or used for MAC CE or padding. Therefore, the LSB 5bits of LCID can be used as the 5-bit input (i.e. Bearer[0] to Bearer[4]) for the security algorithms. 
Table 1 Values of LCID for SL-SCH
	Index
	LCID values

	0
	SCCH carrying PC5-S messages that are not protected

	1
	SCCH carrying PC5-S messages "Direct Security Mode Command" and "Direct Security Mode Complete"

	2
	SCCH carrying other PC5-S messages that are protected

	3
	SCCH carrying PC5-RRC messages

	4-19
	Identity of the logical channel

	20-61
	Reserved

	62
	Sidelink CSI Reporting

	63
	Padding


Proposal 1: RAN2 agrees that the LSB 5 bits of LCID is used as the 5-bit input (i.e. Bearer[0] to Bearer[4]) for the security algorithms.

Since the parameters required by PDCP are provided by upper layer and how the BEARER is set (the mapping of LCID to BEARER) is captured in TS 33.536 [3], RAN2 shall send an LS to SA3 to inform them of the agreements RAN2 made, that the LSB 5 bits of LCID is used as the 5-bit input for security algorithms. The draft LS is provided in [4].
	5.3.3.1.5.3 
Confidentiality protection

UEs shall implement NEA0, 128-NEA1 and 128-NEA2 and may implement 128-NEA3 for ciphering of one-to-one traffic. The algorithm identifiers from clause 5.11.1.1 of TS 33.501 [6] are reused for PC5-S, PC5-RRC, and PC5-U.

These ciphering algorithms are as specified in TS 33.501 [6] and are used with the following modifications;

-
The key used in NRPEK;

-
Direction is set as for integrity protection (see 5.3.3.1.5.2);

-
Bearer[0] to Bearer[4] are set based on the LCID;

Editor’s note: The exact mapping of LCID to Bearer is FFS.

-
COUNT[0] to COUNT[31] are filled with counter value. 


Proposal 2: RAN2 sends an LS to inform SA3 of the agreements RAN2 made, that the LSB 5 bits of LCID is used as the 5-bit input for the security algorithms. The draft LS is provided in [4].
2.2 PDCP PDU format for unicast
Based on SA3’s LS [1] cited above, 

- “at the V2X PDCP layer, only regular PDCP fields are expected (e.g. MAC-I), no new fields required.” 

- “The 16-bit Key ID shall be carried in the PDCP header, along with any 32-bit MAC that is needed for integrity protection.”

PDCP header may include a 16-bit Key ID, PDCP SN and 32-bit MAC-I for AS ciphering and integrity protection for SL unicast. According to TS 33.536, the 16-bit Key ID is KNRP-sess ID, which identifies the 256-bit KNRP-sess.
	5.3.3.1.5.4 
Content of the PDCP packet

The Key ID and least significant bits of the counter are carried in the PDCP header, along with any MAC that is needed for integrity protection. The key ID is used to signal which security context is being used and shall be set to KNRP-sess ID.  
This is illustrated in Figure 5.3.3.1.4.4-1.
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Figure 5.3.3.1.4.4-1: Security parameters in the PDCP header for one-to-one communications


Based on above information and RAN2 agreements,

- For SL unicast, only 12bits pdcp-SN-Size is used for the SL SRB including SL SRBs which carrying PC5 Signalling and PC5 RRC message.

- For SL unicast, 12bits and 18bits pdcp-SN-Size are used for the SL DRB.
PDCP PDU formats for SL SRBs and SL DRBs for unicast are provided in CR [5]. In addition, some minor corrections are provided.
Proposal 3: RAN2 to agree the PDCP CR [5].
3
Conclusion
In this contribution, UE behaviour upon PC5-RRC connection release and PC5 AS configuration failure were discussed. And we have the following observations and proposals:

Proposal 1: RAN2 agrees that the LSB 5 bits of LCID is used as the 5-bit input (i.e. Bearer[0] to Bearer[4]) for the security algorithms.

Proposal 2: RAN2 sends an LS to inform SA3 of the agreements RAN2 made, that the LSB 5 bits of LCID is used as the 5-bit input for the security algorithms. The draft LS is provided in [4].
Proposal 3: RAN2 to agree the PDCP CR [5].
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