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1 Brief scope
This document aims at collecting companies’ views regarding the open issues for DAPS RRC, as summarized in [19]. 

	· [AT109e][210][MOB] RRC procedural issues and remaining open items for DAPS CP (Huawei)
Scope: 

· Agreeing on the proposals as per R2-2002033 and any topics identified in 108#66 (R2-2000461).

· Discuss open items as per R2-2002033 and R2-2000461 to seek companies feedback on open issues of RRC for DAPS.

Intended outcome: 

· Proposals with consensus that can be incorporated (if needed) in the running CR(s) (aim to agree to those over email)

· List of remaining open issues that need to be pursued in next meeting (if any).  

· Issues that should no longer be pursued 


Deadline for providing comments and for rappporteur inputs:  

· Companies input: Thursday, Feb. 27th 3:00 CET 

· Rapporteur proposals (including CR changes): Friday, Feb. 28th 12:00 CET 

· Comments on proposals: Monday March 2nd by 17:00 CET   


2 Discussion

2.1 Agreements proposed to be agreed in this meeting

For non DAPS DRB handling in case of DAPS HO failure, the conclusion from the open issues email discussion 108#66 was [17]:

	Question 34
How to handle the non DAPS DRB upon DAPS HO failure?

· upon DAPS handover failure, UE reverts back to the original source configuration (including RLC and PDCP state, but do not re-establish PDCP and RLC) for the DRB that is not configured with DAPS. But further discussion is needed on whether the data stored in transmission and reception buffer for PDCP and RLC shall be kept.;
Proposal 28.
Upon DAPS handover failure, UE reverts back to the original source configuration (including RLC and PDCP state, but do not re-establish PDCP and RLC) for the DRB that is not configured with DAPS.

Further question 10a: Regarding the handling of the non DAPS DRB upon DAPS HO failure, whether the reverted PDCP/RLC state include data stored in transmission and reception buffers in PDCP and RLC entities?

There is slight majority that the reverted PDCP/RLC state include data stored in transmission and reception buffer in PDCP and RLC entities, Rapporteur would suggest to go for majority.

Proposal 44.
For non DAPS DRB, upon DAPS HO failure, the reverted PDCP/RLC state includes data stored in transmission and reception buffers in PDCP and RLC entities.


Since we already have a clear majority view, do companies think the following proposals based on the P28 and P44 in [17] can also be agreed?

Proposal S1_1: Upon DAPS handover failure, UE reverts back to the source configuration prior to the reception of the handover command (including RLC and PDCP state, but do not re-establish PDCP and RLC) for the DRB that is not configured with DAPS.

Proposal S1_2: For non DAPS DRB, upon DAPS HO failure, the reverted PDCP/RLC state includes data stored in transmission and reception buffers in PDCP and RLC entities prior to the reception of the handover command.

	Question 1: are Proposal S1_1 and S1_2 agreeable?

	Company
	Answer 

(Y or N)
	Comments

	MediaTek
	Y
	The proposals align with our understanding

	Intel
	Y
	So far re-establishment of the PDCP and RLC states of the DRBs can only be done when security key is changed. However it is not the case for fallback case for non-DAPS DRB. 

	Ericsson
	y
	

	Apple
	Y
	

	Nokia
	Y
	Fine with both proposals.

	Samsung
	Yes but
	If UE performs PDCP re-establishment for non-DAPS DRBs only when random access is successfully completed to the target, then it seems that we don’t need to specify what the reverted PDCP/RLC state is, i.e. UE suspends non-DAPS DRBs upon the reception of DAPS HO command, UE resumes non-DAPS DRBs at DAPS HO fallback, and UE only performs PDCP re-establishment for non-DAPS DRBs only when random access is successfully completed to the target. 

	OPPO
	No for S1_1, yes for S1_2
	We think PDCP re-establishment is still needed for UE to apply the source security keys.

	Sharp
	Y
	We have related comment in Question 3 and Question 11

	ZTE
	Yes but
	We think one main issue for the fall-back handling on non-DAPS DRBs is how to align PDCP/RLC state variables for non-DAPS DRBs on UE side and NW side (e.g. RLC SN will be reset during the RLC re-establishment, and also the PDCP SN for UM DRB during the PDCP re-establishment ). If the PDCP/RLC state variables can not be reset at the same time on both UE side and NW side (source side), then we prefer to revert the PDCP/RLC configuration without reestablishment of PDCP/RLC entities.

In addition, the reason we need the fallback operation is we process the “UP switching” of non-DAPS DRB once the handover command is received. Consider the source link in air interface will be maintained anyway, we don’t see the clear need to switch UP once the handover command is received. As another alternative, we have similar view with Samsung that the UP switching of non-DAPS DRB can be postponed until the successful of RACH procedure, in which case the fallback operation is not needed (only RRC re-establishment is allowed after the successful RA procedure in target link).

	LG
	No for S1_1, Yes for S1_2
	For S_1, the security key cannot be changed without PDCP Reestablishment.

	QC
	Yes but
	we prefer UE to perform PDCP/RLC re-establishment for target when RACH is successful. This is similar to what Samsung described above. 

When DAPS HO command is received, Source RLC/PDPC can be suspended until UE performs Re-establishment of PDCP/RLC when RACH is successful.

But with this approach, upon fallback to source cell for Non-DAPS DRBs, source PDCP/RLC variables will be maintained and same source data buffers can be maintained.

	vivo
	No
	Maybe we should firstly align our understandings on the non-DAPS DRB behaviours upon the reception of the DAPS handover command. According to the legacy handover procedure, the non-DAPS DRB re-establish its PDCP and RLC entity, when the UE starts synchronizing to the target cell. According to the legacy PDCP behaviour, the PDCP re-establishment would apply the new ROHC and apply the new key from the target configuration. This means that before initiating the RACH to the target cell, the security key has already been changed, as the RACH in the MAC is triggered after the RRC sends the ReconfigurationComplete message to the MAC. Then at the DAPS handover failure, the PDCP of the non-DAPS DRB is not using the source key. To revert back to the source key, the PDCP of the non-DAPS DRB needs to be re-established.

	Huawei, HiSilicon
	Yes
	


Based on P1 and P3 in [5], we could further clarify that the source configuration also includes SDAP (for NR) configuration and logical channel configuration.

Proposal S1_3: For non DAPS DRB, upon DAPS HO failure, the reverted source configuration also includes SDAP (for NR) configuration and logical channel configuration.

	Question 2: is Proposal S1_3 agreeable?

	Company
	Answer 

(Y or N)
	Comments

	MediaTek
	Y
	

	Intel 
	Y
	

	Ericsson
	Y
	

	Apple
	Y
	

	Nokia
	Y
	

	Samsung
	Y
	

	OPPO
	Y
	

	Sharp
	Y
	

	ZTE
	Y
	

	LG
	Y
	

	QC
	Y
	

	vivo
	Yes
	

	Huawei, HiSilicon
	Yes
	


Summary:

For Proposal S1_1, based on companies’ feedback and our online consensus below:

“Intent is to ensure UE reverts back source cell keys for non-DAPS DRBs.”

All participating companies agree the “revert back to source configuration (including RLC and PDCP state)” part, but still don’t reach a consensus on if PDCP re-establishment or suspend is needed. So we propose to agree the key part first.

Proposal 1: Upon DAPS handover failure, UE reverts back to the source configuration prior to the reception of the handover command (including RLC and PDCP state) for the DRB that is not configured with DAPS.

For Proposal S1_2, almost all participating companies answered Yes, so we propose:

Proposal 2: For non DAPS DRB, upon DAPS HO failure, the reverted PDCP/RLC state includes data stored in transmission and reception buffers in PDCP and RLC entities prior to the reception of the handover command.

For Proposal S1_3, all participating companies answered Yes, so we propose:

Proposal 3: For non DAPS DRB, upon DAPS HO failure, the reverted source configuration also includes SDAP (for NR) configuration and logical channel configuration.

2.2 Open items proposed to be further discussed in this meeting

non-DAPS DRB handling
In [16] one question is raised that for UM DRB if the data stored in transmission and reception buffers should be discarded. Since it may have impact on current consensus, we think it could be a proposal for further discussion.

DISC S1_1: RAN2 to discuss “If the data is reverted for non-DAPS DRBs, the data should be discarded for UM DRBs in order to transmit/receive a new data immediately.”
	Question 3: do you agree that “If the data is reverted for non-DAPS DRBs, the data should be discarded for UM DRBs in order to transmit/receive a new data immediately.”?

	Company
	Answer 

(Y or N)
	Comments

	MTK
	Y
	

	Ericsson
	N
	We prefer to have the same handling for UM and AM DRBs as far as possible. 

	Apple
	N
	Agree with Ericsson. We prefer the unified handling for UM and AM DRB. 

	Nokia
	N
	This proposal does not seem to be consistent with Q1 and Proposal S1_2 where we do not distinguish between UM and others DRBs…

	Samsung
	N
	No special handling is needed. For UM DRBs, the data should be discarded according to the PDCP discard timer as in legacy.

	OPPO
	Y
	For UM DRBs, we think data should be discarded.

	Intel
	N
	Agree with Ericsson. 

	Sharp
	Y, but
	Normally application layer for UM DRBs generate data for real-time communication. Therefore newest data from application layer should be transmitted immediately. In order to transmit the newest data, we propose:

a) discard PDCP and RLC buffers; or

b) re-establish PDCP and RLC, but keep PDCP state variables for security purpose.

If the same handling for UM and AM DRB is preferable, we also propose to apply the same handling also for AM DRB.

	ZTE
	N
	We prefer to have the unified handling for UM and AM DRBs.

	LG
	No
	

	QC
	No
	

	vivo
	?
	This depends on whether we re-use the PDCP re-establishment procedure.

	Huawei, HiSilicon
	N
	Agree with Ericsson.


Summary:

Support discarding old data for UM non DAPS DRB: MTK, OPPO, SHARP (3)
Don't support discarding old data for UM non DAPS DRB: Ericsson, Apple, Nokia, Samsung, Intel, ZTE, LG, QC, Huawei (9)
Since there is a clear majority, we propose:

Proposal 4: If the data is reverted for non-DAPS DRBs in case of DAPS HO failure, the data stored in transmission and reception buffers should NOT be discarded.
RLM/RLF
In [10] it emphasizes that re-establishment shall not be triggered due to source link RLF after successful RA and before the release of source link. 

DISC S2_1: RRC re-establishment shall not be triggered due to source link RLF after successful RA and before the release of source link.

	Question 4: do you agree that “RRC re-establishment shall not be triggered due to source link RLF after successful RA and before the release of source link”?

	Company
	Answer 

(Y or N)
	Comments

	MediaTek
	Y
	

	Intel
	Y
	We already agreed this. 

	Ericsson
	Y
	

	Apple
	Y
	

	Nokia
	Y
	Agree with Intel, this behaviour was already agreed,

	Samsung
	Y
	

	OPPO
	Y
	I don’t think we did explicitly agree this. The previous agreement is about “stopping source RLM”, but does not say whether source RLF will trigger re-establishment. Please direct me to the right agreements if I miss anything.
[Intel] Yes, the agreement is “6
After the successful completion of the RACH to the target cell and before the release of the source link, the UE does not keep the source link failure detection of the source link.”. As commented by VIVO in 108#66, “it has been discussed before, stopping RLM means that the UE does not start T310.” To my understanding, the intention of the agreements is, the UE shall not trigger the reestablishment due to source problem after successful DAPS HO. 

	Sharp
	Y
	

	ZTE
	Y
	

	LG
	Y
	

	QC
	Yes
	

	vivo
	Y
	This is already agreed.

	Huawei, HiSilicon
	Y
	


Summary:

All participating companies answered Yes, so we propose:

Proposal 5: RRC re-establishment shall not be triggered due to source link RLF after successful RA and before the release of source link.
How to indicate DAPS HO per DRB

It has been discussed in [17] that how to indicate DAPS HO per DRB, and two options are provided, i.e. top-level indication + lists of DAPS DRB (LTE CR) or indication in drb-ToAddModList (NR CR). The majority view is to adopt the NR CR way.

In [2] it discusses the two options and compare them from the RRC message size point of view. Since there is a clear majority view, we don’t think we need to re-open this discussion. But a further clarification may be needed as P3 in [2]:

DISC S3_1: If the DAPS configuration is included in DRB-ToAddMod, RAN2 should then clarify if it is part of the DRB configuration (i.e. not a “one-shot” parameter) and then can be configured prior to the handover.

	Question 5: do you agree that “If the DAPS configuration is included in DRB-ToAddMod, it is part of the DRB configuration (i.e. not a “one-shot” parameter) and then can be configured prior to the handover”?

	Company
	Answer 

(Y or N)
	Comments

	MediaTek
	N
	We support to have DAPS configuration included in DRB-ToAddMod since this procedure involves DRB modifications. However, we don’t think it’s a good idea to configure DAPS prior to handover command. If network does so, when should the UE transform normal PDCP to DAPS PDCP? Upon receiving daps-Config or upon receiving HO command?

	Intel
	N
	The network shall only configure it when performing DAPS HO, i.e. in the DAPS HO command. 

	Ericsson
	N
	The DAPS indication should be a one-shot-parameter as it is only relevant during the handover and should be set by target.

	Apple
	N
	DAPS configuration is only in the DAPS HO command which triggers the HO immediately. 

	Nokia
	N
	Agree with Intel. Fine to put it to drb-ToAddModList, but that should not be a part of DRB configuration before HO (i.e. such attribute is not assigned to all DRBs when they are established).

	Samsung
	N
	We have the same view with MediaTek and Intel.

	OPPO
	N
	We share the same view as Intel.

	ZTE
	N
	We share the same view with Intel.

	LG
	N
	We share the same view with Intel.

	QC
	No
	Same view as Intel and MediaTek

	vivo
	N
	Agree with MTK and Intel.

	Huawei, HiSilicon
	N
	Only for handover case.


Summary:

All participating companies answered No, and considering we already have the online agreement below:
· P19 only applies for HO case

We think we don’t need any new proposal.
reestablishPDCP applied for SRB

In the email discussion108#66 [17] it was discussed whether reestablishPDCP would be necessary for SRB in DAPS HO, and almost all companies commented it would not be necessary. However it is stated in [15] if AS security key update procedure is performed after reconfiguration with sync procedure, SRB PDCP entity for the target should be re-established at SRB addition/modification procedure to apply the new keys. 

It proposes to confirm which procedure is performed first in the actual implementation. If reconfiguration with sync procedure is performed before AS security key update procedure, it is proposed that SRB PDCP entity for the target should be re-established at SRB addition/modification procedure to apply the new keys. 

DISC S3_2: RAN2 should confirm whether AS security key update procedure is implemented before reconfiguration with sync procedure or not.

	Question 6: do you agree that “reconfiguration with sync procedure is performed before AS security key update procedure”?

	Company
	Answer 

(Y or N)
	Comments

	MediaTek
	N
	Our understanding is that the text in 5.3.5.3 should not be interpreted as “steps” for UE. If the RRCReconfiguration message includes both reconfigurationWithSync and masterKeyUpdate, a reasonable implementation is that UE derives the keys for target cell and applies the new keys. That is, AS security key update procedure is implemented before reconfiguration with sync procedure.

	Intel
	
	The UE should behave based on the order in the procedure. To solve the issue, we can change the CR to

We can move the setup of SRB for target into SRB modification section, and add in 5.3.5.3 as below, we also need to update PDCP to define a new PDCP establishment for SRB in DAPS; 

5.3.5.3
1>
if the RRCReconfiguration message includes the radioBearerConfig:

2>
perform the radio bearer configuration according to 5.3.5.6;

1>
else if dapsConfig is configured for any DRB:

2>
perform the SRB addition/modification according to 5.3.5.6.3;

     5.3.5.6.3
5.3.5.6.3
SRB addition/modification

The UE shall:

1> If dapsConfig is configured for any DRB:


2> for each SRB:

3>
establish a PDCP entity for the target as specified in TS 38.323 [5], with the same configuration and  state variables  as the PDCP entity for the source;

3> configure the PDCP entity with the ciphering algorithms according to securityConfig and apply the key (KRRCenc) associated with the master key (KgNB), as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;;

3>
configure the PDCP entity with the integrity protection algorithm according to securityConfig and apply the key (KRRCint) associated with the master key (KgNB), as indicated in keyToUse , i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

3>
establish an RLC entity or entities for the target, with the same configurations as for the source;

3>
establish the logical channel for the target PCell, with the same configurations as for the source;

2> suspend SRBs for the source ;

1>
for each srb-Identity value included in the srb-ToAddModList that is not part of the current UE configuration (SRB establishment or reconfiguration from E-UTRA PDCP to NR PDCP):

2>
establish a PDCP entity;

2>
if AS security has been activated:

============\\

So far, DRB handling for DAPS (setup) is also handled in reconfigurationWithSync section. We can do the same for DRB as SRB, i.e. move it to DRB add/modification section, and change the  condition to common for DRS/SRB as 

5.3.5.3
1> if the RRCReconfiguration message includes the radioBearerConfig or if dapsConfig is configured for any DRB:
2> perform the radio bearer configuration according to 5.3.5.6;

1> else if dapsConfig is configured for any DRB:

2> perform the SRB addition/modification according to 5.3.5.6.3;



	Ericsson
	Y
	We don’t think the UE implementer should need to figure out in which order different procedures should be called, it should follow the order in the specification. In the RRC specification the Reconfiguration with sync procedure (section 5.3.5.5.2) is called before AS security key update procedure (section 5.3.5.7).

	Apple
	Y
	It’s the order captured in the current spec. 

	Nokia
	N
	OK to move security key update before reconfigWithSync, to avoid another PDCP reestablishment for SRBs. But that should be clearly reflected in the specs.

	Samsung
	Y
	Our understanding is that this principle makes the specification change simpler. We don’t need to specify the continuity of state variables and we don’t need to introduce a new PDCP re-establishment just for DAPS SRB. 

Our suggestion is as follows (in high-level):

· Upon the reception of DAPS HO command, configure the PDCP entity of SRB to associate the RLC entity of the target.

· Only when the random access is successfully completed to the target, re-establish the PDCP entity of SRB if reestablishPDCP is configured. (Note that reestablishPDCP would be set if the security key update is needed(inter-node handover case), Otherwise(intra-node handover case), reestablishPDCP would not be set and do not re-establish the PDCP entity of SRB.)

· At DAPS fallback, configure the PDCP entity of SRB to associate the RLC entity of the source.

We think that the modelling of two separate SRBs (one is for the source and the other is for the target) makes the specification complicated.

Regarding Intel’s comment, we don’t want to define a new PDCP re-establishement procedure just for DAPS SRB, which is not aligned with the legacy principle that the security key is updated by PDCP re-establishment. 



	OPPO
	
	During DAPS HO, source SRB is suspended and PDCP for target SRB is established and target keys would be applied for the target SRB.

	Sharp
	Y
	

	ZTE
	Y
	It’s the order captured in the current spec.

For the handling of SRBs during DAPS HO, we have the following concerns:
Since the RACH procedure in handover is triggered by the arrival of new MAC SDU (the RRC reconfiguration complete message), we think the PDCP establishment/re-establishment for target SRB shall be processed first before the successful completion of RA procedure.

To maintain the state variables in source link, we prefer to maintain and suspend the PDCP/RLC entity for SRB in source link and establish new PDCP/RLC entity for target link. In case fallback operation is needed, then the UE reverts back to old PDCP entity for source link.

For the establishment of SRB PDCP entity for the target, we agree with Intel that the description of SRB establishment for target can be moved in the section 5.3.5.6.3 SRB addition/modification. Then the SRB PDCP entity can be established using the new key directly, in order to avoiding PDCP re-establishment for security key update.

	LG
	Y
	

	QC
	Y
	Follow the sequence specified in specification. Upon receiving DAPS HO command, UE will suspend source SRBs and target SRBs are configured by establishing target PDCP with target security key for Inter CU case. For Intra CU case, there is no need of PDCP anchor and no change of security key needed.

	vivo
	Y
	

	Huawei, HiSilicon
	Y
	It’s the order captured in the current spec.


DISC S3_3: If reconfiguration with sync procedure is performed before AS security key update procedure, SRB PDCP entity for the target should be re-established at SRB addition/modification procedure to apply the new keys.
	Question 7: if the answer to question 6 is “Yes”, do you further agree that “SRB PDCP entity for the target should be re-established at SRB addition/modification procedure to apply the new keys”?

	Company
	Answer 

(Y or N)
	Comments

	MediaTek
	
	(see Q6)

	Intel
	N
	We do not see the need to do PDCP reestablish in order to apply the new key. 

	Ericsson
	Y
	The problem arises because the DAPS running CR establishes the SRB PDCP entity in the Reconfiguration with sync procedure (section 5.3.5.5.2) which is called before the AS security key update procedure (section 5.3.5.7). Therefore the SRB PDCP entity is established with the source key instead of the target key.

To address the problem, we think the SRB PDCP entity should be re-established in the SRB addition/modification procedure (section 5.3.5.6.3) if the key is changed, as SHARP suggested. This is what we do for the non-DAPS DRBs in the DRB addition/modification procedure (section 5.3.5.6.5).

	Apple
	N
	The SRB in target cell is more like the new added SRB, so the reestablishment operation is not necessary. 

	Samsung
	N
	Please see the comments for Question 6 above. 

Only when the random access is successfully completed to the target, the PDCP entity of SRB should be re-established if reestablishPDCP is set.

	Sharp
	Y
	If security key is changed after reconfiguration with sync, when SRB PDCP for the target is established, the current (old) key is applied for the established SRB PDCP for the target. Therefore, if the security key is updated later, the SRB PDCP for the target should be re-established to apply the new key and initialize COUNT value (as in legacy HO).

	ZTE
	N
	See the comments to Q6 above.

	LG
	Y
	

	QC
	No
	There is no need for PDCP Re-establishment for target SRBs for either Intra CU, Inter CU case. Security key change needed for Inter CU case and this can be done when establishing PDCP for target SRB.

	Sharp
	Y
	If security key is changed after reconfiguration with sync, when SRB PDCP for the target is established, the current (old) key is applied for the established SRB PDCP for the target. Therefore, if the security key is updated later, the SRB PDCP for the target should be re-established to apply the new key and initialize COUNT value (as in legacy HO).

	Huawei, HiSilicon
	N
	We do not see the need to do PDCP reestablish in order to apply the new key


Summary:

No need to re-establish SRB PDCP entity for the target: MTK, Intel, Apple, Samsung, ZTE, QC, Huawei (7)
Need to re-establish SRB PDCP entity for the target: Ericsson, Sharp, LG, vivo (4)
Since this issue arises because the DAPS running CR establishes the SRB PDCP entity in the Reconfiguration with sync procedure (section 5.3.5.5.2) which is called before the AS security key update procedure (section 5.3.5.7), and there is still some concern about re-establishment of SRB PDCP. So we propose RAN2 to discuss RRC running CR rapporteur’s new CR change online first.

Proposal 6: RAN2 to discuss “move the setup of SRB for target from Reconfiguration with sync section into SRB modification section” in RRC running CR.
DAPS HO without Key change

In [17] all companies agreed key change is optional for DAPS HO, same as legacy HO. So one potential question raised in [14] may need to be clarified, i.e. for NR, the state variables of the target SRB PDCP should be set to the latest ones kept in the source SRB PDCP if security key is unchanged.
DISC S4_1: RAN2 discuss how to model “for NR, the state variables of the target SRB PDCP should be set to the latest ones kept in the source SRB PDCP if security key is unchanged”.

	Question 8: do you agree that “for NR, the state variables of the target SRB PDCP should be set to the latest ones kept in the source SRB PDCP if security key is unchanged”?

	Company
	Answer 

(Y or N)
	Comments

	MediaTek
	Y
	

	Intel 
	Y
	

	Ericsson
	Y
	The same also applies at fallback to source cell, i.e. the state variables used by the source SRB PDCP after fallback should be set to the latest ones kept in the target SRB PDCP entity.

	Apple
	Y
	

	Nokia
	Y
	

	Samsung
	Y
	However, we don’t need to specify it. It is just a modelling issue. Please see the comments for Question 6 above. 

	OPPO
	Y
	

	Sharp
	Y
	Upon receiving DAPS HO command, SRB PDCP (and RLC) for the target is established. But if the security key is unchanged, the state variables of the target PDCP entity shouldn’t be initialised and should keep the latest values of the state variables used at the source.

	ZTE
	Y
	

	LG
	Y
	If the update of the security key is not required, the PDCP re-establishment is not needed. In this case, since the PDCP re-establishment is not performed, the PDCP state variables are maintained.

	QC
	Yes
	This is the case for Intra CU HO (no change of PDCP anchor)

	vivo
	Y
	

	Huawei, HiSilicon
	Y
	


Summary:

All participating companies answered Yes, so we propose:

Proposal 7: for NR, the state variables of the target SRB PDCP should be set to the latest ones kept in the source SRB PDCP if security key is unchanged.
Also in [18] more related operations are mentioned, the key information is if key isn’t changed during DAPS HO, PDCP COUNT and ROHC context should also be maintained. The following proposals can be further discussed online for aligned understanding, the detail can be discussed in the corresponding email discussions.

DISC S4_2: RAN2 discuss “ for DAPS DRBs, the same RoHC context shall be applied for both the source and target link when DAPS handover is performed without key change”.

	Question 9: do you agree that “ for DAPS DRBs, the same RoHC context shall be applied for both the source and target link when DAPS handover is performed without key change”?

	Company
	Answer 

(Y or N)
	Comments

	MediaTek
	Y
	

	Intel
	No
	Do not see the need to distinguish key change/without key change. 

	Ericsson
	Y
	

	Apple
	Y
	

	Nokia
	N
	We also do not understand why ROHC context behaviour should be changed when security key is kept.

	Samsung
	No
	In general, the ROHC context would be the same for intra-node handover. However, we need to note that it would be implemented by configuration of drb-ContinueROHC. 

Our understanding is that we already agreed not to use the configuration of drb-ContinueROHC for DAPS handover. 

In this respect, we have the same view with Intel.



	OPPO
	NO
	We don’t understand why ROHO context is impacted by key change/no key change.

	Sharp
	Y
	

	ZTE
	N
	Share the same view with Intel and Samsung.

	LG
	Y
	

	QC
	Yes
	This is the case for Intra CU, Inter DU HO (no change of PDCP anchor). When PDCP anchor does not change, there is no need of changing security key and ROHC as well. ROHC continuity is not supported for Inter CU DAPS HO.

	vivo
	No
	We see no reason to bind this two functions together.

	Huawei, HiSilicon
	Y
	If it is for intra-CU handover, ROHC can be maintained.


Summary:

No need to apply same RoHC context: Intel, Nokia, Samsung, OPPO, ZTE, vivo (6)
Need to apply same RoHC context: MTK, Ericsson, Apple, Sharp, LG, Huawei (6)
Since there is no consensus, we propose RAN2 to continue online discussion.

Proposal 8: RAN2 discuss “ for DAPS DRBs, the same RoHC context shall be applied for both the source and target link when DAPS handover is performed without key change”.
DISC S4_3: RAN2 discuss “ for SRBs and non-DAPS DRBs, the PDCP COUNT is maintained when DAPS HO without key change and also at fallback to source cell when DAPS handover is performed without key change”.

	Question 10: do you agree that “ for SRBs and non-DAPS DRBs, the PDCP COUNT is maintained when DAPS HO without key change and also at fallback to source cell when DAPS handover is performed without key change”?

	Company
	Answer 

(Y or N)
	Comments

	MediaTek
	Y
	

	Intel
	Y
	

	Ericsson
	Y
	This is the same question as Q8 except that it also covers the fallback case and non-DAPS DRBs.

	Apple
	Y
	

	Nokia
	Y
	If the entire PDCP entity is not re-established then likely yes.

	Samsung
	Y
	However, we don’t need to specify it. It is just a modelling issue. Please see the comments for Question 6 above. 

	OPPO
	Y
	

	Sharp
	Y
	

	ZTE
	Y
	The PDCP COUNT for SRB and non-DAPS DRBs should be maintained for the potential fallback operation, no matter whether the key is changed or not.

	LG
	Y
	If the update of the security key is not required, the PDCP re-establishment is not needed. In this case, since the PDCP re-establishment is not performed, the PDCP state variables are maintained.

	QC
	Yes
	Note that security does not change in case of Intra CU HO. PDCP anchor does not change and there is no need to touch PDCP variables, security, ROHC etc.

	vivo
	Y
	

	Huawei, HiSilicon
	Y
	


Summary:

All participating companies answered Yes, so we propose:

Proposal 9: for SRBs and non-DAPS DRBs, the PDCP COUNT is maintained when DAPS HO without key change and also at fallback to source cell when DAPS handover is performed without key change.
2.3 Proposals that can be revisited if no agreement is made based on 108#66 output

Several companies [9][12][13] still hope to re-establish PDCP/RLC entities of non DAPS DRB in case of DAPS HO failure, to address the source key reuse issue. But this issue has already been discussed in 108#66 and the majority view is clear, we suggest only to revisit these proposals if we cannot make agreement based on 108#66.

REVI S1_1: RAN2 to discuss whether to re-establish PDCP/RLC entities of non DAPS DRB in case of DAPS HO failure.

	Question 11: do you agree that “ PDCP/RLC entities of non DAPS DRB should be re-established in case of DAPS HO failure”?

	Company
	Answer 

(Y or N)
	Comments

	MediaTek
	N
	

	Intel
	N
	

	Ericsson
	N
	

	Apple
	N
	

	Nokia
	N
	Wasn’t the same already asked in Q1?

	Samsung
	Y or N
	If the current modelling of running RRC CR should be kept, then we agree to re-establish PDCP entity at fallback, i.e. Yes.

However, we don’t need to specify this if we have a different modelling, i.e. No.

For example, if UE performs PDCP re-establishment for non-DAPS DRBs only when random access is successfully completed to the target, then it seems that we don’t need to specify this, i.e. UE suspends non-DAPS DRBs upon the reception of DAPS HO command, UE resumes non-DAPS DRBs at DAPS HO fallback, and UE only performs PDCP re-establishment for non-DAPS DRBs only when random access is successfully completed to the target.

	OPPO
	Y
	

	Sharp
	No strong view, but
	If PDCP/RLC is re-established, state variables for UM DRB PDCP should not be initialized. (new definition of “PDCP re-establishment for DAPS HOF” may be necessary for UM DRB)

	ZTE
	N
	See our comments to Q1.

	LG
	Y
	In order to update the security key for source cell, the PDCP re-established is needed. If the security key is not updated, the UE transmits the PDCP PDUs ciphered by security key associated with target to the source cell. Thus, the security failure happens. 

In addition, when the PDCP entity is re-established, the PDCP entity resets the ROHC context. In this case, if the RLC entity is not re-established, the RLC entity may have the RLC SDU and RLC PDU compressed by previous ROHC context. Even if these RLC PDUs are transmitted, the RLC PDUs are discarded due to ROHC context mismatch. Thus, the RLC re-establishment is needed.

	QC
	No
	
See our response to Q1 as well.



	vivo
	Y
	

	Huawei, HiSilicon
	N
	


How to revert back source cell keys for non-DAPS DRBs upon DAPS HO failure

After our first e-meeting, we got the following offline task to handle:

	Note the following will need to be sorted out as discussed online:
· Discuss offline: Proposal 44: For non DAPS DRB, upon DAPS HO failure, the reverted PDCP/RLC state includes data stored in transmission and reception buffers in PDCP and RLC entities.

· Discuss offline: Proposal 28: Upon DAPS handover failure, UE reverts back to the original source configuration (including RLC and PDCP state, but do not re-establish PDCP and RLC) for the DRB that is not configured with DAPS.

Huawei offline discussion to handle these all together.

· Intent is to ensure UE reverts back source cell keys for non-DAPS DRBs. Discuss offline how to handle this in Stage-3


For Proposal 44 and 28, we already have Question 1 to collect companies’ opinions. 

We need to further discuss the stage-3 details of how to ensure UE reverts back source cell keys for non-DAPS DRBs. Based on companies’ online comments and offline feedback, we gather the following options for further consideration. 

Option 1: PDCP re-establishment twice. Upon reception of handover command, the first PDCP re-establishment should be performed to apply target keys. Then if DAPS HO fails, the second PDCP re-establishment should be performed to revert back source keys.

Option 2: non DAPS DRB suspend. UE suspends non-DAPS DRBs upon the reception of DAPS HO command, UE resumes non-DAPS DRBs at DAPS HO fallback, and UE only performs PDCP re-establishment for non-DAPS DRBs only when random access is successfully completed to the target.

Option 3: leave it to UE implementation. We only specify “For non DAPS DRB, upon DAPS handover failure, UE reverts back to the original source configuration”, UE can choose their own implementation.

Option 4: Add the clarification in 5.3.5.8.3, highlighted in yellow as below. 

3>
for each DRB without a DAPS PDCP entity:

4> revert back to the UE configuration used for the DRB in the source, includes PDCP, and RLC states and the keys used in the source;

4> resume DRB;

3>
revert back to the UE RRM configuration used in the source;
Option 5other options?

	Question 13: which option do you prefer?

	Company
	Option
	Comments

	Intel
	Option 4
	SO far in NR, for DRB, the PDCP reestablishment is only triggered based on the flag from network in RRCReconfiguration message. RAN2 had lots of discussion in Rel-15 on this, whether PDCP reestablishment should be triggered by UE based on different scenarios, and captured in the specification as LTE. Finally RAN2 agreed that the UE does not need to remember different cases, and just follow the indication from the network. If we go for option 1/2, that will break current principle in NR since the UE cannot get additional reestablishPDCP flag for fallback case. . 



	Ericsson
	Option 4 or Option 5
	Option 4 works but one problem is that we have different behaviours for non-DAPS DRBs and SRBs. 
For SRB: At reception of the handover command the source SRB is suspended and a new RLC and PDCP entity are established for the target SRB. At fallback the source SRB is resumed and the target SRB is released.

For non-DAPS DRB: At reception of the handover command the RLC and PDCP entity for the non-DAPS DRB are re-established. At fallback the UE reverts to the source configuration for the non-DAPS DRB. 
In our view it would be better if we could align the SRB and non-DAPS DRB behaviour. This would be a 5th option.

	Samsung
	Option 2
	We tend to agree with Intel’s comment but the previous discussion was mainly for legacy handover. Now, we discuss a new DAPS handover which has many different behaviours. What we are trying to do is to minimize the specification impact and make it clearer. 
We agree with Ericsson’s comment. It would be better to align the SRB and non-DAPS DRB behaviour. 
Regarding Option 4, if we stick to perform PDCP re-establishment for non-DAPS DRBs and SRBs upon the reception of DAPS handover command, then we may encounter the following controversial issues:.
1. For SRBs, how to implement the continuity of state variables of SRBs to resolve the security issues raised from Ericsson and Sharp, which may require another new behaviour.
2. For DRBs, how to make the PDCP/RLC states clear in RRC specification and how to handle the source security re-update without PDCP re-establishment at fallback case since non-DAPS DRB already updated the target security keys by PDCP re-establishment upon the reception of DAPS handover command.
If we apply Option 2 to SRBs and non-DAPS DRBs, then we don’t need to discuss the above controversial issues further and the specification impact would be minimized, i.e. we just have suspend and resume procedure, no new procedure for SRBs and non-DAPS DRBs. Only different thing is the timing of PDCP re-establishment during DAPS handover. 

	OPPO
	Option 1
	We think adding a “re-establish PDCP” step in RRC spec is simple and the UE behaviour of applying the related keys is indeed captured in the procedures of “re-establish PDCP” in PDCP spec.

	ZTE
	Option 2
	We prefer option 2 for non-DAPS DRB handling since the UP switching of non-DAPS DRB can be postponed until the successful of RACH procedure. While for SRB, we think the PDCP establishment/re-establishment for target SRB should be processed before the successful completion of RA procedure since the RACH procedure in handover is triggered by the arrival of new MAC SDU (the RRC reconfiguration complete message). So we can consider to allow different handling of non-DAPS DRB and SRB, but adopt the simplest way for each RB handling.

	LG
	Option 1 or Option 2
	We think that Option 1 and Option 2 can work without any ambiguity, but we slightly prefer Option 1 because we keep the agreement on “DRB not configured for DAPS is handled same way as in legacy HO”
For Option 4, it is ambiguous how to update the security key without PDCP re-establishment. In the current PDCP spec, the PDCP entity always perform the PDCP re-establishment to update the security key and algorithm. Thus, if we go to Option 4, we should clarify how to update the security key without PDCP re-establishment

	QC
	Option 2 or Option 3 
	We have same view as ZTE and Samsung. For SRBs and Non-DAPS DRBs, at target cell, UE has t process SRBs first before DRB handling. So we don’t have to have exactly same behaviour for them. 

	Sharp
	Option 5 (modified Option1)
	We think non-DRB handling (and SRB handling) for HOF should be as the same as possible with legacy handover except security handling. This means security key at the source should be applied and COUNT values should be maintained for non-DAPS DRBs and SRBs. But all buffered data (if any) should be discarded and all timer values should be initialised for non-DAPS DRBs and SRBs.

Therefore, at DAPS HOF, for non-DAPS DRB and SRB we propose:
- For non-DAPS DRB, revert back to the source configuration (incl data, state variables, timer). And for SRB, resume the source SRB.
- Then, re-establish PDCP entity and RLC entity, but the state variables of PDCP are not initialised (for UM DRBs and SRBs)
Option 2 has a problem on data handling. If non-DAPS DRB is suspended, discard timer is also suspended. Therefore when the suspended non-DAPS DRB is resumed, old data (which should have been discarded by discard timer) would be processed. This is harmful for application layer.

	Samsung
	
	To address Sharp’s concern on Option 2, 

Note that there is no procedure to touch (e.g. stop or restart) PDCP discard timer in PDCP specification. Even for PDCP re-establishment, we don’t touch PDCP discard timer. 

Also, note that DRB suspension/resume was introduced for RRC suspended state and RRC INACTIVE state and later PDCP suspend procedure was introduced as well. Even for PDCP suspend, we don’t touch PDCP discard timer. 
Thus, our understanding is that DRB suspension does not incur the suspension of PDCP discard timer as in legacy.
Regarding ZTE’s comment for SRB, we now understand the issue and agree with that.

	vivo
	Option 1 for LTE + Option 4 with modifications for NR;

Or Option 5
	Maybe we should differentiate LTE from NR.

For LTE, as there is no re-establishPDCP flag, the PDCP would need to re-establish twice to allow the key changes.

For NR, if the re-establishment flag is set in the handover command, then the PDCP of non-DAPS needs to re-establish.

--------------------------------------------

Otpion 5:

If companies consider that this is too complicated for the procedural text, we would consider that reverting the non-DAPS DRB to source configuration always uses release+addition of the DRB, as the packet loss would anyway unavoidable at the handover failure.



	Huawei, HiSilicon
	Option 3
	we don’t have to have exactly same behaviour for them.


Summary:

Option 1: OPPO, LG, vivo(for LTE)

Option 2: Samsung, ZTE, LG, QC

Option 3: QC, Huawei

Option 4: Intel, Ericsson, vivo(for NR)

Option 5: Ericsson
(align the SRB and non-DAPS DRB behaviour)
Option 6: Sharp 

(For non-DAPS DRB, revert back to the source configuration (incl data, state variables, timer). And for SRB, resume the source SRB. Then, re-establish PDCP entity and RLC entity, but the state variables of PDCP are not initialised (for UM DRBs and SRBs))
Option 7: vivo

(reverting the non-DAPS DRB to source configuration always uses release+addition of the DRB)
Based on companies’ feedback, it seems difficult to converge, we have to continue discussing online.
Proposal 10: RAN2 to discuss “whether and how to specify UE reverts back source cell keys for non-DAPS DRBs”
One RRC message or two RRC messages

RAN2 discussed how to handle source configuration change upon DAPS handover in [17]:
Option 1: DAPS handover command can contain both source and target configuration 

Option 2: DAPS handover command only contain target configuration, but the source can send two RRC messages in one TTI, i.e. DAPS handover command for target, and RRC reconfiguration message for source;

The majority chose option 2.
In [7] it proposes to adopt one RRC message with another RRC message in the container, i.e. RRCReconfiguration message including a container which includes the RRCReconfiguration message for the target configuration, and it is considered as an implementation alternative of two RRC messages. But actually it is not the exactly the same as either option 1 or option 2. Option 1 means target should generate the handover command, but in this new solution it seems source is responsible to generate a RRC message and handover command is included in a container in it. Also different from option 2, there is only one RRC message in this new solution. Since RAN2 has already got a consensus on it in [17] as P30 and P31 below.

	Proposal 30 Source+target configuration cannot be sent in the same RRC message for DAPS HO. 
Proposal 31 If source wants to change it’s configuration during DAPS handover, the source could send two RRC messages in one TTI, i.e. DAPS handover command for target, and RRC reconfiguration message for source. But it is up to network implementation. 


We suggest only to revisit this solution if the corresponding agreement cannot be made based on [17].

REVI S3_1: RAN2 discuss if the following solution can be adopted for source configuration change, i.e. the DAPS handover command is an RRCReconfiguration message including a container which includes the RRCReconfiguration message for the target configuration.
	Question 12: do you agree that “the solution in [7] is an implementation alternative of option 2, i.e. the DAPS handover command is an RRCReconfiguration message including a container which includes the RRCReconfiguration message for the target configuration.”?

	Company
	Answer 

(Y or N)
	Comments

	MediaTek
	Y
	

	Intel
	N
	It is clear indicated in proposal 30 Source+target configuration cannot be sent in the same RRC message for DAPS HO. 
I do not see how can solution in [7] is implementation of option 2. 

	Ericsson
	N
	No, they are different. In Option 2 there are two RRC messages which are sent in the same TTI, i.e. there are two PDCP PDUs multiplexed in the same transport block. In the solution in [7] there is a single RRC message which in turn contains an inner RRC message which means there is a single PDCP PDU. 

	Apple
	Y
	

	Nokia
	N
	Agree with Intel and Ericsson. 

	Samsung
	N
	We have the same view with Intel.

	OPPO
	N
	We think this is still option1: i.e. one RRC message carrying source + target configuration.

	ZTE
	N
	

	LG
	N
	We already agreed that two RRC Reconfiguration messages for DAPS HO are in a same TTI. In our view, it is clear that combined messages are used for DAPS HO not this way.

In addition, based on the agreement i.e. P30, it target configuration shouldn’t be included in message for source configuration. 

	QC
	Yes
	We prefer to send source + target configuration to be sent to UE in single RRC message.

	vivo
	Y
	From the RRC specification this PDCP SDU includes two RRC messages. And we can also simplify the UE implementation and avoid the processing delay. Furthermore we don’t have to mention anything in the specification to keep the source configuration.

	Huawei, HiSilicon
	N
	We think it a kind of option 1 implementation.


Summary:

Since we already made the following agreements online, we don’t need to revisit this issue.
Proposal 30.
Source+target configuration cannot be sent in the same RRC message for DAPS HO.

Proposal 31.
If source wants to change it’s configuration during DAPS handover, the source could send two RRC messages in one TTI, i.e. DAPS handover command for target, and RRC reconfiguration message for source. But it is up to network implementation.

3 Conclusions

Basic ideas for non-DAPS DRB failure handling

Easy agreements:
Proposal 1: Upon DAPS handover failure, UE reverts back to the source configuration prior to the reception of the handover command (including RLC and PDCP state) for the DRB that is not configured with DAPS.

Proposal 2: For non DAPS DRB, upon DAPS HO failure, the reverted PDCP/RLC state includes data stored in transmission and reception buffers in PDCP and RLC entities prior to the reception of the handover command.

Proposal 3: For non DAPS DRB, upon DAPS HO failure, the reverted source configuration also includes SDAP (for NR) configuration and logical channel configuration.

Proposal 4: If the data is reverted for non-DAPS DRBs in case of DAPS HO failure, the data stored in transmission and reception buffers should NOT be discarded.
Further discussion:

Proposal 10: RAN2 to discuss “whether and how to specify UE reverts back source cell keys for non-DAPS DRBs”

RLM/RLF

Easy agreements:

Proposal 5: RRC re-establishment shall not be triggered due to source link RLF after successful RA and before the release of source link.

reestablishPDCP applied for SRB

Further discussion:

Proposal 6: RAN2 to discuss “move the setup of SRB for target from Reconfiguration with sync section into SRB modification section” in RRC running CR.
Unchanged security key
Easy agreements:
Proposal 7: for NR, the state variables of the target SRB PDCP should be set to the latest ones kept in the source SRB PDCP if security key is unchanged.

Proposal 9: for SRBs and non-DAPS DRBs, the PDCP COUNT is maintained when DAPS HO without key change and also at fallback to source cell when DAPS handover is performed without key change.

Further discussion:
Proposal 8: RAN2 discuss “ for DAPS DRBs, the same RoHC context shall be applied for both the source and target link when DAPS handover is performed without key change”.
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5 Annex
Text Proposal 
5.1 A.1
Text Proposal for non-DAPS DRB handling

FIRST CHANGE

<unnecessary parts omitted>
5.3.5.8.3
T304 expiry (Reconfiguration with sync Failure)

The UE shall:

1>
if T304 of the MCG expires:
2>
release dedicated preambles provided in rach-ConfigDedicated if configured;
2> if dapsConfig is configured for any DRB, and radio link failure is not detected in the source PCell, according to subclause 5.3.10.3:
3> release target PCell configuration;

3> reset target MAC and release the target MAC configuration;
3>
for each DRB with a DAPS PDCP entity:

4> re-establish the RLC entity for the target;

4> release the RLC entity and the associated logical channel for the target;

4> reconfigure the PDCP entity to normal PDCP as specified in TS 38.323 [5];

3> for each SRB:

4> release the PDCP entity for the target;

4> release the RLC entity and the associated logical channel for the target;

3> release the physical channel configuration for the target;

3> release the SDAP configuration received from the target;

3>
discard the keys used in target (the KgNB key, the S-KgNB key, the S-KeNB key, the KRRCenc key, the KRRCint key, the KUPint key and the KUPenc key), if any;
3>
resume suspended SRBs in the source;
3>
for each DRB without a DAPS PDCP entity:

4> revert back to the UE configuration used for the DRB in the source, includes PDCP and RLC states;
NOTE: data stored in transmission and reception buffers in PDCP and RLC entities are counted
4> resume DRB;
3>
revert back to the UE RRM configuration used in the source;
Editor’s note: FFS on handling SCells.
3> initiate the failure information procedure as specified in subclause 5.7.5 to report DAPS handover failure.

2> else:
3>
revert back to the UE configuration used in the source PCell;
3>
initiate the connection re-establishment procedure as specified in subclause 5.3.7.

NOTE 1:
In the context above, "the UE configuration" includes state variables and parameters of each radio bearer.
1>
else if T304 of a secondary cell group expires:

2>
release dedicated preambles provided in rach-ConfigDedicated, if configured;
2>
initiate the SCG failure information procedure as specified in subclause 5.7.3 to report SCG reconfiguration with sync failure, upon which the RRC reconfiguration procedure ends;

1>
else if T304 expires when RRCReconfiguration is received via other RAT (HO to NR failure):

2>
reset MAC;
2>
perform the actions defined for this failure case as defined in the specifications applicable for the other RAT.
<unnecessary parts omitted>
END OF CHANGES

5.2 A.2
Text Proposal for RLM/RLF

In current RRC running CR R2-2001271, we already have the following description, which means once dapsConfig is configured for any DRB, source link RLF can only lead to source release but not RRC re-estblishment.

FIRST CHANGE

<unnecessary parts omitted>
5.3.10.3
Detection of radio link failure
The UE shall:
1> if dapsConfig is configured for any DRB:
2>
upon T310 expiry in source; or

2>
upon random access problem indication from source MCG MAC; or

2>
upon indication from source MCG RLC that the maximum number of retransmissions has been reached:

3>
consider radio link failure to be detected for the source MCG i.e. source RLF;

4> suspend all DRBs in the source;

4> release the source connnection.
<unnecessary parts omitted>
END OF CHANGES

5.3 A.3
Text Proposal for unchanged security key
<For TS 38.331 (for running CR)>
FIRST CHANGE

5.3.5.5.2
Reconfiguration with sync

…..

1> If dapsConfig is configured for any DRB:
…..

2> for each SRB:
3>
if the RRCReconfiguration includes the masterKeyUpdate:
4>
establish a PDCP entity for the target as specified in TS 38.323 [5], with the same configuration as the PDCP entity for the source;
3>
else:
4>
establish a PDCP entity for the target with status variables continuity as specified in TS 38.323 [5], with the same configuration as the PDCP entity for the source;
…..

NEXT CHANGE

5.3.5.6.5
DRB addition/modification

The UE shall:
<…>
1>
for each drb-Identity value included in the drb-ToAddModList that is part of the current UE configuration and configured with dapsConfig:
2>
reconfigure the PDCP entity as DAPS PDCP entity as specified in TS 38.323 [5] and configure it in accordance with the received pdcp-Config;


Editor’s note: FFS on what target can configure in pdcp-Config.
2>
if the RRCReconfiguration includes the masterKeyUpdate:
3>
configure the DAPS PDCP entity to associate the RLC entity of target with the target’s ciphering function, integrity protection function and ROHC function;
3>
if the target ’s ciphering function of DAPS PDCP entity of this DRB is not configured with cipheringDisabled:

4>
configure the ciphering function of target for the DAPS PDCP entity with the ciphering algorithm according to securityConfig and apply the KUPenc key associated with the master key (KgNB) or the secondary key (S-KgNB), as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received from target and sent to target by the UE;

3>
if the target’s integrity protection function of DAPS PDCP entity of this DRB is configured with integrityProtection:

4>
configure the integrity protection function of target for the DAPS PDCP entity with the integrity protection algorithms according to securityConfig and apply the KUPint key associated with the master key (KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;

2>
else:
3>
configure the DAPS PDCP entity to associate the RLC entity of target with the source’s ciphering function and integrity protection function;
NEXT CHANGE

5.3.5.8.3
T304 expiry (Reconfiguration with sync Failure)

The UE shall:

1>
if T304 of the MCG expires:
2>
release dedicated preambles provided in rach-ConfigDedicated if configured;

2> if dapsConfig is configured for any DRB, and radio link failure is not detected in the source PCell, according to subclause 5.3.10.3:
3> release target PCell configuration;

3> reset target MAC and release the target MAC configuration;

3>
for each DRB with a DAPS PDCP entity:

4> re-establish the RLC entity for the target;

4> release the RLC entity and the associated logical channel for the target;

4> reconfigure the PDCP entity to normal PDCP as specified in TS 38.323 [5];

3> for each SRB:

4> release the PDCP entity for the target;

4> release the RLC entity and the associated logical channel for the target;

3> release the physical channel configuration for the target;

3>
discard the keys used in target (the KgNB key, the S-KgNB key, the S-KeNB key, the KRRCenc key, the KRRCint key, the KUPint key and the KUPenc key), if any;
Editor’s note: FFS on what target PCell configuration to be released.

3>
resume suspended SRBs in the source;
Editor’s note: FFS on handling SCells and how to resume DRBs.
3> initiate the failure information procedure as specified in subclause 5.7.5 to report DAPS handover failure.

2> else:
3>
revert back to the UE configuration used in the source PCell;

3>
initiate the connection re-establishment procedure as specified in subclause 5.3.7.

NOTE 1:
In the context above, "the UE configuration" includes state variables and parameters of each radio bearer.
1>
else if T304 of a secondary cell group expires:
2>
release dedicated preambles provided in rach-ConfigDedicated, if configured;

2>
initiate the SCG failure information procedure as specified in subclause 5.7.3 to report SCG reconfiguration with sync failure, upon which the RRC reconfiguration procedure ends;

1>
else if T304 expires when RRCReconfiguration is received via other RAT (HO to NR failure):
2>
reset MAC;

2>
perform the actions defined for this failure case as defined in the specifications applicable for the other RAT.
Editor’s note: FFS on how to maintain PDCP COUNT for SRBs and non-DAPS DRBs at fallback to source cell
END OF CHANGES

<For TS 38.323>

FIRST CHANGE

5.3.1 5.1.1
PDCP entity establishment
When upper layers request a PDCP entity establishment for a radio bearer, the UE shall:

-
establish a PDCP entity for the radio bearer;

-
set the state variables of the PDCP entity to initial values;

-
follow the procedures in clause 5.2.

When upper layers request a PDCP entity establishment with status variables continuity for a radio bearer, the UE shall:

-
establish a PDCP entity for the target of the radio bearer;

-
set the state variables of the PDCP entity for the target to the value stored in the PDCP entity for the source of the radio bearer;

-
follow the procedures in clause 5.2.

NEXT CHANGE

4.2.2
PDCP entities

<unnecessary parts omitted>
For DAPS bearers, if the handover is performed with key change, the PDCP entity is configured with two security functions and keys and two  header compression protocols. If the DAPS handover is performed without key change the PDCP entity is configured with a single security function and single header compression protocol.  
<unnecessary parts omitted>
END OF CHANGES
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