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	Reason for change:
	SA3 in TS 33.501 subclause 6.9.2.3.4 specifies that the UE shall verify the NAS COUNT and NAS MAC when receiving NASC (NAS Container) in the HO Command and process it only if the verification is successful.  If the verification is not successful, NAS continues to use the old security information and hence the AS security keys derived by UE AS will be incorrect/not possible.
RAN2 sent an LS to CT1 in R2-1905460 requesting feedback on NAS actions.  CT1 in their LS response in R2-1908604 informed RAN2 that 
an indication was added from the NAS to the lower layers to inform about the invalid NAS container.  CT1 CR is included in the LS response.  
[bookmark: _GoBack]CT1 also point out that the NAS will not trigger NAS signalling connection recovery in this case and CT1 expects RAN2 to attempt re-establishment to see if recovery is possible.   
The CR is proposed only for Rel-16 in line with the CT1 agreement that the NAS will not trigger NAS signalling connection recovery in this case. Also, since security failure of the NAS container in a handover command should be a rare event and Rel-15 is frozen, the CR was agreed only for Rel-16

	
	

	Summary of change:
	Indication from uppler layers of invalid NAS container is treated as RRC Reconfiguration failure with re-establishment as a possible recovery mechanism.

	
	

	Consequences if not approved:
	If the UE receives an invalid nas-Container, the UE may apply wrong keys and be unable to continue the communication resulting in a failure of RRC connection.

Impact analysis:
Impacted architecture: SA

Impact is isolated to RRCReconfiguration involving NAScontainer for security derivation.

If the network is implemented in line with this CR and UE is not, there is no inter-operability issue since the CR only impacts UE.   UE may apply wrong keys and be unable to continue the communication resulting in a failure of RRC connection.

If the UE is implemented in line with this CR and network is not, there is no inter-operability issue.  HO will fail and UE and network will fall back to previous (security) configuration after the re-establishment.  
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5.3.5.8.2	Inability to comply with RRCReconfiguration
The UE shall:
1>	if the UE is in (NG)EN-DC:
2>	if the UE is unable to comply with (part of) the configuration included in the RRCReconfiguration message received over SRB3;
3>	continue using the configuration used prior to the reception of RRCReconfiguration message;
3>	initiate the SCG failure information procedure as specified in subclause 5.7.3 to report SCG reconfiguration error, upon which the connection reconfiguration procedure ends;
2>	else, if the UE is unable to comply with (part of) the configuration included in the RRCReconfiguration message received over SRB1;
3>	continue using the configuration used prior to the reception of RRCReconfiguration message;
3>	initiate the connection re-establishment procedure as specified in TS 36.331 [10], clause 5.3.7, upon which the connection reconfiguration procedure ends.
1>	else if RRCReconfiguration is received via NR (i.e., NR standalone, NE-DC, or NR-DC):
2>	if the UE is unable to comply with (part of) the configuration included in the RRCReconfiguration message received over SRB3;
NOTE 0:	This case does not apply in NE-DC.
3>	continue using the configuration used prior to the reception of RRCReconfiguration message;
3>	initiate the SCG failure information procedure as specified in subclause 5.7.3 to report SCG reconfiguration error, upon which the connection reconfiguration procedure ends;
2>	else if the UE is unable to comply with (part of) the configuration included in the RRCReconfiguration message received over the SRB1 or if the upper layers indicates that the nas-Container is invalid; 
NOTE 0a:	The compliance also covers the SCG configuration carried within octet strings e.g. field mrdc-SecondaryCellGroupConfig. I.e. the failure behaviour defined also applies in case the UE cannot comply with the embedded SCG configuration or with the combination of (parts of) the MCG and SCG configurations.
3>	continue using the configuration used prior to the reception of RRCReconfiguration message;
3>	if AS security has not been activated:
4>	perform the actions upon going to RRC_IDLE as specified in 5.3.11, with release cause 'other'
3>	else if AS security has been activated but SRB2 and at least one DRB have not been setup:
4>	perform the actions upon going to RRC_IDLE as specified in 5.3.11, with release cause 'RRC connection failure';
3>	else:
4>	initiate the connection re-establishment procedure as specified in 5.3.7, upon which the reconfiguration procedure ends;
1>	else if RRCReconfiguration is received via other RAT (Handover to NR failure):
2>	if the UE is unable to comply with any part of the configuration included in the RRCReconfiguration message or if the upper layers indicates that the nas-Container is invalid:
3>	perform the actions defined for this failure case as defined in the specifications applicable for the other RAT.
NOTE 1:	The UE may apply above failure handling also in case the RRCReconfiguration message causes a protocol error for which the generic error handling as defined in clause 10 specifies that the UE shall ignore the message.
NOTE 2:	If the UE is unable to comply with part of the configuration, it does not apply any part of the configuration, i.e. there is no partial success/failure.
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