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[bookmark: _Ref124589705][bookmark: _Ref129681862]Introduction
This contribution discusses the timing of key derivation in conditional handover, as the execution of conditional handover may not be at the time when the RRCReconfiguraiton/RRCConnectionReconfiguration message is received.
Discussions
[bookmark: _Hlk20649301]In conventional handover, either vertical or horizontal key derivation is applied for the target cell, depending respectively on whether a new nextHopChainingCount is received in RRCReconfiguration/RRCConnectionReconfiguration message or not. This UE behavior is specified as:
· “derive or update the KgNB key based on the current KgNB key or the NH, using the nextHopChainingCount value indicated in the received masterKeyUpdate, as specified in TS 33.501 [11];” [1]
· [bookmark: _Hlk20662264]“-	If the NCC value the UE received in the HO Command message from target ng-eNB/gNB via source ng-eNB/gNB is equal to the NCC value associated with the currently active KgNB/KeNB, the UE shall derive the KNG-RAN* from the currently active KgNB/KeNB and the target PCI and its frequency ARFCN-DL/EARFCN-DL using the function defined in Annex A.11 and A.12. 
-	If the UE received an NCC value that was different from the NCC associated with the currently active KgNB/KeNB, the UE shall first synchronize the locally kept NH parameter by computing the function defined in Annex A.10 iteratively (and increasing the NCC value until it matches the NCC value received from the source ng-eNB/gNB via the HO command message. When the NCC values match, the UE shall compute the KNG-RAN* from the synchronized NH parameter and the target PCI and its frequency ARFCN-DL/EARFCN-DL using the function defined in Annex A.11 and A.12.” [2]
[bookmark: Observation1]Observation 1: In conventional handover, receiving nextHopChainingCount in RRCReconfiguration/RRCConnectionReconfiguration message will trigger UE to update KgNB/KeNB key based on the current KgNB/KeNB key or the NH, depending on if the received nextHopChainingCount is different from the nextHopChainingCount associated with the currently active KgNB/KeNB.
The following agreements have been reached on conditional handover:
· Multiple CHO candidate cells can be sent in either one or multiple RRC messages. FFS on signalling details. FFS how CHO execution is handled.
· Use add/mod list + release list to configure multiple CHO candidate cells. CHO execution condition can be updated by modifying the existing CHO configuration, Target cell configuration can be updated by modifying the existing CHO configuration.
· If UE receives conventional handover command, it will execute the handover command regardless of stored (configured) conditional handover command. This applies if the HO cmd is received before any CHO triggering condition is satisfied. FFS how HO failure is handled.
As the source cell has only one nextHopChainingCount valid for handover, the same nextHopChainingCount can be received multiple times when multiple candidate cells are configured for conditional handover, or when there is modification of the target cell configuration, or when a conventional handover is triggered before previous configured conditional handover is executed.
[bookmark: Observation2]Observation 2: The same nextHopChainingCount can be received multiple times in RRCReconfiguration/RRCConnectionReconfiguration messages for conditional handover before conditional handover or conventional handover is executed.
Hence, the receiving of nextHopChainingCount in the RRCReconfiguration/RRCConnectionReconfiguration message for conditional handover should not trigger the derivation and update of security key in conditional handover. Instead, the derivation and update of security key should be done when conditional handover is being executed.
[bookmark: Proposal1]Proposal 1: The receiving of nextHopChainingCount in RRCReconfiguration/RRCConnectionReconfiguration message for conditional handover does not trigger the derivation and update of security key; the derivation and update of security key should be done when conditional handover is being executed. 
[bookmark: Proposal3][bookmark: Proposal2][bookmark: _Ref129681832]Proposal 2: An LS should be sent to SA3 to inform them the Proposal 1.
Conclusions
As the execution of conditional handover may not be at the time when the RRCReconfiguraiton/RRCConnectionReconfiguration message is received, this contribution discusses the timing of key derivation in conditional handover, which leads to the observations and proposals as follows:
Observation 1: In conventional handover, receiving nextHopChainingCount in RRCReconfiguration/RRCConnectionReconfiguration message will trigger UE to update KgNB/KeNB key based on the current KgNB/KeNB key or the NH, depending on if the received nextHopChainingCount is different from the nextHopChainingCount associated with the currently active KgNB/KeNB.
Observation 2: The same nextHopChainingCount can be received multiple times in RRCReconfiguration/RRCConnectionReconfiguration messages for conditional handover before conditional handover or conventional handover is executed.
Proposal 1: The receiving of nextHopChainingCount in RRCReconfiguration/RRCConnectionReconfiguration message for conditional handover does not trigger the derivation and update of security key; the derivation and update of security key should be done when conditional handover is being executed. 
Proposal 2: An LS should be sent to SA3 to inform them the Proposal 1.
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