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1
Introduction
In the email discussion108#66 [1] it was discussed whether reestablishPDCP would be necessary for SRB in DAPS HO, and almost all companies commented it would not be necessary. However if AS security key update procedure is performed after reconfiguration with sync procedure, we think SRB PDCP entity for the target should be re-established at SRB addition/modification procedure to apply the new keys. The purpose of this document is to confirm which procedure is performed first in the actual implementation. If reconfiguration with sync procedure is performed before AS security key update procedure, we propose that SRB PDCP entity for the target should be re-established at SRB addition/modification procedure to apply the new keys.
2
Discussion
In the subclause  5.3.5.3 of TS 38.331, procedural order is describes as below:
	5.3.5.3
Reception of an RRCReconfiguration by the UE

The UE shall perform the following actions upon reception of the RRCReconfiguration:

1>
if the RRCReconfiguration is received via other RAT (i.e., inter-RAT handover to NR):

2>
if the RRCReconfiguration does not include the fullConfig and the UE is connected to 5GC (i.e., delta signalling during intra 5GC handover):

3>
re-use the source RAT SDAP and PDCP configurations if available (i.e., current SDAP/PDCP configurations for all RBs from source E-UTRA RAT prior to the reception of the inter-RAT HO RRCReconfiguration message);

1>
else:

2>
if the RRCReconfiguration includes the fullConfig:

3>
perform the full configuration procedure as specified in 5.3.5.11;

1>
if the RRCReconfiguration includes the masterCellGroup:

2>
perform the cell group configuration for the received masterCellGroup according to 5.3.5.5;

1>
if the RRCReconfiguration includes the masterKeyUpdate:

2>
perform AS security key update procedure as specified in 5.3.5.7;

1>
if the RRCReconfiguration includes the sk-Counter:
2>
perform security key update procedure as specified in 5.3.5.7;

…..
1>
if the RRCReconfiguration message includes the radioBearerConfig:

2>
perform the radio bearer configuration according to 5.3.5.6;

1>
if the RRCReconfiguration message includes the radioBearerConfig2:

2>
perform the radio bearer configuration according to 5.3.5.6;
…….


If we strictly follow the procedural order in this subclause:

(1) Reconfiguration with sync procedure is performed in the cell group configuration in accordance with the received masterCellGroup, if received
(2) AS security key update procedure is performed in accordance with the received masterKeyUpdate and sk-counter, if received.
(3) Security keys are applied to PDCP entities at SRB addition/modification and DRB addition/modification procedures in accordance with the received radioBearerConfig, if security keys are derived in AS security key update procedure.
Observation 1: In RRC Reconfiguration procedure specified in TS 38.331, reconfiguration with sync procedure is placed before AS security key update procedure.
Observation 1b: Radio bearer configuration procedure are placed after AS security key update procedure, and security keys are applied to PDCP entities at the radio bearer configuration procedure.
However for some cases, actual implementation may not strictly follow the procedure, and AS security key may be performed before reconfiguration with sync procedure.
Observation 2: Actual implementation may perform AS security key update procedure before reconfiguration with sync procedure.
In running NR RRC CR, SRB for the target is established at reconfiguration with sync procedure as below.
	5.3.5.5.2
Reconfiguration with sync

…..

1> If dapsConfig is configured for any DRB:

…..

2> for each SRB:

3>
establish a PDCP entity for the target as specified in TS 38.323 [5], with the same configuration as the PDCP entity for the source;

3> configure the PDCP entity with the ciphering algorithms according to securityConfig and apply the key (KRRCenc) associated with the master key (KgNB), as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;;

3>
configure the PDCP entity with the integrity protection algorithm according to securityConfig and apply the key (KRRCint) associated with the master key (KgNB), as indicated in keyToUse , i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

3>
establish an RLC entity or entities for the target, with the same configurations as for the source;

3>
establish the logical channel for the target PCell, with the same configurations as for the source;

2> suspend SRBs for the source ;


Observation 3: In DAPS handover, SRB for the target is established at reconfiguration with sync procedure.
We propose RAN2 should confirm whether AS security key update procedure is implemented before reconfiguration with sync procedure or not. And if reconfiguration with sync procedure is performed before AS security key update procedure, SRB PDCP entity for the target should be re-established at SRB addition/modification procedure to apply the new keys.
Proposal 1: RAN2 should confirm whether AS security key update procedure is implemented before reconfiguration with sync procedure or not.

Proposal 2: If reconfiguration with sync procedure is performed before AS security key update procedure, SRB PDCP entity for the target should be re-established at SRB addition/modification procedure to apply the new keys.
3
Conclusion
We have the following observation and a proposals:
Observation 1: In RRC Reconfiguration procedure specified in TS 38.331, reconfiguration with sync procedure is placed before AS security key update procedure.
Observation 1b: Radio bearer configuration procedure are placed after AS security key update procedure, and security keys are applied to PDCP entities at the radio bearer configuration procedure.
Observation 2: Actual implementation may perform AS security key update procedure before reconfiguration with sync procedure.
Observation 3: In DAPS handover, SRB for the target is established at reconfiguration with sync procedure.
Proposal 1: RAN2 should confirm whether AS security key update procedure is implemented before reconfiguration with sync procedure or not.

Proposal 2: If reconfiguration with sync procedure is performed before AS security key update procedure, SRB PDCP entity for the target should be re-established at SRB addition/modification procedure to apply the new keys.
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