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1
Introduction
In the current NR RRC running CR [1], a PDCP entity and an RLC bearer of SRBs for the target are established and source SRBs are suspended upon receiving DAPS handover command. However if security key is not changed in the target, the state variables of the PDCP entity for the target should not be set to initial value. This document discusses how to set the state variables when an SRB PDCP for the target is established.
2
Discussion
During email discussion on open issues for LTE and NR mobility [2], it was discussed if security key change for DAPS HO would be optional or not, and almost all companies participated to the discussion proposed it should be optional for NR as legacy handover.
Observation 1: Security key change for DAPS HO is optional for NR.
If security key is not changed, the same COUNT value with the same RB identity is not allowed to be used as specified in section 5.3.2.1 of TS 38.331:

	5.3.1.2
AS Security

…..
For each radio bearer an independent counter (COUNT, as specified in TS 38.323 [5]) is maintained for each direction. For each radio bearer, the COUNT is used as input for ciphering and integrity protection. It is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (PDCP SN, as specified in TS 38.323 [5]). In addition, an overflow counter mechanism is used: the hyper frame number (TX_HFN and RX_HFN, as specified in TS 38.323 [5]). The HFN needs to be synchronized between the UE and the network. The network is responsible for avoiding reuse of the COUNT with the same RB identity and with the same key, e.g. due to the transfer of large volumes of data, release and establishment of new RBs, and multiple termination point changes for RLC-UM bearers. In order to avoid such re-use, the network may e.g. use different RB identities for RB establishments, change the AS security key, or an RRC_CONNECTED to RRC_IDLE/RRC_INACTIVE and then to RRC_CONNECTED transition.


This means if security key is not changed, state variables of PDCP entity for each RB shall not be initialized.

Observation 2: If security key is not changed, state variables of PDCP entity for each RB shall not be initialized.
In the NR RRC running CR, a PDCP entity and RLC bearer of SRBs for the target are established and source SRBs are suspended upon receiving DAPS handover command regardless of security key is changed or not:
	5.3.5.5.2
Reconfiguration with sync

…..

1> If dapsConfig is configured for any DRB:

…..

2> for each SRB:

3>
establish a PDCP entity for the target as specified in TS 38.323 [5], with the same configuration as the PDCP entity for the source;

3> configure the PDCP entity with the ciphering algorithms according to securityConfig and apply the key (KRRCenc) associated with the master key (KgNB), as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;;

3>
configure the PDCP entity with the integrity protection algorithm according to securityConfig and apply the key (KRRCint) associated with the master key (KgNB), as indicated in keyToUse , i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

3>
establish an RLC entity or entities for the target, with the same configurations as for the source;

3>
establish the logical channel for the target PCell, with the same configurations as for the source;

2> suspend SRBs for the source ;


However, according to TS 38.323, when PDCP entity is established, all sate variables are set to initial value.

	5.1.1
PDCP entity establishment

When upper layers request a PDCP entity establishment for a radio bearer, the UE shall:

-
establish a PDCP entity for the radio bearer;

-
set the state variables of the PDCP entity to initial values;
-
follow the procedures in clause 5.2.


Observation 3: In the NR RRC running CR, a PDCP entity of SRBs for the target is established regardless of security key is changed or not. However according the PDCP specification, when PDCP entity is established, state variables of the PDCP entity is set to initial value.
For NR, when a target SRB PDCP is established upon receiving DAPS handover command, the state variables of the target SRB PDCP should be set to the latest ones kept in the source SRB PDCP if security key is unchanged. However if security key is changed, the state variables of the target SRB PDCP should be initialized as legacy handover because COUNT value is not synchronized between the UE and the target gNB. RAN2 should discuss how to specify state variables continuity in PDCP specifications.
Proposal 1: For NR, the state variables of the target SRB PDCP should be set to the latest ones kept in the source SRB PDCP if security key is unchanged.
Proposal 2: For NR, state variables of the target SRB PDCP should be initialized if security key is changed.

We also provide a text proposals in the Annex in this document.
Proposal 3: If Proposal 1 and Proposal 2 are agreed, RAN2 should discuss how to specify the agreements based on the text proposals below
3
Conclusion
We have the following observation and a proposals:
Observation 1: Security key change for DAPS HO is optional for NR.
Observation 2: If security key is not changed, state variables of PDCP entity for each RB shall not be initialized.
Observation 3: In the NR RRC running CR, a PDCP entity of SRBs for the target is established regardless of security key is changed or not. However according the PDCP specification, when PDCP entity is established, state variables of the PDCP entity is set to initial value. 
Proposal 1: For NR, the state variables of the target SRB PDCP should be set to the latest ones kept in the source SRB PDCP if security key is unchanged.
Proposal 2: For NR, state variables of the target SRB PDCP should be initialized if security key is changed.

Proposal 3: If Proposal 1 and Proposal 2 are agreed, RAN2 should discuss how to specify the agreements based on the text proposals below
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Annex
Text Proposal 
A.1
Text Proposal 1

In text proposal 1, we assume reestablishPDCP is not applied to SRB as proposed in [2].
<For TS 38.331 (for running CR)>
5.3.5.5.2
Reconfiguration with sync

…..

1> If dapsConfig is configured for any DRB:

…..
2> for each SRB:
3>
if the RRCReconfiguration includes the masterKeyUpdate:
4>
establish a PDCP entity for the target as specified in TS 38.323 [5], with the same configuration as the PDCP entity for the source;
3>
else:
4>
establish a PDCP entity for the target with status variables continuity as specified in TS 38.323 [5], with the same configuration as the PDCP entity for the source;
…..
<For TS 38.323>
5.1.1
PDCP entity establishment

When upper layers request a PDCP entity establishment for a radio bearer, the UE shall:

-
establish a PDCP entity for the radio bearer;

-
set the state variables of the PDCP entity to initial values;

-
follow the procedures in clause 5.2.

When upper layers request a PDCP entity establishment with status variables continuity for a radio bearer, the UE shall:

-
establish a PDCP entity for the target of the radio bearer;

-
set the state variables of the PDCP entity for the target to the value stored in the PDCP entity for the source of the radio bearer;

-
follow the procedures in clause 5.2.

A.2
Text Proposal 2
In text proposal 2, we assume reestablishPDCP can be applied to SRB. The state variables of SRB PDCP entity for the target is initialized by reestablishPDCP when security key is changed.

We have related discussion in [3]
<For TS 38.323>

5.1.1
PDCP entity establishment

When upper layers request a PDCP entity establishment for a radio bearer, the UE shall:

-
establish a PDCP entity for the radio bearer;

-
set the state variables of the PDCP entity to initial values;

-
follow the procedures in clause 5.2.

When upper layers request a PDCP entity establishment for the target of a radio bearer, the UE shall:

-
establish a PDCP entity for the target of the radio bearer;

-
set the state variables of the PDCP entity for the target to the value stored in the PDCP entity for the source of the radio bearer;

-
follow the procedures in clause 5.2.

<For TS 38.331>
5.3.5.6.3
SRB addition/modification

…




1>
else, for each srb-Identity value included in the srb-ToAddModList that is part of the current UE configuration; or
1>
if dapsConfig is configured for any DRB, for each srb-Identity value included in the srb-ToAddModList that is part of the current UE configuration:
2>
if the reestablishPDCP is set:
3>
if target RAT of handover is E-UTRA/5GC; or

3>
if the UE is connected to E-UTRA/5GC: 

4>
if the UE is capable of E-UTRA/5GC, but not capable of NGEN-DC:

5>
configure the PDCP entity to apply the integrity protection algorithm and KRRCint key configured/derived as specified in TS 36.331 [10], i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

5>
configure the PDCP entity to apply the ciphering algorithm and KRRCenc key configured/derived as specified in TS 36.331 [10], i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure; 

4>
else (i.e., a UE capable of NGEN-DC):

5>
configure the PDCP entity to apply the integrity protection algorithm and KRRCint key associated with the master key (KeNB) or secondary key (S-KgNB), as indicated in keyToUse, i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

5>
configure the PDCP entity to apply the ciphering algorithm and KRRCenc key associated with the master key (KeNB) or secondary key (S-KgNB) as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

3>
else (i.e., UE connected to NR or UE in EN-DC):

4>
configure the PDCP entity to apply the integrity protection algorithm and KRRCint key associated with the master key (KeNB/KgNB) or secondary key (S-KgNB), as indicated in keyToUse , i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

4>
configure the PDCP entity to apply the ciphering algorithm and KRRCenc key associated with the master key (KeNB/KgNB) or secondary key (S-KgNB) as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

3>
re-establish the PDCP entity of this SRB as specified in TS 38.323 [5];

2>
else, if the discardOnPDCP is set:

3>
trigger the PDCP entity to perform SDU discard as specified in TS 38.323 [5];

2>
if the pdcp-Config is included:

3>
reconfigure the PDCP entity in accordance with the received pdcp-Config.
NOTE:
For DAPS case, the procedure is performed for the PDCP entity for the target.
