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Introduction
New WI for further enhancements to NB-IoT [1] was approved in RAN#80. One of the objective of this WI is to introduce uplink transmission over preconfigured resources for UE having valid timing advance. The scope of this objective as mentioned in [1] is given below.
[bookmark: _Hlk515906322]Improved UL transmission efficiency and/or UE power consumption:
· Specify support for transmission in preconfigured resources in idle and/or connected mode based on SC-FDMA waveform for UEs with a valid timing advance[RAN1, RAN2, RAN4]
· Both shared resources and dedicated resources can be discussed
· Note: This is limited to orthogonal (multi) access schemes

Following are the agreements made in RAN2-103bis for uplink transmission over preconfigured resources (PUR).
	Transmission in dedicated preconfigured uplink resources in IDLE mode is supported for UEs with a valid timing advance.
Initially we will focus on dedicated preconfigured uplink resources in idle mode
· Shared resources can also be discussed


 
Following are the further agreements made in RAN2-104 on this topic.
	RAN2#104 agreements:
· The eNB configures the dedicated preconfigured uplink resources via RRC dedicated signaling.
· Methods for eNB to obtain information used to help configuring the dedicated preconfigured uplink resource to the UE is FFS.
· [bookmark: _Hlk533000740]Periodic D-PUR with duration is supported
· FFS if one shot D-PUR is supported.
· [bookmark: _Hlk533000664]Release of the dedicated preconfigured resources are supported, details for NW triggered and UE triggered are FFS.


[bookmark: _Hlk533187057]

Following are the agreements in RAN2-105

RAN2#105 agreements:
Multi-shot D-PUR is supported with the possibility to configure as a single shot.
UE may perform a D-PUR request/information, if D-PUR is indicated as enabled in the cell. 
Network makes the decision on the D-PUR configuration.
Request/information can include:
· Requested TBS 
· Requested periodicity 
· Other information FFS. 
The eNB can (re)configure and release D-PUR by dedicated RRC signalling.
D-PUR configuration is released when the eNB doesn’t detect “m” consecutive UE transmissions.
The UE must release the D-PUR when it does a RA procedure on a new cell.
D-PUR configuration can be set up without a pre-defined end (infinite).
RAN2#106 Agreements 
RRC response message needs to be supported by the UE and could be used in all cases.
For some cases L1 signalling is sufficient to acknowledge, i.e. RRC response message is not needed. 
RAN2 assumes the L1 signalling for acknowledgement is sent only after the eNB determines there is no pending downlink data or signalling. 
RAN2 assumes that the configuration for D-PUR provided by RRC signalling is not updated via L1 signalling, and should check with RAN1 what parameters are planned to be (re)configured using DCI.
It is feasible to provide the UE with a UE-specific RNTI for D-PUR. Common or shared RNTI is also feasible. The RNTI used for D-PUR is signalled together with other D-PUR configuration.
RAN2#107 , RAN2-107bis and RAN2-108 Agreements did not include the aspects discussed in this paper.
In this paper we analyse the Security aspects of D-PUR configuration for CP solution. This document is resubmission of R2-1914596.
Discussion 
When control plane solution is configured for NB-IoT UE, the AS security is not activated. The RRC Signaling messages for D-PUR will include information about the semi static resource allocation for uplink transmission including the physical layer resource location for the same. If the signaling messages are sent without AS security, the resource reservation information will also be known to any UE monitoring the radio interface signaling and thus increases the possibility of security attacks for the uplink transmission. It is also possible for triggering scheduled uplink transmissions at UE from fake base station using these configurations. 
Observation 1: Configuration of D-PUR via RRC signaling for CP solution is vulnerable for security threads for the uplink transmission over the preconfigured resources.
One possible solution for this situation is to activate the D-PUR configuration from MME via S1 Interface signaling and MME becomes responsible for communication of D-PUR configuration towards UE. In this case MME also provides additional information towards ENB for ENB to create UE-Context for D-PUR resources for further data forwarding via D-PUR resources. This option requires additional NAS level impacts to include D-PUR related messages within NAS PDU.
In case of MME controlled D-PUR configuration, for every RRC Reconfiguration related to D-PUR additional signaling towards MME is required. Dynamic Reconfiguration or Release of D-PUR will require additional signaling procedure towards MME and with UE in this configuration. Moreover, with this solution radio resource management for D-PUR is handled by CN element which is against the functional split across network elements within network architecture.
Observation 2: D-PUR Configuration signaling included in NAS PDU as security solution for D-PUR configuration involves additional inter node signaling and increases the processing overhead at core network for radio resource management activities.
As the D-PUR resource configurations involves radio resource management at ENB, the solution options should consider the direct RRC signaling between UE and ENB as first pre-requisite for the solution. The solution should also allow dynamic reconfiguration and release of D-PUR between UE and ENB via RRC signaling.  
Proposal 1: RAN2 analyze the security aspects of RRC signaling related to D-PUR configuration for CP     solution   
3 Summary
We analyze the security aspects of the RRC Signaling procedure related to D-PUR configuration for UE in case of CP solution and make the following observations and proposals.


Observation 1:  
Configuration of D-PUR via RRC signaling for CP solution is vulnerable for security threads for the uplink transmission over the preconfigured resources.

Observation 2: 	
D-PUR Configuration signaling included in NAS PDU as security solution for D-PUR configuration involves additional inter node signaling and increases the processing overhead at core network for radio resource management activities.
Proposal 1: 		
RAN2 analyze the security aspects of RRC signaling related to D-PUR configuration for CP     solution.  
[bookmark: _GoBack]
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