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Introduction
In RAN2#107bis and RAN2#108 meetings, we made some progress on the procedures of dual active protocol stacks (DAPS) handover. The agreements about security handling are shown below.
	Agreements in RAN2#107bis
Security handling:
2	During RUDI HO with DAPS, the end-marker packet to differentiate the security keys is not needed.
3	For DRBs, UE derives the security keys for the target cell and configures the lower layer associated to the target cell to apply the security keys/algorithms upon reception of HO command, while maintaining the security keys/configuration of the source cell. FFS whether the same process can be applied to SRBs. 
4	For DRBs, UE releases the security keys/configuration of the source cell along with the release of source protocol.  
5	For DL and UL data transfer, UE uses the security keys and algorithms of the source cell and the target cell in parallel from HO successful completion to source cell release.
Agreements in RAN2#108
PDCP entity changes for DAPS:
4	For the change from the normal PDCP to DAPS PDCP, UE establishes a ciphering function, integrity protection function and ROHC protocol stack and applies the security algorithms and keys provided by upper layer.
6	For the change from DAPS PDCP to the normal PDCP, UE releases the ciphering function, integrity protection function associated to the released RLC entity. FFS how RoHC is handled.
Source connection during DAPS HO:
3	The UE releases the source SRB resources, security configuration of the source cell and stops DL/UL reception/transmission with source upon receiving explicit release from target node.


During the email discussion about mobility enhancements (108#34, 108#35, and 108#66), however, companies show different views about security handling issues. In this contribution, we further discuss the security key handling during DAPS handover.
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Connection with source and target cell
In DAPS handover, UE temporally keeps data transmission and reception with the source and target cells. The major steps are described as follows.
A. UE maintains the connection with the source cell when receiving HO command.
B. UE keeps data transmission/ reception with the source cell while performing random access towards the target cell.
C. UE switches UL protocol from the source to the target cell upon successful RACH procedure.
D. UE detaches from the source cell later after connection with the target cell is established.
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Figure 1. DAPS Handover Procedure
Security key handling in UE during DAPS handover
According to the agreements made in previous meetings, upon reception of DAPS HO command, UE derives the security keys for the target cell and configures the lower layer associated to the target cell to apply the security keys/algorithms, while maintaining the security keys/configuration of the source cell. This means that there will be two sets of security keys during DAPS handover, and only one set of keys remains after handover completes. 
In practice, during DAPS handover, the UE may store old security keys and associated ciphering algorithm are stored as different variable names (e.g., KUPenc as KUPenc1) when UE receives HO command with daps-Config for any DRB. The old UP keys (KUPenc1, KUPint1) are used for source cell data transmission during handover, and the old RRC keys (KRRCint1 and KRRCenc1) are not used since source cell SRBs are suspended. 
After successful DAPS handover, the security keys of the source cell are discarded once UE is detached from source cell (i.e., UE receiving RRCReconfiguration with daps-SourceRelease).
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Figure 1.	Security key handling in successful DAPS handover
If DAPS handover fails, the source cell SRBs and DRBs will be resumed. The UE discards security keys for target cell. The case is shown in the figure below.
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Figure 2.	Security key handling in failed DAPS handover
Notice that although security key change during handover is optional in NR, in DAPS handover security keys are always changed since DAPS involves two nodes.
Based on the above discussion, we have the following observations:
Observation 1:	In DAPS handover, security keys are always changed.
Observation 2:	UE needs to store two set of security keys during DAPS handover.
Observation 3:	Upon DAPS handover success or failure, UE discards one set of security keys.
RRC procedures for security key handling
Now we discuss how the security key handling is captured in RRC specifications.
[bookmark: _GoBack]SRB for target cell
During DAPS HO, SRBs for target cell are established and the new RRC keys (KRRCenc and KRRCint) are applied, while SRBs for source cell are suspended. This procedure can be captured either in the RRC text about UE receiving ReconfigurationWithSync (Section 5.3.5.5.2 in TS38.331), or in the RRC text for SRB addition/ modification (Section 5.3.5.6.3 in TS38.331). We prefer the former. The reason is, current SRB addition/ modification RRC text is structured “for each srb-Identity value included in the srb-ToAddModList”, but in DAPS handover, the introduction of target cell SRB needs not to involve a srb-ToAddModList. 
Proposal 1:	SRBs and related security key handling of target is captured in the section of Reconfiguration with Sync.
DRB for target cell
Upon receiving HO command with DAPS configured for any DRB, the (normal) PDCP is reconfigured as a DAPS PDCP, and new UP keys (KUPenc and KUPint) are applied to the target cell part. This procedure involves DRB modifications, and the keys are always changed, thus we suggest that the RRC procedure about DRB for target cell and corresponding key handling is captured in the RRC text about DRB addition/modification (Section 5.3.5.6.5 in TS 38.331).
Proposal 2:	DRBs and related security key handling are captured in the section of DRB addition/modification.
Discarding one set of security keys
Although the keys for source cell will not be used after handover completion, since the UE does store two set of keys during DAPS handover, we prefer to specify explicitly that UE should discard the keys for source cell upon receiving RRCReconfiguration with daps-SourceRelease (Section 5.3.5.3 in TS 38.331).
Proposal 3:	In RRC specifications, specify explicitly that UE should discard the keys for source cell upon receiving RRCReconfiguration with daps-SourceRelease.
Similarly, upon DAPS handover failure (T304 expiry) UE should discard the keys for target cell, and this should also be specified explicitly in the RRC specifications (Section 5.3.5.8.3 in TS 38.331).
Proposal 4:	In RRC specifications, specify explicitly that UE should discard the keys for target cell upon DAPS handover failure.
Conclusion
We have the following observations:
Observation 1:	In DAPS handover, security keys are always changed.
Observation 2:	UE needs to store two set of security keys during DAPS handover.
Observation 3:	Upon DAPS handover success or failure, UE discards one set of security keys.
It is proposed to discuss and decide on the following proposals:
Proposal 1:	SRBs and related security key handling of target is captured in the section of Reconfiguration with Sync.
Proposal 2:	DRBs and related security key handling are captured in the section of DRB addition/modification.
Proposal 3:	In RRC specifications, specify explicitly that UE should discard the keys for source cell upon receiving RRCReconfiguration with daps-SourceRelease.
Proposal 4:	In RRC specifications, specify explicitly that UE should discard the keys for target cell upon DAPS handover failure.
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