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1
Introduction

In the last RAN2 meeting, UE behaviour upon PC5-RRC connection release was discussed but there is still a remaining FFS [1]. And the UE behaviour upon PC5 AS configuration failure is not clear.
	=> Upon the PC5-RRC connection release, the UE performs the following actions: 1) Discard any associated SL UE context, if any; 2) Release all associated SLRBs configuration including release of the RLC entity and the associated PDCP entity and SDAP; and 3) Indicate the release of the PC5-RRC connection to upper layers (e.g. PC5-S entity) if PC5-RRC connection release is triggered by AS-layer. FFS on behaviour for MAC layer, security keys and relevant timers (if any).

=> If the UE is able to comply with the received configuration in AS-layer configuration message, it initiates PC5-RRC based AS-layer Configuration Complete. Otherwise, it initiates PC5-RRC based AS-layer configuration failure. FFS whether to follow proposal3 or not at PC5-RRC-based AS-layer configuration fails.


In this contribution, we will further discuss the remaining issues on UE behaviour upon PC5-RRC connection release and PC5 AS configuration failure and give our considerations.

Discussion

2.1 PC5 RRC connection release
Based on previous agreements, it is not clear the behaviour for MAC layer, security keys and relevant timers (if any) upon PC5-RRC connection release.

It is understood that the MAC entity is per UE level regardless of source-destination pair. The UE may perform sidelink communication with multiple peer UEs, i.e. maintaining multiple PC5-S/PC5-RRC connections for different source-destination pairs, it is not reasonable to reset the whole MAC due to one PC5-RRC connection release. Only the MAC configuration (e.g. logical channel configuration) corresponding to the SLRBs associated to the PC5-RRC connection should be released accordingly. 

Proposal 1: The whole MAC should not be reset due to one PC5-RRC connection release. Only the MAC configuration (e.g. logical channel configuration) corresponding to the SLRBs associated to the PC5-RRC connection should be released accordingly.
The timer T400 is supported for PC5 AS configuration procedure. T400 is started upon transmission of PC5 RRC reconfiguration message while stopped upon reception of PC5 RRC reconfiguration complete/failure message. Upon T400 expiry, PC5 RRC configuration failure is performed. As we can see, when PC5-RRC connection is released, the associated timer T400 shall be stopped, if running. 
Proposal 2: When PC5-RRC connection is released, the associated timer T400 shall be stopped, if running.
Based on SA3 LS R2-1914357 and R2-1916275, AS security protection is not only needed for the PC5-S (except for Direct communication request and PC5-S siganllings to establish PC5-S security) and PC5-RRC signalling, but also needed and can be configured for sidelink unicast data traffic. Based on SA3 progress, similar mechanism for AS security for ProSe one-to-one communication is reused, i.e. the Key ID (KD-sess ID) and Counter parameters are carried in the PDCP header, along with any MAC that is needed for integrity protection. The KD-sess / KD-sess ID is per PC5 unicast link (PC5-S/PC5-RRC connection) and derived based on upper layer security context. Certainly, when the PC5-S/PC5-RRC connection is released, the associated security context shall be released/discard. Nevertheless, the security context is dependant on upper layer/PC5-S connection, which is out the scope of RAN2.
Observation 1: The security context is dependant on upper layer/PC5-S connection, which is out the scope of RAN2.
2.2 PC5 AS configuration failure
According to previous RAN2 agreements, there are two cases for PC5 AS configuration failure:

Case 1: receiving explicit PC5 AS configuration failure message from the peer UE;

Case 2: the expiry of T400.
For case 2, the UE cannot receive a response message/the peer UE cannot transmit a response message successfully, it is generally because the quality of PC5 link is poor or a generic error is occurred, which can be handled the same as RLF. So we mainly discuss the case 1 here.
Considering a scenario that, UE1 initiates a PC5 AS configuration to establish new SLRB3 and to release SLRB1 some timer after communicating with the peer UE using established SLRB1 and SLRB2. If the peer UE cannot comply with (part of) the configuration in the PC5 AS configuration message, it will reply with a failure message. When receiving the failure message, UE1 and the peer UE shall continue using the configuration used prior to this PC5 AS configuration message (that is, continue using SLRB1 and SLRB2) and just discard/release the configuration in the failed PC5 AS configuration message. In this case, the PC5 AS configuration failure shall not be handled as SL RLF or PC5 RRC connection release. By the way, the AS security is activated upon PC5-S connection established successfully, it is not necessary to consider different operations for AS security been activated/not been activated as Uu. 
In addition, if the UE1 is in RRC connected state, it shall report the PC5 AS configuration failure to network. As discussed above, the PC5 AS configuration failure due to unable to comply with (part) of the configuration is different from the SL RLF or PC5 RRC connection release, so the SL RLF reporting cannot be reused. In NR Uu, FailureInformation is used to inform the network about a failure detected by UE. It can be enhanced to report PC5 AS configuration failure of NR V2X UE to network. Specifically, if PC5 AS configuration failure happens, UE1 sends FailureInformation message with the failure type of sidelink to inform the PC5 AS configuration failure to gNB. 

Proposal 3: For PC5 AS configuration failure due to inability to comply with the configuration, the pair UE shall continue using the configuration used prior to the failed PC5 AS configuration and just discard/release the failed PC5 AS configuration.
Proposal 4: It is suggested that FailureInformation is used to report the PC5 AS configuration failure to network for RRC connected UE.
3
Conclusion
In this contribution, UE behaviour upon PC5-RRC connection release and PC5 AS configuration failure were discussed. And we have the following observations and proposals:

Proposal 1: The whole MAC should not be reset due to one PC5-RRC connection release. Only the MAC configuration (e.g. logical channel configuration) corresponding to the SLRBs associated to the PC5-RRC connection should be released accordingly.
Proposal 2: When PC5-RRC connection is released, the associated timer T400 shall be stopped, if running.
Observation 1: The security context is dependant on upper layer/PC5-S connection, which is out the scope of RAN2.
Proposal 3: For PC5 AS configuration failure due to inability to comply with the configuration, the pair UE shall continue using the configuration used prior to the failed PC5 AS configuration and just discard/release the failed PC5 AS configuration.
Proposal 4: It is suggested that FailureInformation is used to report the PC5 AS configuration failure to network for RRC connected UE.
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