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1 Introduction

During RAN2#108 meeting, some open issues on PDCP were discussed and reached the following agreements:
Agreements on PDCP: 

1: 
For SL groupcast and broadcast, PDCP out-of-order delivery is not supported.

2:
ARP SDU type is not supported in NR sidelink.

3:
PC5 Signaling protocol SDU type is not supported in NR sidelink.

4:
The length of SDU type is 2bits.

5:
For data PDU format, D/C field is not used for groupcast and broadcast.

6:
The initial value of RX_DELIV in the receiving PDCP entity sets to 0 for unicast. The initial value of RX_DELIV in the receiving PDCP entity follows the LTE rule for groupcast and broadcast.

7:
PDCP should support AS ciphering and integrity protection for SL data and PC5-RRC.

8:
For SL groupcast and broadcast, only 18bits pdcp-SN-Size is used for the SL DRB. For SL unicast, 12bits and 18bits pdcp-SN-Size are used for the SL DRB.

9:
For SL unicast, only 12bits pdcp-SN-Size is used for the SL SRB including SL SRBs which carrying PC5 Signalling and PC5 RRC message. FFS on how to handle initial PC5-S signaling for unicast link.
This document is for the following email discussion which aiming to further discuss the miscellaneous issues for PDCP:

[108#102][V2X] 38.323 running CR (CATT)


To discuss miscellaneous issues for 38.323 implementation (including consideration of further SA3 inputs, etc.) and to update the running CR

Intended outcome: Endorsable Draft CRs for next meeting. 


Deadline:  2020-01-30
Specifically, this document collects miscellaneous issues for PDCP running CR on 5G V2X which are still left unconcluded and need to be discussed. Companies' views on these issues were encouraged, and proposals based on companies' inputs were made in order to address these issues.
2 Discussion

2.1 Issues for the HFN part of RX_NEXT and RX_DELIV
During the previous meetings, regarding to the initial value of RX_NEXT and RX_DELIV in V2X PDCP, the following agreements were reached:
· The initialized PDCP state variable, i.e., RX_NEXT, in the receiving PDCP entity is set to 0 for unicast. The initialized PDCP state variable set, i.e., RX_NEXT, in the receiving PDCP entity follows the LTE rule for groupcast and broadcast.

· The initial value of RX_DELIV in the receiving PDCP entity sets to 0 for unicast. The initial value of RX_DELIV in the receiving PDCP entity follows the LTE rule for groupcast and broadcast.

In current 38.323 running CR, the above agreements are captured as follows. For RX_NEXT, only SN part is specified for V2X. For RX_DELIV, the current context is open and need to be captured based on this meeting agreement and outcome of this offline discussion. Based on the agreement of this meeting, following LTE rule, for groupcast and broadcast, the initial value of the SN part of RX_DELIV is set to (x-0.5* Window_Size) where x is the COUNT of the first received PDCP Data PDU.

a)
RX_NEXT

This state variable indicates the COUNT value of the next PDCP SDU expected to be received. The initial value is 0, except for sidelink broadcast and groupcast. For NR sidelink communication for broadcast and groupcast, the initial value of the SN part of RX_NEXT is (x +1) modulo (2[pdcp-SN-SizeSL] ), where x is the SN of the first received PDCP Data PDU.

b)
RX_DELIV

This state variable indicates the COUNT value of the first PDCP SDU not delivered to the upper layers, but still waited for. The initial value is 0.
The issues for the HFN part of RX_NEXT and RX_DELIV were discussed during the offline discussion at RAN2#108 meeting [1]

 REF _Ref27578030 \r \h 
[2]. One issue was raised according to Samsung’s contribution [3]. If RX_HFN of RX_NEXT is equal to 0, RX_DELIV may have a negative value which is not allowed in NR specification. In NR PDCP, COUNT is always non-negative and never wrap-around. Thus, a PDCP PDU with negative COUNT will be discarded because it is considered as an error.

To resolve this issue, some companies think the HFN part of RX_NEXT can be left into UE implementation, but the initial value of the HFN part of RX_NEXT should be larger than 0.

Some companies propose another solution is that the HFN part of RX_NEXT is left into UE implementation and the initial value of the HFN part of RX_NEXT can be equal to or larger than 0. The smart UE can avoid the above issue happen by UE implementation.
Some companies also think the initial value of the HFN part of RX_NEXT can be fixed to 0. The above issue can be solved by defining the initial value of the SN part of RX_DELIV.
According to the about analysis, we would like to discuss how to implement the HFN part of RX_NEXT, as follows.

Question 1: Regarding to the initial value of the HFN part of RX_NEXT, which option does company prefer?

1) Option 1: Leave it into UE implementation, but the initial value of the HFN part of RX_NEXT should be larger than 0;

2) Option 2: Leave it into UE implementation, which means the initial value of the HFN part of RX_NEXT can be equal to or larger than 0;

3) Option 3: Specify the initial value of the HFN part of RX_NEXT, which is equal to 0;
4) Option 4: Leave it to UE implementation completely without further restrictions.
5) Other options: Please provide the detail solution(s).
	Company
	Preferred option(s)
	Comments if any 

	OPPO
	1) With modification
	HFN part of the RX_NEXT will not be used anyway. So whatever we agree, it will not impact real transmission scheme. Hence it doesn’t matter what the value is as long as RX_NEXT and RX_DELIV is a positive value. So we think we can simply say “The HFN part of RX_NEXT can be left to UE implementation as such that initial value of RX_DELIV should be a positive value”. 

	Samsung
	1) with modification
	Ok with OPPO’s suggestion

	Huawei
	Option 4
	Having clarified in the last meeting that this issue is only related to inner-UE behaviour and leads to no impacts on the interaction among UEs over air interface, we think the UE can make the correct choice by proper UE implementation without need of other restrictions. 

	Nokia
	1) or 2)
	Slight preference towards option 2, or OPPOs suggestion to option 1.

	CATT
	1) with modification
	Agree with OPPO

	Ericsson
	1)
	We believe the issue raised by Samsung is valid. Although HFN in SL is not used in the same way as in Uu, it does not harm to restrict the initial value of HFN larger than 0.

	Qualcomm
	1)
	Agree with OPPO

	Intel
	Option 2 or 4
	It could be completely left to UE implementation or a note may be added to suggest as per option 2)

	LG
	1)
	In order to avoid the highlighted issue of RX_DELIV having a negative value, then Option 1) is reasonable.

	ZTE
	1)
	Agree with OPPO.

	Futurewei
	Option 4
	The selection of initial HFN can be left to UE.

	Apple
	4
	

	MediaTek
	1) with modification
	Agree with OPPO.


Voting result:
Option 1: 9
Option 2: 2
Option 3: 0
Option 4: 4
Rapporteur's observation: 

A clear majority of companies agreed with Option 1. Almost all companies which selected option1 agree with OPPO’s suggestion. Thus, Rapporteur suggests following OPPO’s suggestion. 

Proposal 1: Add a Note that the HFN part of RX_NEXT can be left to UE implementation as such that initial value of RX_DELIV should be a positive value.
For the HFN part of RX_DELIV, during the offline discussion, some companies think the initial value of the HFN part of RX_DELIV can be automatically derived depending on SN part of the first received PDU. Thus we don’t need to specify the initial value of the HFN part of RX_DELIV.

Some companies think the initial value of the HFN part of RX_DELIV also can be left to UE implementation, which means the initial value of the HFN part of RX_DELIV can be equal to or larger than 0.

Some companies also think the initial value of the HFN part of RX_DELIV can be fixed to 0. The above issue can be solved by defined the initial value of the SN part of RX_DELIV.

According to the about analysis, we would like to discuss how to implement the HFN part of RX_DELIV, as follows.

Question 2: Regarding to the initial value of the HFN part of RX_DELIV, which option does company prefer?

1) Option 1: Don’t need to specify the initial value of the HFN part of RX_DELIV;
· If Option 1 is selected, it means we don’t capture anything related with the HFN part of RX_DELIV in 38.323.
2) Option 2: Leave it into UE implementation, which means the initial value of the HFN part of RX_DELIV can be equal to or larger than 0;
· If Option 2 is selected, it means we will capture a Note in 38.323 as “The HFN part of RX_DELIV can be left into UE implementation”.
3) Option 3: Specify the initial value of the HFN part of RX_DELIV, which is equal to 0;

4) Other options: Please provide the detail solution(s).
	Company
	Preferred option(s)
	Comments if any 

	OPPO
	2) With modification
	We can capture a Note in 38.323 as “The HFN part of RX_DELIV can be left to UE implementation as such that initial value of RX_DELIV should be a positive value”

	Samsung
	1)
	According to NR PDCP, it is clear that RX_DELIV is less than RX_NEXT. As RAN2 agreed the initial value of RX_DELIV follows the LTE rule for groupcast and broadcast, the initial value of RX_DELIV is 0.5*window size smaller than RX_NEXT. It means that the HFN part of RX_DELIV is always automatically determined by RX_NEXT.
For instance, let’s assume that the first received SN is 5 and the UE implementation set the initial value of HFN is 1. Then, RX_NEXT will be 5+1*(SN space size) + 1. Then, RX_DELIV will be 5+1*(SN space size)-0.5*(window size). It means that the HFN part of the RX_DELIV will be automatically equal to 0. There is no other choice of the HFN of RX_DELIV. 

	Huawei
	Option 2
	Similar comments as for Question 1. A note is sufficient, and the part of “which means the initial value...” in option 2 is not necessarily embodied in the Spec. 

	Nokia
	2)
	If HFN in RX_NEXT is agreed to be left for UE implementation, we should be able to agree on the same for HFN in RX_DELIV as well. We can accept OPPOs change of wording as well if majority agrees. 

	CATT
	Option 2
	Agree with OPPO

	Ericsson
	2)
	Agree to leave it to UE implementation. We agree also to add a note but with a bit different text to what proposed by OPPO (even if the meaning is the same):

NOTE: The HFN part of RX_DELIV is left to UE implementation and its initial value need to be greater than 0.


	Qualcomm
	2)
	

	Intel
	2)
	

	LG
	2)
	Share the view that a note can better clarify the initial value of the HFN part of RX_DELIV.

	ZTE
	2)
	Similar as question 1, HFN part of RX_DELIV can be initialized through UE implementation.

	Futurewei
	Option 2
	Can be set similarly as for HFN of RX_NEXT.

	Apple
	Option 2
	Support to capture this as a NOTE

	MediaTek
	2)
	Agree with Ericsson.


Voting result:
Option 1: 1
Option 2: 12

Option 3: 0

Rapporteur's observation: 

A clear majority of companies agreed with Option 2, i.e., the HFN part of RX_DELIV can be left into UE implementation. All companies which selected option2 agree to capture a Note in the spec. Thus, Rapporteur suggests the detail wording of the Note can be left to Stage 3 running CR. 

Proposal 2: Add a Note that the HFN part of RX_DELIV can be left into UE implementation. The detail wording of the Note can be left to Stage 3 running CR.
2.2 Issues for PDCP format

2.2.1 Security impact on PDCP header
The issue of protecting the traffic at the PDCP layer has been discussed in the last SA3 meeting and specify the solution #12 in SA3 TR33.836 [4] and conclude that the solution #12 is chosen as the basis for normative work as follows.

=============================== TR 33.836 start ======================================

6.12
Solution #12: Protecting the traffic at the PDCP layer

6.12.1
Introduction

This solution addresses part of key issue #2 on security for eV2X unicast messages over PC5. In particular, the solution covers the protection at the PDCP layer of signalling and user plane traffic over the PC5 interface and is based on the solution for ProSe in TS 33.303 [6].

6.12.2
Solution details

6.12.2.1
General

Protection for the signalling and user plane data between the UEs is provided at the PDCP layer. As the security is not preserved through a drop of the connection, all signalling messages that need to be sent before security is established, may be sent with no protection. 

All other signalling messages are integrity protected and may be confidentiality protected except the Direct Security Mode Command which is sent integrity protected only.
It is necessary to allocate LCID for bearers that carry signalling messages that are not protected, a bearer to carry Direct Security Mode Command and Direct Security Mode Complete messages, bearers for other signalling messages that are confidentiality and integrity protected and the user plane bearers.
6.12.2.2
Integrity protection

V2X UEs implement NIA0, 128-NIA1 and 128-NIA2 and may implement 128-NIA3 for integrity protection of the relevant bearers

These integrity algorithms are as specified in TS 33.501 [8] and are used with the following modifications;

-
The key used is PIK;

-
Direction is set to 1 for direct link signalling transmitted by the UE that sent the Direct Security Mode Command for this security context and 0 otherwise;

-
Bearer[0] to Bearer[4] are set to LCID; 

-
The least significant bits of COUNT[0] to COUNT[31] are filled with Counter and the remaining bits should be filled with some part of KD-sess ID (or equivalent parameter). 

The receiving UE ensures that received messages are not replayed.
6.12.2.3
Confidentiality protection

V2X UEs implement NEA0, 128-NEA1 and 128-NEA2 and may implement 128-NEA3 for ciphering of one-to-one traffic.

These ciphering algorithms are as specified in TS 33.501 [8] and are used with the following modifications;

-
The key used in PEK;

-
Direction is set as for integrity protection (see 6.5.6.2);

-
Bearer[0] to Bearer[4] are set to LCID; 

-
The least significant bits of COUNT[0] to COUNT[31] are filled with Counter and the remaining bits should be filled with some part of KD-sess ID (or equivalent parameter). 

6.12.2.4
Security contents in the PCDP header

The Key ID and Counter parameters are carried in the PDCP header, along with any MAC that is needed for integrity protection. Key ID is used to signal which security context is being used and may be part of KD-sess ID.  
This is illustrated in the Figure 6.12.2.4-1.
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Figure 6.12.2.4-1: Security contexts of the PDCP header for one-to-one communications

If the configuration is not to use any PDCP protection for one-to-one communication user plane bearers, then the UE sets the values of the security information (Key ID and Counter) to zero in the header of the user plane PDCP packets.

For the signalling messages that are not protected, the Key ID and Counter in PDCP format are set to zeros in the header of the PDCP packet.
6.12.3
Evaluation

The solution addressed the requirements of the key issue by introducing a method of protecting the traffic at the PDCP layer. The same security method protects the PC5-S signalling, PC5-RRC signalling and user plane traffic, which avoids the need for deploying more than one security solution. 

The solution is similar to the one proposed for ProSe in TS 33.303 [6] and uses the same inputs to the confidentiality and integrity algorithms so that the already deployed algorithms can be re-used without changes.

=============================== TR 33.836 end ======================================

=============================== TR 33.836 start ======================================
7.7
Conclusion on KI #2

For Key Issue #2 on security for eV2X unicast messages over PC5, solution #3, solution #8, solution #19, solution #12 and solution#16 are chosen as the basis for normative work. Inconsistencies in the handling of the security policy between solutions #19 and solution #16 will be resolved during the normative phase.

NOTE: Some additional parts of a solution may be needed, e.g. protection of IEs in Direct Communication Request. These additional decisions can be part of the normative work.
=============================== TR 33.836 end ======================================

In Solution #12 of TR 33.836, SA3 suggest the PDCP header includes Key ID, Counter and MAC, where Counter is the PDCP SN and MAC (Message Authentication Code) is the MAC-I in AS layer. According to SA3 reply LS [5], only for SL unicast, the AS ciphering and integrity protection for SL data are needed and can be configured. However, the AS ciphering and integrity protection are not needed for SL groupcast and broadcast. 

Thus the AS ciphering and integrity protection mechanism are different for different cast types. The Key ID and MAC-I fields may need different descriptions for different cast types. In the following, we need to discuss the meaning for the Key ID, MAC-I and D/C fields for different cast types. Thus, companies are encouraged to provide answers for the following questions of PDCP format related with AS ciphering and integrity protection.

For the Key ID, it is mentioned in Solution #12 of TR 33.836 that if AS security is not configured or the messages are not protected, the Key ID in PDCP format is set to zero in the header of the PDCP packet. 

For the SL DRBs, according to SA3 reply LS [5], only for SL unicast, the AS security protection for SL data are needed and can be configured. However, the AS security protection are not needed for SL groupcast and broadcast. For the SL SRBs, the first PC5 Signalling, i.e., Direct Communication Request, is sent without protected. In Solution #12 of TR 33.836, it also mentions the Direct Security Mode Command is also sent without protected. Thus, except for Direct Communication Request and Direct Security Mode Command messages, the other PC5 Signallings and RRC signalling shall be sent protected.
For the MAC-I, it is mentioned in Solution #12 of TR 33.836 that if integrity protection is required, MAC-I is presented in PDCP format. 

For the SL DRBs, according to SA3 reply LS [5], for SL unicast, depending on the requirements of each V2X application, AS-layer integrity protection can be configured. For groupcast and broadcast, AS-layer integrity protection is not needed. For the SL SRBs, in the solution #12 of TR 33.836, it mentions that all signalling messages that need to be sent before security is established, may be sent with no protection, i.e., the first broadcast PC5 Signalling is sent without integrity protection. Other PC5 Signallings and SL RRC signallings are sent with integrity protected.
According to the above analysis, we can summarize the AS ciphering and integrity protection for SL DRBs and SRBs as the following table.

	
	Need AS ciphering protection or not?
	Need AS integrity protection or not?

	SL DRBs for unicast
	Needed and can be configured
	Needed and can be configured

	SL DRBs for groupcast and broadcast
	Not needed
	Not needed

	Direct Communication Request
	Not needed
	Not needed

	Direct Security Mode Command
	Not needed
	Needed

	Other PC5 Signallings
	Needed
	Needed

	PC5 RRC signalling
	Needed
	Needed


In the following, we would like to discuss which spec needs to capture the above perspectives from SA3 and companies are encouraged to provide the prefer options. 

Question 3: Regarding to capture the AS security perspectives, which option does company prefer?

1) Option 1: Capture the description of which signallings need to be confidentiality protected or not in 38.331;
· If Option 1 is selected, it means we just generally mention “if AS security is not configured or the messages are not protected, the Key ID is set to zero” in the description of PDCP format.
2) Option 2: Capture the description of which signallings need to be confidentiality protected or not in 38.323;

· If Option 2 is selected, it means we capture the description of which signallings need to be confidentiality protected or not in 38.323, e.g., for SL DRBs, the AS security protection is needed and can be configured only for SL unicast.
3) Other options: Please provide the detail solution(s).
4) Option 3: Only capture which types of SLRB need confidentiality protection in TS 38.331. The specific functionalities for confidentiality protection (e.g. parameters needed, procedures, etc.) are captured in TS 38.323;

· Note that in Rel-13 D2D how the AS security mechanism works is specified in TS 36.323 (subclause 5.6.1/2) with reference to upper layer (SA3) Specs. As per SA3 progress, the AS security related signalling and operations for NR SL are also done in the upper layers. So it is OK to follow LTE D2D and capture the AS security functionalise in TS 38.323.
5) Option 4: Re-use the NR Uu principle. This means that AS security for SRB/DRB is described in 38.331 whereas the detailed procedure as mentioned in 38.323 with a reference to the V2X layer specification.
	Company
	Preferred option(s)
	Comments if any 

	OPPO
	3) The difference between unicast and broadcast/groupcast should be captured in 38.323. 

difference between unicast SRB/DRB should be captured in 38.331
And the difference between SRB carrying different PC5-S signalling can be captured in 38.321 based on LCID definition
	The detail description of PC5-S signalling should be capture in V2X layer instead of AS layer.

	Samsung
	2) with comment
	Basically the description should be captured in subclause 5.8 Ciphering and deciphering in 38.323. 

	Huawei
	4) Option 3
	As per SA3 progress, they are going to use upper layer signalling (PC5-S) to perform AS security related configuration/activation without need of any AS layer signalling; so the AS only needs to refer to the upper layers in terms of whether the related security mechanisms are enabled (not only the confidentiality/integrity protection for unicast, but also the PTK/PGK based mechanism for groupcast/broadcast) and how to set related parameters. This is similar to D2D where the specific description of AS security mechanism is just specified in PDCP spec, with necessary reference to SA3 spec when using related parameters. 

The only difference in NR SL is that for unicast we have further SL-SRBs which may not share completely the same mechanism as SL-DRBs. In this case, we may specify different operations to SL-SRBs and SL-DRBs, and in RRC we only need to mention that both of them, in the case of unicast, may be configured/activated by the upper layers ciphering and integrity protection.

	Nokia
	4) Option 3
	We believe the most intuitive way is to implement the information in 38.323, but also acknowledges that the SLRB types can be captured in 38.331 with reference to 38.323 as Huawei suggests.

	CATT
	4) Option 3
	Share the same view with Huawei.

	Ericsson
	5) Option 4
	We would prefer to describe in RRC spec the differences between SRB and DRB. In the 38.321 specification, instead, we prefer to have something similar to the current text in section 5.8, i.e., :

“The ciphering algorithm and key to be used by the PDCP entity are configured by upper layers TS 38.331 [3] and the ciphering method shall be applied as specified in TS 33.501 [6].
The ciphering function is activated/suspended/resumed by upper layers TS 38.331 [3]. When security is activated and not suspended, the ciphering function shall be applied to all PDCP Data PDUs indicated by upper layers TS 38.331 [3] for the downlink and the uplink, respectively.”

	Qualcomm
	Option 4
	Share Nokia’s view

	Intel
	4) Option 3
	We share Huawei’s view

	LG
	4) Option 3
	Generally fine with following the D2D principle as shared by Huawei, with the focus being on describing the AS Security Protection configuration difference between the SL-SRB and SL-DRB in TS38.331.

	ZTE
	4) Option3
	We share with Huawei’s view to follow LTE D2D principle.

	Futurewei
	4) Option 3
	Whether encryption and/or integrity protection can be applied to an SLRB is captured in SLRB configuration procedure/message in TS 38.331.

The parameters, data format, and operations used to process each packet is captured in TS 38.323, with reference to SA3 specs.

	Apple
	4)Option 3
	Agree with Huawei.

	MediaTek
	4) Option 3
	Agree with Huawei, try to keep UP spec clearly and leave the CP related descriptions to 331.


Voting result:
Option 1: 0
Option 2: 1
Option 3: 9
Option 4: 2 (According to the comments, seems one of them prefers Option3.)
Other option: 1
Rapporteur's observation: 

It seems option 4 which provided by Ericsson is similar as option 3, if I understand correctly. Therefore, a clear majority of companies agreed with Option 3, which provided by Huawei.
Proposal 3: Only capture which types of SLRB need confidentiality protection in TS 38.331. The specific functionalities for confidentiality protection (e.g. parameters needed, procedures, etc.) are captured in TS 38.323.

Question 4: Regarding to capture the integrity protection perspectives, which option does company prefer?

1) Option 1: Capture the description of which signallings need to be integrity protected or not in 38.331;
· If Option 1 is selected, it means we just generally mention “if integrity protection is configured, MAC-I is present” in the description of PDCP format.
2) Option 2: Capture the description of which signallings need to be integrity protected or not in 38.323;
· If Option 2 is selected, it means we capture the description of which signallings need to be integrity protected or not in 38.323, e.g., for SL DRBs, the integrity protection can be configured and MAC-I is present only for SL unicast.

3) Other options: Please provide the detail solution(s).
4) Option 3: Only capture which types of SLRB need integrity protection in TS 38.331. The specific functionalities for integrity protection (e.g. parameters needed, procedures, etc.) are captured in TS 38.323;

· Note in that Rel-13 D2D how the AS security mechanism works is specified in TS 36.323 (subclause 5.6.1/2) with reference to upper layer (SA3) Specs. As per SA3 progress, the AS security related signalling and operations for NR SL are also done in the upper layers. So it is OK to follow LTE D2D and capture the AS security functionalise in TS 38.323.
5) Option 4: Re-use the NR Uu principle. This means that AS security for SRB/DRB is described in 38.331 whereas the detailed procedure as mentioned in 38.323 with a reference to the V2X layer specification.
	Company
	Preferred option(s)
	Comments if any 

	OPPO
	Please refer to answer to Q3
	Please refer to comment for Q3

	Samsung
	2) with comment
	Basically the description should be captured in subclause 5.9 Integrity protection and verification in 38.323.

	Huawei
	4) Option 3
	Same comments as Question 3.

	Nokia
	4) Option 3
	Same comments as Q3

	CATT
	4) Option 3
	Same comments as Q3

	Ericsson
	5) Option 4
	We would prefer to describe in RRC spec the differences between SRB and DRB. In the 38.321 specification, instead, we prefer to have something similar to the current text in section 5.8, i.e., :

“The ciphering algorithm and key to be used by the PDCP entity are configured by upper layers TS 38.331 [3] and the ciphering method shall be applied as specified in TS 33.501 [6].
The ciphering function is activated/suspended/resumed by upper layers TS 38.331 [3]. When security is activated and not suspended, the ciphering function shall be applied to all PDCP Data PDUs indicated by upper layers TS 38.331 [3] for the downlink and the uplink, respectively.”

	Qualcomm
	Option 4
	Same comments as Q3

	Intel
	4)Option 3
	

	LG
	4) Option 3
	Refer to same response in Q3

	ZTE
	5) Option 3
	Same comments as Q3

	Futurewei
	4) Option 3
	Whether integrity protection can be applied to an SLRB is captured in SLRB configuration procedure/message in TS 38.331.

The parameters, data format, and operation used to process each packet is captured in TS 38.323, with reference to SA3 specs.

	Apple
	4) Option 3
	Same as Q3

	MediaTek
	4) Option 3
	Same as Q3


Voting result:
Option 1: 0
Option 2: 1
Option 3: 9

Option 4: 2 (According to the comments, seems one of them prefers Option3.)
Other option: 1
Rapporteur's observation: 

It seems option 4 which provided by Ericsson is similar as option 3, if I understand correctly. Therefore, a clear majority of companies agreed with Option 3, which provided by Huawei.
Proposal 4: Only capture which types of SLRB need integrity protection in TS 38.331. The specific functionalities for integrity protection (e.g. parameters needed, procedures, etc.) are captured in TS 38.323.
Regarding to SL DRBs and SRBs, we also need to discuss how to treat the MAC-I field in the PDCP format. For NR Uu SRBs, the integrity protection is always present and if integrity protection is not configured, the MAC-I field is still present but should be padded with padding bits set to 0. For NR Uu DRBs and LTE V2X, the MAC-I field is present only when the integrity protection is configured.

Companies are encouraged to provide answers for the following question about PDCP format related with MAC-I field for SL DRBs and SRBs.

Question 5: For SL DRBs, if the integrity protection is not needed, e.g., for groupcast and broadcast, how to treat the MAC-I field in the PDCP format?

1) Option 1: The MAC-I field is still present but should be padded with padding bits set to 0 (same as NR Uu SRBs);
2) Option 2: The MAC-I field is not present (same as Uu and LTE V2X);
3) Option 3: Wait for SA3 progress.
	Company
	Preferred option(s)
	Comments if any 

	OPPO
	Option2
	The cast type can be differentiated in MAC/PHY layer i.e. there is no ambiguity in PDCP layer regarding the existence of MAC-I field 

	Samsung
	2)
	

	Huawei
	Option 2
	Based on the experience of Rel-13 D2D, we might anyway need different PDCP headers for unicast (one-to-one) and for groupcast/broadcast (one-to-many). To this end, for the PDCP header specific for groupcast and broadcast, the MAC-I field may not be needed. 

	Nokia
	Option 1
	Option 1 seems more futureproof considering potential next steps of groupcast (e.g. a closed group with connection management), as well as being compliant with already existing NR specification, making spec more transparent.

	CATT
	Option 2
	In solution#12 in 38.836, it’s said “MAC if required” in the figure 6.12.2.4-1. We think option 2 is preferred by SA3.

	Ericsson
	Option 2
	Uu principle should be followed

	Qualcomm
	Option 2
	

	Intel
	Option 2
	For SL DRB, it makes sense to follow NR Uu DRB and LTE V2X as baseline. 

	LG
	2) Option 2
	For Rel-16 it is has been concluded that integrity protection is not needed for broadcast and groupcast and therefore we prefer to follow the Uu and LTE V2X principles. 

	ZTE
	2）Option 2
	Agree with OPPO, UE can differentiate the cast type through MAC layer, therefore, in PDCP, whether there is MAC-I field will not cause ambiguity.

	Futurewei
	Option 2
	

	Apple
	2
	NO need to have a MAC-I field which is not used.

	MediaTek
	2) Option 2
	


Voting result:
Option 1: 1
Option 2: 12
Option 3: 0
Rapporteur's observation: 

A clear majority of companies agreed with Option 2.
Proposal 5: For SL DRBs of groupcast and broadcast, the MAC-I field is not present.
Question 6: For SL DRBs, if the integrity protection is not configured, e.g., for unicast, how to treat the MAC-I field in the PDCP format?

1) Option 1: The MAC-I field is still present but should be padded with padding bits set to 0 (same as NR Uu SRBs);
2) Option 2: The MAC-I field is not present (same as Uu and LTE V2X);
3) Option 3: Wait for SA3 progress.
	Company
	Preferred option(s)
	Comments if any 

	OPPO
	Option2
	Logically UE can know the information through PC5-RRC message in advance

	Samsung
	2)
	

	Huawei
	Option 1
	

	Nokia
	1)
	Simplest way as this means no different PDCP headers is needed i.e. no need to distinguish between MAC-I field present or not.

	CATT
	Option 2
	

	Ericsson
	Option 2
	Uu principles should be followed

	Qualcomm
	Option 2
	

	Intel
	Option 2
	

	LG
	2) Option 2
	

	ZTE
	Option 2
	

	Futurewei
	Option 2
	

	Apple
	2
	

	MediaTek
	Option 2
	Follow NR Uu DRBs.


Voting result:
Option 1: 2
Option 2: 11
Option 3: 0

Rapporteur's observation: 

A clear majority of companies agreed with Option 2.

Proposal 6: For SL DRBs of unicast, if the integrity protection is not configured, the MAC-I field is not present.
Question 7: For SL SRBs, if the integrity protection is not needed, e.g., for Direct Communication Request, how to treat the MAC-I field in the PDCP format?

1) Option 1: The MAC-I field is still present but should be padded with padding bits set to 0 (same as NR Uu SRBs);
2) Option 2: The MAC-I field is not present (same as Uu and LTE V2X);
3) Option 3: Wait for SA3 progress.
	Company
	Preferred option(s)
	Comments if any 

	OPPO
	Option2
	Logically peer UE has to know by some way whether the SL SRB is integrity protected or not. Hence if the protection is not needed, then MAC-I should not be there. 

	Samsung
	2)
	If integrity protection is not applied, we can follow a common behaviour i.e., MAC-I is not included.

	Huawei
	Option 2
	The PC5-S message of Direct Communication Request is actually transmitted by means of broadcast. So it looks like needing to rely on the PDCP PDU format for SL broadcast which may have no MAC-I field.

	Nokia
	O1
	Same as Q6

	CATT
	Option 2
	

	Ericsson
	Option 2
	Uu principles should be followed

	Qualcomm
	Option 2
	

	Intel
	Option 2
	Same view as Huawei

	LG
	2) Option 2
	

	ZTE
	Option 2
	

	Futurewei
	Option 2
	

	Apple 
	2
	

	MediaTek
	Option 2
	Agree with Huawei’s comment.


Voting result:
Option 1: 1
Option 2: 12
Option 3: 0

Rapporteur's observation: 

A clear majority of companies agreed with Option 2.

Proposal 7: For the first PC5 Signalling, i.e., Direct Communication Request, the MAC-I field is not present.
Question 8: Except for Direct Communication Request, do companies agree the MAC-I field is always present in the PDCP format for other PC5 Signallings and SL RRC signallings?

1) Option1: Yes;
2) Option 2: No;
3) Option 3: Wait for SA3 progress.
	Company
	Preferred option(s)
	Comments if any 

	OPPO
	Yes 
	Apart from Direct Communication Request all signalling need integrity protection

	Samsung
	1)
	

	Huawei
	Option 3
	This depends on SA3’s decision on whether the integrity protection is always needed for SL-SRBs of unicast PC5-S signalling. Next SA3 meeting in Feb. is to take place before next RAN2 meeting, and this gives us the chance for awaiting their progress.

	Nokia
	1)
	In general, MAC-I field should be present in unified PDCP format for all SRB and DRBs

	CATT
	1)
	

	Ericsson
	1)
	

	Qualcomm
	1)
	

	Intel
	1)
	

	LG
	1) Option 1
	

	ZTE
	1)
	

	Futurewei
	Option 3
	The need of integrity protection should be decided by SA3, as explained by Huawei.

	Apple
	1
	

	MediaTek
	1) Option 1: Yes
	


Voting result:
Option 1: 11
Option 2: 0
Option 3: 2
Rapporteur's observation: 

A clear majority of companies agreed with Option 1. Due to the current situation, SA3 meeting cannot be held before our February e-meeting. Thus, Rapporteur suggests we can agree on Option 1 and send LS to SA3 to check their view on this.
Proposal 8: Except for Direct Communication Request, the MAC-I field is always present in the PDCP format for other PC5 Signallings and SL RRC signallings.
Regarding the PDCP format, one remaining issue for PDCP SN is needed to be discussed. In the last meeting agreements related PDCP SN size, there is an FFS on how to handle initial PC5-S signaling for unicast link, i.e., the PDCP SN size for Direct Communication Request message is FFS.

According to the solution #12 of TR 33.836, the Direct Communication Request message is sent without integrity and confidentiality protection. Thus, the PDCP SN of Direct Communication Request message cannot be used for integrity and ciphering algorithms. Moreover, the LCID of Direct Communication Request message is different with the LCIDs of other SL SRBs which carrying PC5 Signalling and PC5 RRC message. Therefore, it’s suggested to discuss the PDCP SN size for Direct Communication Request message from AS layer point of view.
Question 9: Regarding to the PDCP SN size of Direct Communication Request message, which option does company prefer?

1) Option 1: Follow the SL broadcast, only 18bits pdcp-SN-Size is used for Direct Communication Request message;
2) Option 2: Follow the other SL SRBs, only 12bits pdcp-SN-Size is used for Direct Communication Request message;
3) Option 3: Wait for SA3 progress;

4) Other options: Please provide the detail solution(s).
	Company
	Preferred option(s)
	Comments if any 

	OPPO
	Option1
	In this way, in PDCP layer we don’t have to differentiate further among broadcast message in terms of PDCP SN size

	Samsung
	1) 
	We share the view with OPPO. This option seems simple.

	Huawei
	Option 2
	See running 38.331 CR, where the PDCP SN length for the SL-SRB (both those for PC5-S and PC5-RRC) is uniformly specified as 12 bits. There seems to be no problem to follow this way.

	Nokia
	2)
	12 buts should be enough

	CATT
	2)
	

	Ericsson
	2)
	In our view, Direct Communication Request message transmission does not share the concern to support potential high data rate which demands large pdcp-SN-size. Besides, it’s good to align with general SL SRB design.

	Qualcomm
	Option 2
	

	Intel
	1)
	Considering that the Direct communication request message will be sent as SL broadcast, option 1 seems like a better choice.

	LG
	2) Option 2
	Share the view to maintain the SL-SRB design,

	ZTE
	Option 2
	12 bit PDCP SN size for SL-SRB is enough.

	Futurewei
	Option 2
	Direct communication request message doesn’t require high data rate, hence 12 bit PDCP SN is sufficient.

And as explained by Huawei, it also maintains the consistency in RRC specification.

	Apple
	1
	We prefer not to differentiate the UE processing of SL broadcast messages

	MediaTek
	1) Option 1
	Direct Communication Request message is sent via broadcast, and now only 18bit PDCP SN Size is supported for broadcast.


Voting result:
Option 1: 5
Option 2: 8
Option 3: 0
Rapporteur's observation: 

Some of companies think 12 bit PDCP SN size for Direct Communication Request message is enough. However other companies prefer to align with 18bit PDCP SN Size for broadcast. Due to the slight majority view with 12 bit PDCP SN size, Rapporteur suggests we can agree with a working assumption with 12 bit PDCP SN size, in case that we find any problem on this.
Proposal 9: Working assumption: The PDCP SN size of Direct Communication Request message is 12 bits.
2.2.2 D/C field in PDCP format
In the last meeting, since there is no control PDU for groupcast and broadcast, it’s agreed that the D/C field is not used for groupcast and broadcast in data PDU format. To align with companies’ view on how to treat the D/C field for groupcast and broadcast, companies are enouraged to provide the views on the following question.
Question 10: Regarding to the D/C field in data PDU format for groupcast and broadcast, which option does company prefer?

1) Option 1: The D/C field is always present and set to “1”, i.e., “1” represents data PDU, in data PDU format for groupcast and broadcast;
2) Option 2: The D/C field is always present and treated as a Reserved bit in data PDU format for groupcast and broadcast;
3) Option 3: The D/C field is not present and the corresponding bit is present as a Reserved bit in data PDU format for groupcast and broadcast;

4) Other options: Please provide the detail solution(s).
	Company
	Preferred option(s)
	Comments if any 

	OPPO
	3)
	There seems no additional benefit for option1, but it consume one more bit for nothing. Option2 is quite confusing from specification point of view. Option3 is straight way forward considering SRB carrying Direct Mode Security Command doesn’t need D/C bit either. Hence it can naturally share same PDU format with other broadcast/group cast

	Samsung
	3)
	Same view as OPPO

	Huawei
	Option 1
	

	Nokia
	Any of 1-3
	May lean slight towards 3) for the flexibility

	CATT
	3)
	Same view as OPPO

	Ericsson
	3)
	Option 3 seems to be the most straightforward way without much specification effort.

	Qualcomm
	Option 1
	

	Intel
	3)
	

	LG
	3) Option 3
	

	ZTE
	Option 3
	

	Futurewei
	Option 1
	The approach taken in Option 1 has the advantage of not specifying too many data formats for different cast types. It just needs to clarify in specs that D/C field should be set 1 for groupcast/broadcast.

There would be no saving in PDU size from option 3. Yet, a new PDU format needs to be specified.

	Apple
	3
	

	MediaTek
	Option 3
	For more flexibility.


Voting result:
Option 1: 3
Option 2: 0
Option 3: 10
Rapporteur's observation: 

A clear majority of companies agreed with Option 3. That means two different PDU formats for SL DRBs need to be specified for groupcast, broadcast and unicast, separately.
Proposal 10: The D/C field is not present and the corresponding bit is present as a Reserved bit in data PDU format for groupcast and broadcast.
2.3 Issues for using LCID in protection algorithms
In the solution #12 of TR 33.836, it’s agreed to use LCID for integrity algorithms and ciphering algorithms in V2X UEs. According to SA3, the input for integrity algorithms and ciphering algorithms is 5bits, i.e., Bearer[0] to Bearer[4]. However, we already agreed the LCID for NR V2X is 6bits. Thus, how to use LCID in protection algorithms needs to be discussed.

Question 11: Regarding to the LCID usage in the integrity algorithms and ciphering algorithms, which option does company prefer?

1) Option 1: The 5 least significant bits of LCID are filled into Bearer[0] to Bearer[4];
2) Option 2: Send LS to SA3 to let them know this issue and get response;
3) Option 3: Wait for SA3 progress;

4) Other options: Please provide the detail solution(s).
	Company
	Preferred option(s)
	Comments if any 

	OPPO
	Option1
	SA3 indicated the length is 5 bits, hence option1 seems a straight way forward.

	Samsung
	2)
	We should inform SA3 about the issue and get SA3 confirmation.

	Huawei
	Option 3
	At this stage, it is too late to send an LS to ask SA3, considering that the Athens meeting is the last RAN2 meeting for this WI  and will happen after next SA3 meeting (so we’ll get no answer from SA3 before the WI ends). So either we conclude this issue by RAN2 ourselves and inform SA3 to see whether they have any concern, or we respectively tell our SA3 delegates to directly discuss this issue in the upcoming SA3 meeting (also in Feb., prior to RAN2 meeting) and tell us the result directly. We think the later, i.e. option 3, is better. 

	Nokia
	2), or 3) with 1) as fallback
	It seems that SA3 still followed the LTE legacy to have 5 bits for LCID. As NR has 6 bits for LCID, it’s better to send LS to SA3 for such information. Optimally, we would like to send an LS to SA3 pushing for information, although we acknowledge that the time may not be sufficient. If no SA3 progress happens next meeting, then 1) may be our best option until SA3 replies.

	CATT
	Option 3 or Option 1
	We think we can respectively tell our SA3 delegates to directly discuss this issue in the upcoming SA3 meeting (i.e., in Feb., prior to RAN2 meeting) and tell us the result directly. If no SA3 progress happens next meeting, then 1) may be our best option until SA3 replies.

	Ericsson 
	Option 3
	It seems that this is an issue that should be handled in SA3.

	Qualcomm
	Option 1
	

	Intel
	2) or 3)
	

	LG 
	2) Option 2
	We could inform SA3 via an LS in order to align with them on the size of the LCID.

	ZTE
	Option 3
	Agree with Huawei, it seems too late to send LS towards SA3.

	Futurewei
	Option 3
	At this moment (for this email discussion), option 3 is the most preferred.

	Apple
	2
	It is worth to trigger SA3 to reconsider the size of LCID used in security algorithms.

	MediaTek
	2), or 3) with 1) as fallback
	Agree with Nokia.


Voting result:
Option 1: 5
Option 2: 6
Option 3: 8
Rapporteur's observation: 

Due to the current situation, SA3 meeting cannot be held before our February e-meeting. If we still want to finish our R16 V2X during February e-meeting, Rapporteur suggests we can agree on Option 1 as a working assumption and send LS to SA3 to check their view on this.

Proposal 11: Working assumption: Regarding to the integrity algorithms and ciphering algorithms, from RAN2 perspective, the 5 least significant bits of LCID can be used as input to the ciphering/integrity algorithms.
According to the solution #12 of TR 33.836, it is necessary to allocate LCID for bearers that carry signalling messages that are not protected, a bearer to carry Direct Security Mode Command and Direct Security Mode Complete messages, bearers for other signalling messages that are confidentiality and integrity protected and the user plane bearers. That means it’s necessary to assign the different LCIDs for Direct Communication Request message, Direct Security Mode Command and Direct Security Mode Complete messages, other PC5 and RRC signalling messages, user plane messages.

Since we already agree to use SL SRBs to carry PC5 Signalling, according to SA3 suggestion, it’s necessary to use different SRBs to carry Direct Communication Request, Direct Security Mode Command and Direct Security Mode Complete, and other PC5 Signallings.

Question 12: Do companies agree to use different SRBs to carry Direct Communication Request, Direct Security Mode Command and Direct Security Mode Complete, and other PC5 Signallings?

· Yes;
· No, please provide the detail reason(s).
	Company
	Preferred option(s)
	Comments if any 

	OPPO
	Yes
	So there are totally 4 LCIDs for SL SRB:

LCID-1: PC5-S signalling that is not protected e.g.. DCR

LCID-2: PC5-S signalling to activate security i.e. DSMD and DSMC

LCID-3: Other PC5-S signalling that is protected e.g. DCA

LCID-4: PC5-RRC signalling that is protected

	Samsung
	Yes
	

	Huawei
	Yes
	See the running 38.331 CR, where this is already the case. Note that this way is imitating Rel-13 D2D, where SL LCHs for these PC5-S types are separated. In NR SL and as per SA3’s current progress, such distinction is still needed. 

	Nokia
	Yes
	As mentioned above, this is per SA3’s decision

	CATT
	Yes
	

	Ericsson
	Yes
	

	Qualcomm
	Yes
	

	Intel
	Yes
	

	LG 
	Yes
	

	ZTE
	Yes
	

	Futurewei
	Yes
	

	Apple
	Yes
	

	MediaTek
	Yes
	


Rapporteur's observation: 

All companies agree to use different SRBs to carry different PC-S signalings. Therefore, 4 different LCIDs are allocated for the following SL SRBs,
· The PC5-S signalling that is not protected, e.g., Direct Communication Request;
· The PC5-S signalling to activate security, i.e., Direct Security Mode Command and Direct Security Mode Complete;
· Other PC5-S signallings that are protected;
· PC5-RRC signallings that are protected.
Proposal 12: Therefore, 4 different LCIDs are allocated for the following SL SRBs, i.e.,
· The PC5-S signalling that is not protected, e.g., Direct Communication Request;
· The PC5-S signalling to activate security, i.e., Direct Security Mode Command and Direct Security Mode Complete;
· Other PC5-S signallings that are protected;
· PC5-RRC signallings that are protected.
2.4 Others
Please comment if there are any other critical issues that need to be discussed here as well. 

	Companies
	Comments if any

	OPPO
	In solution#12, TR 33.836 says 

“If the configuration is not to use any PDCP protection for one-to-one communication user plane bearers, then the UE sets the values of the security information (Key ID and Counter) to zero in the header of the user plane PDCP packets.

For the signalling messages that are not protected, the Key ID and Counter in PDCP format are set to zeros in the header of the PDCP packet.”
Counter is PDCP SN here. But it should be used for PDCP reordering i.e. it should not be zero regardless of security protection. Maybe we should remind SA3 about this…


	Samsung
	Unlike LTE PC5, for unicast communication HFN is maintained and synchronized between TX UE and RX UE. So similar to Uu, both HFN and PDCP SN should be used in security counter not just the PDCP SN. Maybe we can consider informing SA3 about this.

	
	

	
	

	
	


Rapporteur's observation: 

Regarding to the above issues mentioned by OPPO and Samsung, Rapporteur suggests we can further discuss whether these issues are needed to inform SA3.
Due to the current situation, SA3 meeting cannot be held before our February e-meeting. If we still want to finish our R16 V2X during February e-meeting, we also need to discuss one important issue, i.e., how to treat the size of Key ID and MAC-I. Rapporteur suggests we can agree to follow the principle of one-to-one communication in LTE D2D as a working assumption, i.e., 16-bit Key ID and 32-bit MAC-I. Then we can send LS to SA3 to check their view on this.

Proposal 13: Suggest RAN2 to discuss whether we need to inform SA3 that the PDCP SN cannot be always set to zeros if security protection is not used.
Proposal 14: Suggest RAN2 to discuss whether we need to send LS to check SA3’s view on whether HFN part can also be used in security counter, besides PDCP SN.
Proposal 15: Working assumption: From RAN2 perspective, in the PDCP header, the size of Key ID is 16 bits and the size of MAC-I is 32 bits.
Proposal 16: Send LS to SA3 including the above potential agreements and open issues on security to check SA3’s view on these.
3 Conclusion

This contribution summarizes the email discussion on PDCP remaining issues for V2X. 

Based on companies’ input, the proposals achieved by this email discussion are shown as follows.

Follows as “potential easy agreement”:
Proposal 3: Only capture which types of SLRB need confidentiality protection in TS 38.331. The specific functionalities for confidentiality protection (e.g. parameters needed, procedures, etc.) are captured in TS 38.323.
Proposal 4: Only capture which types of SLRB need integrity protection in TS 38.331. The specific functionalities for integrity protection (e.g. parameters needed, procedures, etc.) are captured in TS 38.323.
Proposal 5: For SL DRBs of groupcast and broadcast, the MAC-I field is not present.
Proposal 6: For SL DRBs of unicast, if the integrity protection is not configured, the MAC-I field is not present.
Proposal 7: For the first PC5 Signalling, i.e., Direct Communication Request, the MAC-I field is not present.
Proposal 8: Except for Direct Communication Request, the MAC-I field is always present in the PDCP format for other PC5 Signallings and SL RRC signallings.
Proposal 10: The D/C field is not present and the corresponding bit is present as a Reserved bit in data PDU format for groupcast and broadcast.
Proposal 12: Therefore, 4 different LCIDs are allocated for the following SL SRBs, i.e.,
· The PC5-S signalling that is not protected, e.g., Direct Communication Request;
· The PC5-S signalling to activate security, i.e., Direct Security Mode Command and Direct Security Mode Complete;
· Other PC5-S signallings that are protected;
· PC5-RRC signallings that are protected.
Proposal 16: Send LS to SA3 including the above potential agreements and open issues on security to check SA3’s view on these.
Follows as “need further discussion”, or “a candidate for immediate postpone, is contentious such that it is unlikely to converge at e-Meeting”.
For the following Proposal 1 and Proposal 2, RAN2 will discuss whether both proposals or either one is needed.

Proposal 1: Add a Note that the HFN part of RX_NEXT can be left to UE implementation as such that initial value of RX_DELIV should be a positive value.
Proposal 2: Add a Note that the HFN part of RX_DELIV can be left into UE implementation. The detail wording of the Note can be left to Stage 3 running CR.
Proposal 9: Working assumption: The PDCP SN size of Direct Communication Request message is 12 bits.
Proposal 11: Working assumption: Regarding to the integrity algorithms and ciphering algorithms, from RAN2 perspective, the 5 least significant bits of LCID can be used as input to the ciphering/integrity algorithms.
Proposal 13: Suggest RAN2 to discuss whether we need to inform SA3 that the PDCP SN cannot be always set to zeros if security protection is not used.
Proposal 14: Suggest RAN2 to discuss whether we need to send LS to check SA3’s view on whether HFN part can also be used in security counter, besides PDCP SN.
Proposal 15: Working assumption: From RAN2 perspective, in the PDCP header, the size of Key ID is 16 bits and the size of MAC-I is 32 bits.
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