Page 4
Draft prETS 300 ???: Month YYYY
[bookmark: _GoBack]3GPP TSG-RAN WG2 Meeting #108						      R2-1915863
Reno, NV, USA, November 18 – November 22, 2019		    

Agenda Item	: 6.20.2 (TEI16)
Source	: LG Electronics Inc.
Title	: Handling of DRB integrity verification failure
Document for	: Discussion and Decision
[bookmark: _Ref178064866]Introduction
In this contribution, we propose an enhancement on UE’s behaviour in case of DRB IP failure.
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In LTE, the integrity protection and verification are only applicable for SRBs. When the IP failure occurs, the RRC connection re-establishment procedure is performed because the SRB link should be highly secured.
In NR, the integrity protection and verification are also applicable for DRBs. When the IP failure on DRB happens, the current UE behaviour is that the UE discards any received packet which failed DRB integrity verification and does not update the PDCP SN. In other words, the UE does nothing after discarding the received packet when IP failure on DRB occurs. 
Observation 1. When the IP failure on DRB occurs, the UE just discards the received packet and does nothing.

However, we are still concerning on such handling of DRB IP failure. The IP failure is mainly caused by two reasons; security attack and HFN de-sync. In both cases, once the IP failure happens, the problem would not be resolved in a short while. Moreover, as the UE does not report the DRB IP failure to the network, the network would keep transmitting the packets of the DRB, and the UE is likely to keep discarding all received packets.
Observation 2. The UE is likely to keep discarding all received packets until the cause of IP failure is removed. 

Therefore, we think the UE should report the DRB IP failure to the network to resolve the problematic situation. For this, a new message may need to be introduced.
Proposal 1. The UE reports the DRB IP failure to the network when it happens.

As already explained, the IP failure is mainly caused by two reasons; security attack and HFN de-sync. We think those two reasons are quite different, and the solution should be different depending on the cause of IP failure.
For security attack, the proper solution would be performing RRC connection re-establishment procedure in order to change the security key. However, for HFN de-sync, performing RRC connection re-establishment is deemed too much. In this case, refreshing only the IP failed DRB would be sufficient, e.g, performing PDCP/RLC re-establishment or DRB release/addition. 
For the network to apply different solutions depending on the cause of IP failure, the network may need to know the COUNT value of the IP failed packet. If the COUNT value reported by the UE is same as that transmitted by the network, the network may decide that there is security attack, and can perform the RRC connection re-establishment. On the other hand, if the COUNT value reported by the UE is different from that transmitted by the network, the network may decide that HFN de-sync happens, and can perform the PDCP/RLC re-establishment for the DRB.
How to handle the DRB IP failure is all up to network decision, but, for the network to handle the problem properly, the UE should report the COUNT value and DRB ID associated with the IP failure occurred.
Proposal 2. The UE reports the COUNT value and the DRB ID associated with the IP failure to the gNB for the gNB to decide the cause of IP failure.
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[bookmark: _Toc450908196][bookmark: _In-sequence_SDU_delivery]In this contribution, we show our view on the handling of the DRB IP failure. Based on the above discussion, we propose followings.
Observation 1. When the IP failure on DRB occurs, the UE just discards the received packet and does nothing.
Observation 2. The UE is likely to keep discarding all received packets until the cause of IP failure is removed. 
Proposal 1. The UE reports the DRB IP failure to the network when it happens.
Proposal 2. The UE reports the COUNT value and the DRB ID associated with the IP failure to the gNB for the gNB to decide the cause of IP failure.


