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1	Introduction
The Rel-16 Work Item Descriptions for LTE-M [1] and NB-IoT [2] contain a common objective on improving the uplink transmission efficiency and/or UE power consumption by means of transmission in preconfigured resources:
Improved UL transmission efficiency and/or UE power consumption:
· [bookmark: _Hlk516687799][bookmark: _Hlk516765211]Specify support for transmission in preconfigured resources in idle and/or connected mode based on SC-FDMA waveform for UEs with a valid timing advance [RAN1, RAN2, RAN4]
· Both shared resources and dedicated resources can be discussed
· Note: This is limited to orthogonal (multi) access schemes
In this contribution we continue to discuss some remaining open issues for PUR.
[bookmark: _Ref178064866]2	Discussion
In the following, dedicated PUR in Idle mode is discussed unless mentioned otherwise.
2.1	CP security 
As pointed out earlier in the email discussion and e.g. in R2-1909028, not having AS security when (re)configuring PUR for CP-PUR is an issue. In RAN2#107 the following was listed as an FFS:
· [bookmark: _Hlk24048529]FFS whether AS security needs to be active at the time of PUR configuration, and if so, how.
[bookmark: _Hlk24048583]The lack of AS security would mean that, for example, a fake eNB could (re)configure UEs with PUR overloading the network or radio resources or disable UEs by reconfiguring or releasing the PUR configurations, or a man-in-the-middle could tamper with the configuration signaling without UE being able to notice. Since PUR is allocating long-term radio resources it is in our view necessary to have security enabled for any configuration, re-configuration, or release. That is, for CP-PUR, (re-)configuration is only supported in RRC_CONNECTED mode with AS security and PUR re-configuration in association to PUR transmission is not supported. 
[bookmark: _Toc24063638]The lack of AS security at the time of PUR (re)configuration and release is a severe security problem.
[bookmark: _Toc24063656]AS security needs to be active at the time of PUR (re-)configuration, or release.

2.2	PUR UE context
After PUR configuration of a UE, the PUR configuration must be kept in the eNB since the scheduler must be aware of upcoming PUR transmissions and which radio resource have been already configured for PUR. For UP-PUR this is straightforward, and the PUR configuration could be stored with the UE AS context. For CP-PUR it is however more problematic. Storing the full D-PUR configuration transparently in MME (as proposed e.g. in R2-1910174) would not work. This since eNB would not be able to retain the D-PUR configuration in time before the upcoming PUR transmission. 
[bookmark: _Toc24063639]It’s not feasible to store the UE PUR context only in MME for the CP-solution since eNB must be aware of upcoming transmissions and current radio resource configuration.
[bookmark: _Toc24063657]For UP-solution, the PUR configuration is stored with UE AS context in eNB.

For the CP-solution there is no AS UE context, but eNB and the scheduler must be aware of any upcoming PUR transmissions. For CP-PUR eNB would therefore need to keep a record of all PUR time and frequency allocated in the cell, likely also with some associated PHY-layer parameters to be able to decode the PUR transmission. Since S-TMSI will be included in the PUR RRC message according to agreement in RAN2#107bis:
For PUR transmission and associated response, no new RRC messages are introduced and the existing RRC messages are re-used (S-TMSI and establishment cause for CP, and Resume ID and establishment cause for UP, are mandatory IEs).
· Existing establishment causes are re-used.

eNB could after reception of the PUR transmission fetch the UE context containing the UE’s PUR configuration from MME if needed.
[bookmark: _Toc24063658]For CP-solution, eNB keeps a record of necessary PUR transmission information, and can if needed fetch the PUR configuration stored with the UE context from MME. 
eNB would need to know everything to be able to decode the PUR transmission, and then route it to CN with the appended S-TMSI. Therefore, the ‘necessary PUR transmission information’ would contain time and frequency resources,  PHY-layer configuration and MAC configuration, either explicitly or pre-determined for all UEs using CP-PUR.



2.3	PUR Configuration Request Prohibit Timer
In RAN2#107bis the following FFS was listed:
FFS:
· Which of the following is included in PUR (re)configurations: Time Offset; UE-specific RNTI; D-PUR config identity/index; timer for D-PUR response; PUR backoff indicator/prohibit timer; TBS size.
Regarding the prohibit timer, one of the drawbacks of PUR is long-term assignment of radio resources to UEs in Idle mode. Potential misbehaviour could be very costly for the network, e.g. from any of the following:
· It is agreed that “D-PUR configuration is released when the eNB doesn’t detect “m” consecutive UE transmissions”, and if e.g. m=2 a misbehaving UE could therefore systematically only transmit in every 2nd PUR allocation.
· If agreed that a UE can autonomously fallback to RA/EDT the PUR allocations may be unused to a too large extent.
· If PUR has been released or rejected several times for a UE, the UE may still come back with PUR configuration requests.
It could therefore be beneficial for the network to be able to black-list misbehaving UEs from using PUR (see next section). In addition, if a PUR configuration request is rejected by the eNB, it would be desired to be able the keep the UE from sending one or more PUR configuration request just afterwards. We therefore propose to introduce a prohibit timer for the PUR configuration request, and value ‘inf’ could correspond to a PUR black-listing of the UE.
[bookmark: _Toc24063659]A PUR request prohibit timer, including the value ‘inf’, is introduced which can be provided to the UE in response to ‘PUR configuration request’.
Note that the prohibit timer would be sent in response to the ‘PUR configuration request’, to defer any subsequent requests.

2.4	PUR Blacklisting
The PUR feature is different from legacy features in that radio resources are assigned long-term to UEs in RRC_IDLE. This may be costly for the network and it is beneficial to introduce protection mechanisms against PUR misbehaviour. The problem is that before configuring a UE with PUR, eNB does not know if the UE has earlier been configured with PUR and if there were problems associated with that (i.e. only transmitting in every mth PUR occasion, UE being more mobile than expected, poor UE implementation or HW leading to unwanted behavior, etc.).
[bookmark: _Toc21002319][bookmark: _Toc24063640]When configuring PUR, eNB has no knowledge about earlier PUR problems related to the UE.
We therefore propose to support some sort of blacklisting procedure to introduce the possibility to reject PUR configuration for UEs which have proven to be problematic for PUR. eNB already has the possibility to reject a PUR configuration, but since it lacks to long-term knowledge a mechanism for PUR blacklisting and signaling to coordinate with CN would be required.
[bookmark: _Toc21002330][bookmark: _Toc24063660]PUR blacklist mechanism and associated signaling with CN is supported.

2.5	PUR-PSM Combination
The benefit of PUR for the UE is reduced energy consumption. Therefore, PUR UEs would typically be configured with either eDRX or PSM. eDRX is discussed separately in the ‘Prioritization of Paging or PUR’ Section. For UEs configured with PUR there will be a window for DL reachability, the Active Time, after each connection, either after TAU whenever the period TAU timer expires or after UL transmission in case of MO data. (Note that if the frequency of MO Data is shorter than the periodic TAU periodicity, TAU will never be triggered). Our assessment of how PUR would work in combination with PSM is therefore the following:
· TAU periodicity > PUR period: TAU will never be triggered, if the periodic TAU timer is restarted upon PUR (which it should be). The possibility of appending data in the DL PUR RRC response message (L2/L3 ACK) could be a sufficient replacement of the active time. (As proposed separately, DRX may have to be applied to the PUR SS Window to make it long enough to be able to include NAS signaling).
· TAU periodicity < PUR period: There is no point of configuring PUR in this case since the TAU signaling and active time will consume much more energy than PUR will save. Consider this a mis-configuration.
In summary, configuring PSM in combination with PUR could effectively minimize the DL monitoring and rely on the possibility for including DL data in the PUR RRC response message. As for the eDRX this may require that the S-TMSI is included in the UL PUR message.
[bookmark: _Toc24063661]When PSM is configured, periodic TAU timer (T3412) is restarted upon PUR transmission (at transmission of response in network, and at reception of response in UE).
[bookmark: _Toc24063641]The combination of PSM and PUR effectively works to minimize the UE energy consumption from DL monitoring.

2.6	Contention-free Shared PUR
In RAN1#98bis there was the following agreement for NB-IoT:
Agreement on updating working assumption
The following previous working assumption is revised with modification in RED:
For NB-IoT allocation with 12 tones, for PUR with R>= [64 or 128 repetitions or ms]:
· Allow for UE-specific cyclic shift for DMRS:
· For 12 tone allocation, [2 or 4 or 8] cyclic shifts in TS 36.211 Table 5.2.2.1.1-2.
· For NPUSCH scrambling, the baseline is the current c_init equation by using the configured PUR_RNTI. 
· Companies are welcome to evaluate baseline c_init, alternative c_init (e.g. c_init for NPDSCH rotation sequence) equations, and other proposals (e.g., symbol-wise phase rotation). 
· FFS: whether any enhancement on top of legacy scrambling is needed
Note 1: The Working Assumption is also subject to the potential RAN2 and RAN4 specification impacts.
Note 2: It is transparent to a given UE whether the eNB is allocating other UEs in the same resource.
Note 3: It needs to be discussed how to ACK and to provide UL grant to UEs that transmitted simultaneously using CFS-PUR.

In practice this is about the potential support for CFS-PUR using MU-MIMO. I.e. it has now been agreed that multiple UEs could be configured for PUR transmission in the same physical resource. However, due to the use of different cyclic shifts, eNB would still be able to decode the UEs separately and the DMRS transmission could still be considered as orthogonal. Therefore, in our understanding, apart from additional PHY-layer parameters (e.g., cyclic shifts) in the PUR configuration, the RAN2 procedures and behavior would be the same as for D-PUR.
[bookmark: _Toc24063642]New optional PHY-layer parameters are added to the PUR configuration (e.g., cyclic shifts) to enable CFS-PUR but other RAN2 procedures would be the same as for D-PUR.

2.7	Additional Data 
In RAN2#107bis the following was agreed:
For CP solution AS RAI, BSR are not included with PUR transmission.
FFS for UP solution whether AS RAI, BSR can be included with PUR transmission.

Since occasionally the UE might get unexpected data to transmit and it would be of interest to specify a generic solution which could handle also this case. I.e., in the (infrequent) case the UE UL buffer exceeds the configured PUR TBS it could be considered to allow the UE to include a BSR in the PUR transmission. Without any need for fallback to RA/EDT, eNB could then move the UE to RRC_CONNECTED, in a similar way as for EDT, for subsequent transmission of the remaining data. 
[bookmark: _Toc23926683][bookmark: _Toc24063662]Inclusion of BSR in PUR transmission is supported for UP-PUR.
The following FFS from RAN2#107 is also related to the above:
· FFS: whether the UE can segment and send part of the data using the D-PUR resource

In case of additional data close to the PUR occasion it is beneficial if the UE can reuse the PUR resource and not have to resolve congestion using RA or EDT.
[bookmark: _Toc24063663]UE can segment and send part of the data using the D-PUR resource.

Further, the new 2-bit AS RAI has now been agreed to be supported for connection to 5GC. That is, instead of the UE just indication that there will be no further UL data (BSR=0) more “assistance information” can now be transmitted to eNB, e.g. if a downlink response is expected. 

[bookmark: _Toc24063664]Inclusion of AS RAI in PUR transmission is supported for UP-PUR.

[bookmark: _Hlk16020571]2.8		Prioritization of Paging or PUR
Another open issue related to PUR is if a half-duplex UE should prioritize paging or PUR if they overlap in time (also full-duplex FDD UEs may need to prioritize due to differences in carrier/narrowband). If UEs prioritize paging, it means that the PUR resource is wasted whenever there is a collision with a PO, and in most cases, there will be no paging for the UE. If UEs prioritize PUR, it can mean that the UE becomes unreachable in the DL during the PUR transmission. However, PUR transmissions are relatively infrequent so in general the probability for a collision when there is paging to send should be low. In worst case there would be a delay of a (e)DRX cycle to reach the UE in DL, and this should be acceptable since the DRX cycle length already determines the tolerable DL latency. The most severe issue would be if there due to periodicity are reoccurring collisions for a UE’s Paging Occasions and PUR occasions. Such reoccurring collisions could be avoided by configuration and can be left to eNB implementation. 
[bookmark: _Toc21013214][bookmark: _Toc24063643]PUR and paging collisions can be avoided by configuration and eNB implementation.
[bookmark: _Toc23926685][bookmark: _Toc21013218][bookmark: _Toc24063665]Upon collision between PUR transmission in UL and monitoring for paging message in DL, a half-duplex UE prioritizes PUR. 

2.9	PUR Enabled Indication
In RAN2#107bis the following was working assumption was listed:
Working assumption: PUR is indicated as enabled in the cell using a flag in SIB2. Upon detecting that SIB indication of PUR support is turned off in the cell, UE shall release all PUR configurations. Existing SIB update mechanism is used to update the indication.

Although not agreed yet, the “Existing SIB update mechanism is used” part implies that this will not work on an “instantaneous” time scale, i.e. as access barring, but is a somewhat slower mechanism where UEs will release their PUR configuration at first after one BCCH modification period. (Likely PUR UEs will be configured with PSM or eDRX. PSM UEs has to check systemInfoValueTag when waking up, and eDRX UEs has to do so if DRX cycle is longer than BCCH modification period). The question is whether this is quick enough or if UEs should be required to check the PUR indication in SIB2 before PUR transmission. In this case PUR could be instantaneously shut off and radio resources used for some other purpose. To put things in to perspective, the BCCH modification period for NB-IoT is in the range from 40,92 seconds to 22 minutes. I.e. if UEs are not required to check PUR indication in SIB2 (or at least systemInfoValueTag in SIB1) before PUR transmission, it could take up to 22 minutes to release their PUR configurations.
Another difference is that access barring is not only instantaneous, it is also temporary. I.e. the intention is to combat congestion, and once the congestion is resolved access barring is lifted. This is not the case for the PUR enabled indication in SIB2 since the PUR configurations are released if this is turned off, and later each UE would have to be configured with PUR again. However, PUR would not be contributing to any further congestion of RACH or EDT since radio resources have already been assigned and the PUR transmissions are dedicated. Therefore, access barring would not have to be applied to PUR. We therefore propose to confirm the working assumption and that PUR is excluded from access barring check since radio resources have already been assigned and are not subject to contention.

[bookmark: _Toc23926686][bookmark: _Toc24063666]The working assumption on PUR indication in SIB2 is confirmed.
[bookmark: _Toc23926687][bookmark: _Toc24063667]PUR transmission is not subject to Access Barring check.

Conclusion
In the previous sections we made the following observations: 
Observation 1	The lack of AS security at the time of PUR (re)configuration and release is a severe security problem.
Observation 2	It’s not feasible to store the UE PUR context only in MME for the CP-solution since eNB must be aware of upcoming transmissions and current radio resource configuration.
Observation 3	When configuring PUR, eNB has no knowledge about earlier PUR problems related to the UE.
Observation 4	The combination of PSM and PUR effectively works to minimize the UE energy consumption from DL monitoring.
Observation 5	New optional PHY-layer parameters are added to the PUR configuration (e.g., cyclic shifts) to enable CFS-PUR but other RAN2 procedures would be the same as for D-PUR.
Observation 6	PUR and paging collisions can be avoided by configuration and eNB implementation.

Based on the discussion in the previous sections we propose the following:
Proposal 1	AS security needs to be active at the time of PUR (re-)configuration, or release.
Proposal 2	For UP-solution, the PUR configuration is stored with UE AS context in eNB.
Proposal 3	For CP-solution, eNB keeps a record of necessary PUR transmission information, and can if needed fetch the PUR configuration stored with the UE context from MME.
Proposal 4	A PUR request prohibit timer, including the value ‘inf’, is introduced which can be provided to the UE in response to ‘PUR configuration request’.
Proposal 5	PUR blacklist mechanism and associated signaling with CN is supported.
Proposal 6	When PSM is configured, periodic TAU timer (T3412) is restarted upon PUR transmission (at transmission of response in network, and at reception of response in UE).
Proposal 7	Inclusion of BSR in PUR transmission is supported for UP-PUR.
Proposal 8	UE can segment and send part of the data using the D-PUR resource.
Proposal 9	Inclusion of AS RAI in PUR transmission is supported for UP-PUR.
Proposal 10	Upon collision between PUR transmission in UL and monitoring for paging message in DL, a half-duplex UE prioritizes PUR.
Proposal 11	The working assumption on PUR indication in SIB2 is confirmed.
Proposal 12	PUR transmission is not subject to Access Barring check.
[bookmark: _GoBack]
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