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	Reason for change:
	In 38.331 it is stated: "All DRBs related to the same PDU session have the same AS security configuration". However, this would mean that all these DRBs would have to have the same AS security configuration in split PDU session case as well. This is not possible since AS security configuration includes security keys,  and MN and SN cannot use the same keys (by definition) as MN uses KgNB (and associated algo keys) and the SN uses the S-KgNB (and associated algorithm keys). 

Furthermore, for the split PDU session case, DRBs on different nodes do not need to have the same security algorithms but rather just have the same ciphering and integrity activation. For instance, if only ciphering is activated in the MN, while offloading QoS flows to the SN (for a split PDU session) the SN should only activate ciphering too, but the ciphering algorithms configured by MN and SN do not need to be the same. Therefore, the sentence mentioned above should be corrected to reflect split PDU session case as well.

Impact analysis
Impacted 5G architecture options: Standalone, EN-DC, NGEN-DC, NE-DC, NR-DC [Late drop is now complete so all impacted architecture options must be identified]
		 
Impacted functionality: Security for split PDU session
		 
Inter-operability: If the network implements the CR and the UE does not, there is no inter-operability issue, since the UE should be able to handle the security configuration provided by the network for the split PDU session case as well.

If the UE implements the CR and the network does not, there is no inter-operability issue, assuming the intended behavior is as described above, and thus the UE should be able to handle the security configuration provided by the network for the split PDU session case as well.


	
	

	Summary of change:
	5.3.1.2	AS Security
- Modify security statement to account for split PDU session case.

	
	

	Consequences if not approved:
	Current security description would contradict the intended behavior in case of split PDU session, remaining unclear which requirements aply to this case.
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	This CR's revision history:
	Rev1: This CR was revised to improve the wording in the proposed change related to PDU session security aspects.





START OF FIRST CHANGE
[bookmark: _Toc20425679]5.3.1.2	AS Security
AS security comprises of the integrity protection and ciphering of RRC signalling (SRBs) and user data (DRBs).
RRC handles the configuration of the AS security parameters which are part of the AS configuration: the integrity protection algorithm, the ciphering algorithm, if integrity protection and/or ciphering is enabled for a DRB and two parameters, namely the keySetChangeIndicator and the nextHopChainingCount, which are used by the UE to determine the AS security keys upon reconfiguration with sync (with key change), connection re-establishment and/or connection resume.
[bookmark: _GoBack]The integrity protection and ciphering algorithm is common for signalling radio bearers SRB1 and SRB2. When the UE is not provided with an sk-counter, the ciphering and integrity protection algorithm is common for all radio bearers (i.e. SRB1, SRB2 and DRBs). All DRBs related to the same PDU session have the same setting (enable/disable) for ciphering and integrity protectionAS security configuration. For MR-DC, integrity protection is not enabled for DRBs terminated in eNB. Neither integrity protection nor ciphering applies for SRB0.
END OF FIRST CHANGE

