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As per the agreements reached in RAN2#107bis meeting [1], SL-SRB(s) with fixed LCH priority and specified configuration will be used to carry PC5-S signalling and PC5-RRC message(s).
Agreements on PC5-S and PC5-RRC: 
1: 	The Sidelink Control Channel (SCCH) is used to carry PC5-S signaling.
2:	The SL-SRB carrying PC5-S signaling is separated from the SL-SRB carrying PC5-RRC messages.
3:	PC5-S message is not encapsulated into PC5-RRC message in NR Sidelink.
4:	Different SCCHs carrying PC5-S message and PC5-RRC message respectively can be multiplexed into one MAC PDU in NR Sidelink for the same destination, if needed, in the same way with multiplexing of different STCHs, i.e. based on LCID.
5:	SCCH and STCH can be multiplexed into one MAC PDU in NR Sidelink for the same destination, if needed, in the same way with multiplexing of STCHs, i.e. based on LCID.
6:	PC5-S is located on top of PDCP/RLC/MAC/PHY.
7:	The logical channel priority of SCCH carrying a PC5-RRC message is specified as a fixed value in 38.331.
8:	The logical channel priority of SCCH carrying a PC5-S signaling is specified as a fixed value in 38.331.
9:	A specified configuration is used for SCCH and specified in 38.331.
Moreover, two LS from SA3 were sent to RAN2 in SA3#96Ad-Hoc meeting. In this contribution, we will further discuss some potential RAN2 impacts led by the security design for NR SL.
2 Discussion
During SA3#96Ad-Hoc meeting, a reply LS was sent to RAN2 from SA3 [2]. SA3 clarified that AS layer ciphering and integrity protection are not needed for groupcast and broadcast, and for unicast the AS layer ciphering and integrity can be configured depending on the requirements of each V2X application, whereas SN and MAC-I are needed to be carried in the PDCP PDU for unicast AS layer ciphering and integrity protection. Moreover, SA3 also assumed that there is Bearer ID/LCID for each distinct bearer that can also be used as input to the ciphering and integrity algorithms.
In LTE SL [3][4], i.e. Rel-13 D2D, three separate SLRBs/SL-LCHs are defined to carry PC5-S messages. To be specific, the SL radio bearer with LCID = 28 shall be used to carry PC5-S message that are not protected, the SL radio bearer with LCID = 29 shall be used for Direct Security Mode command and Direct Security Mode Complete messages, and the SL radio bearer with LCID = 30 shall be used for other PC5 signalling messages that are confidentiality and integrity protected.
Regarding NR SL, in our thinking, most of PC5-S messages in LTE SL may be reused for NR SL (e.g. messages related to direct link setup procedure, messages related to direct security mode control procedure, and messages related to direct link released procedure). Therefore, multiple separate SL-SRBs shall also be defined in NR SL to carry different PC5-S messages, so as to enable different security operations in the corresponding PDCP entity. 
However, as the security design itself should be out of RAN2 scope, how many SL-SRBs for PC5-S messages are needed on earth, from a security perspective, should be decided by SA3 finally.
Observation 1: It could be feasible to reuse security mechanism in Rel-13 LTE D2D to define separate SL-SRBs/SL-LCHs respectively used to carry PC5-S messages that are not protected, PC5-S messages used for Security Mode Control and PC5-S messages that are protected.
Proposal 1: Ask SA3 how many SL-SRBs are needed for PC5-S messages for NR SL unicast communication from a security point of view.
As for security issues, in LTE SL, after the successful completion of direct security mode control procedure, the selected security algorithms and keys are used to do integrity protection and ciphering for all PC5-S messages exchanged between UEs, and are also used to cipher all user plane traffic exchanged between the UEs [5]. That is to say, after the successful completion of direct security mode control procedure in the upper layers, the security related parameters will be instructed from the upper layers to the AS layer, so that the AS layer can use these security related parameters to perform the ciphering and/or integrity protection in PDCP layer to transmit or receive all PC5-S messages and user plane data. 
Compared with LTE SL, the PC5-RRC signalling is introduced for NR SL. In RAN2#107bis meeting, some agreements on SL unicast PC5-RRC connection were reached. And it is also in line with SA3’s assumption that “the PC5-RRC signalling for AS layer configuration shall only be sent after security has been established” [6].
Agreements on SL unicast PC5-RRC connection: 
1: 	The explicit PC5-RRC connection establishment procedure is not needed.
2:	For a pair of UEs performing unicast communication, the PC5-S connections and the PC5-RRC connections are 1-to-1 mapping, i.e. each PC5-S connection is associated with a PC5-RRC connection (regardless of whether they are for the same UE or not).
3:	PC5-RRC signaling exchange is started after PC5-S initial connection setup. (Can comback with this direction if any security issue is clarified by SA3)
4:	When PC5-S connection is released it informs RRC, the RRC releases the associated PC5-RRC connection and the corresponding SL SRB and SL DRB.
In the LS [6], SA3 also clarified the principle that “all messages should be protected except those needed for either security setup or that are needed to be sent before security setup and once security is established, all message shall be sent protected”. In other words, once the PC5-S connection setup is completed with the security also established during PC5-S connection setup procedure, all messages, including PC5-RRC signalling and user plane data, shall be sent in a protected way. In our thinking, the protection of the PC5-RRC messages is thus also based on the security related parameters instructed from the upper layers, which are, as illustrated above, exchanged between the two UEs by the security setup also during the initial PC5-S connection setup phase. The procedure on initial PC5-S connection setup is given in Fig.1.
Observation 2: Once the security mode control procedure is completed during initial PC5-S connection setup, all messages (including PC5-RRC signalling and user plane date) shall be sent protected based on the security related parameters instructed from the upper layers.
Therefore, there is no to have security configuration/establishment procedure in the AS (like SMC in Uu) between the two UEs in NR SL unicast, and one SL-SRB for PC5-RRC signalling, which relies on the security established by the upper layers (i.e. by PC5-S), seems already sufficient in this case.


Figure 1: initial PC5-S connection setup procedure
Proposal 2: No security configuration/establishment procedure in the AS is needed between the two UEs in NR SL unicast. Only one SL-SRB is needed to carry PC5-RRC signalling, based on the security mechanism established by the upper layers (i.e. PC5-S). 
Proposal 2a: Confirm SA3’s Assumption 1 in [6] that “The PC5-RRC signalling for AS-layer configuration shall only be sent after security has been established”, and inform SA3 of the RAN2 conclusion on SL-SRB operation as in Proposal 2 (if agreeable). 
Regarding the input of the AS layer ciphering and integrity algorithms, SA3 have assumed that there is Bearer ID/LCID for each distinct bearer that can also be used as input according to the LS [2]. Moreover, in LTE SL, the bearer ID is set to LCID and this was decided by SA3 [4]. Then, coming back to NR SL, the SLRB ID used for each SLRB configured can be exchanged and thus aligned between the two UEs for unicast communication (if needed) via PC5 RRC; therefore, after SA3 gets aware of this, it should be then still decided by SA3 whether SLRB ID or LCID is used as the input of the ciphering and integrity algorithms for NR SL unicast communication.
Observation 3: In LTE SL, the BEAR ID is used as the input of the ciphering and integrity algorithms in AS security, and it was SA3 that decided to use the LCID as that BEAR ID.
Proposal 3: Ask SA3 whether it is still LCID, or alternatively, SLRB ID that should be used as the input parameter BEAR ID for the AS layer ciphering and integrity algorithms in NR SL unicast.
If the SLRB ID is finally used as the input of AS layer ciphering and integrity algorithms, since, unlike LCID,  the SLRB ID cannot be directly carried along with each MAC SDU for user plane data in the user plane transmission, some extra issues may need to be discussed from RAN2 perspective. For the PC5-S message related to initial PC5-S connection setup, since the SLRB ID can only be transmitted between the two UEs via PC5-RRC messages, the SLRB ID of the SL-SRB that carries related PC5-S messages are hard able to be exchanged between the two UE (as they happen before PC5 RRC signalling exchange), and so is the SLRB ID of SL-SRB that carries the PC5-RRC signalling itselves. Therefore, the SLRB ID for SL-SRBs may need to be specified along with other SLRB parameters, so that corresponding messages carried in these SL-SRBs can be sent out with protection. This can be finally confirmed by RAN2
Proposal 4: If the SLRB ID is finally used as the input parameter BEAR ID for AS security algorithms, RAN2 to discuss whether it is feasible to specify the SLRB IDs of SL-SRBs.
For SL-DRB to carry user plane data, if the SLRB ID is finally used as the input of AS security algorithms, the SLRB IDs of SL-DRBs can be exchanged between two UE with this unicast connection via PC5-RRC signalling.
[bookmark: _GoBack]Proposal 5: If the SLRB ID is finally used as the input of AS security algorithms, then the SLRB IDs of SL-DRBs need to be aligned between the two UEs involved in unicast connection via PC5-RRC.
3 Conclusion
This contribution further discussed some remaining issues on SLRB configuration via SIB. The observations and proposals are as follows:
Observation 1: It could be feasible to reuse security mechanism in Rel-13 LTE D2D to define separate SL-SRBs/SL-LCHs respectively used to carry PC5-S messages that are not protected, PC5-S messages used for Security Mode Control and PC5-S messages that are protected.
Observation 2: Once the security mode control procedure is completed during initial PC5-S connection setup, all messages (including PC5-RRC signalling and user plane date) shall be sent protected based on the security related parameters instructed from the upper layers.
Observation 3: In LTE SL, the BEAR ID is used as the input of the ciphering and integrity algorithms in AS security, and it was SA3 that decided to use the LCID as that BEAR ID.
Proposal 1: Ask SA3 how many SL-SRBs are needed for PC5-S messages for NR SL unicast communication from a security point of view.
Proposal 2: No security configuration/establishment procedure in the AS is needed between the two UEs in NR SL unicast. Only one SL-SRB is needed to carry PC5-RRC signalling, based on the security mechanism established by the upper layers (i.e. PC5-S). 
Proposal 2a: Confirm SA3’s Assumption 1 in [6] that “The PC5-RRC signalling for AS-layer configuration shall only be sent after security has been established”, and inform SA3 of the RAN2 conclusion on SL-SRB operation as in Proposal 2 (if agreeable). 
Proposal 3: Ask SA3 whether it is still LCID, or alternatively, SLRB ID that should be used as the input parameter BEAR ID for the AS layer ciphering and integrity algorithms in NR SL unicast.
Proposal 4: If the SLRB ID is finally used as the input parameter BEAR ID for AS security algorithms, RAN2 to discuss whether it is feasible to specify the SLRB IDs of SL-SRBs.
Proposal 5: If the SLRB ID is finally used as the input of AS security algorithms, then the SLRB IDs of SL-DRBs need to be aligned between the two UEs involved in unicast connection via PC5-RRC.
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