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	Reason for change:
	For header compression, according to RRC specification, it is configurable for DRB and not applicable for SRB. Therefore, for a certain PDCP entity, there may be no header compression or decompression operation at all.

For integrity protection and ciphering, according to RRC specification, it is configurable for DRB and always applicable for SRB. Therefore, for a certain PDCP entity, there may be no integrity protection or ciphering operation.

In addition, PDCP intergretion and ciphering to some certain RRC messages are based on the RRC layer instruction in some cases, as following examples, rather than always applied.
	5.3.4.3	Reception of the SecurityModeCommand by the UE
…
2>	configure lower layers to apply SRB integrity protection using the indicated algorithm and the KRRCint key immediately, i.e. integrity protection shall be applied to all subsequent messages received and sent by the UE, including the SecurityModeComplete message;
5.3.7.4	Actions related to transmission of RRCReestablishmentRequest message
…
1>	configure lower layers to suspend integrity protection and ciphering for SRB1;
NOTE:	Ciphering is not applied for the subsequent RRCReestablishment message used to resume the connection. An integrity check is performed by lower layers, but merely upon request from RRC.




Therefore, as already captured in LTE specification TS 36.323, the “if configured” should be added after “header compression” and “header decompression”. The “if applicable” should be added after “integrity protection” and “ciphering”.
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	In section 5.1 and 5.2:
Add “(if configured)” after “header compression” and “header decompression”;
Add “(if applicable)” after “integrity protection” and “ciphering”;
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Inter-operability: 
1. If the UE is implemented according to this CR but the network is not, there is no inter-operability issue foreseen, because UE can determine whether to peform the header compression, integrity protection and ciphering as the correct network configurations and behaviors defined in RRC.
2. If the network is implemented according to this CR but the UE is not, there is no inter-operability issue foreseen, because UE can determine whether to peform the header compression, integrity protection and ciphering as the correct network configurations and behaviors defined in RRC.

	
	

	Consequences if not approved:
	UE may always perform the header compression, integrity protection and ciphering for all DRB and SRB, which is not aligned with RRC specification. If UE follows the PDCP specification, UE may not operate by the network configurations.
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--------------------- [Start of 1st change] ---------------------------------
[bookmark: _Toc12616329][bookmark: _Toc12616331]5.1	PDCP entity handling
[bookmark: _Toc12616330]5.1.1	PDCP entity establishment
When upper layers request a PDCP entity establishment for a radio bearer, the UE shall:
-	establish a PDCP entity for the radio bearer;
-	set the state variables of the PDCP entity to initial values;
-	follow the procedures in clause 5.2.
5.1.2	PDCP entity re-establishment
When upper layers request a PDCP entity re-establishment, the UE shall additionally perform once the procedures described in this clause. After performing the procedures in this clause, the UE shall follow the procedures in clause 5.2.
When upper layers request a PDCP entity re-establishment, the transmitting PDCP entity shall:
-	for UM DRBs and AM DRBs, reset the header compression protocol for uplink and start with an IR state in U-mode (as defined in RFC 3095 [8] and RFC 4815 [9]) if drb-ContinueROHC is not configured in TS 38.331 [3];
-	for UM DRBs and SRBs, set TX_NEXT to the initial value;
-	for SRBs, discard all stored PDCP SDUs and PDCP PDUs;
-	apply the ciphering algorithm and key provided by upper layers during the PDCP entity re-establishment procedure;
-	apply the integrity protection algorithm and key provided by upper layers during the PDCP entity re-establishment procedure;
-	for UM DRBs, for each PDCP SDU already associated with a PDCP SN but for which a corresponding PDU has not previously been submitted to lower layers, and;
-	for suspended AM DRBs, from the first PDCP SDU for which the successful delivery of the corresponding PDCP Data PDU has not been confirmed by lower layers, for each PDCP SDU already associated with a PDCP SN:
-	consider the PDCP SDUs as received from upper layer;
-	perform transmission of the PDCP SDUs in ascending order of the COUNT value associated to the PDCP SDU prior to the PDCP re-establishment without restarting the discardTimer, as specified in clause 5.2.1;
-	for AM DRBs which were not suspended, from the first PDCP SDU for which the successful delivery of the corresponding PDCP Data PDU has not been confirmed by lower layers, perform retransmission or transmission of all the PDCP SDUs already associated with PDCP SNs in ascending order of the COUNT values associated to the PDCP SDU prior to the PDCP entity re-establishment as specified below:
-	perform header compression of the PDCP SDU (if configured) as specified in the clause 5.7.4;
-	perform integrity protection (if applicable) and ciphering (if applicable) of the PDCP SDU using the COUNT value associated with this PDCP SDU as specified in the clause 5.9 and 5.8;
-	submit the resulting PDCP Data PDU to lower layer, as specified in clause 5.2.1.
When upper layers request a PDCP entity re-establishment, the receiving PDCP entity shall:
-	process the PDCP Data PDUs that are received from lower layers due to the re-establishment of the lower layers, as specified in the clause 5.2.2.1;
-	for SRBs, discard all stored PDCP SDUs and PDCP PDUs;
-	for SRBs and UM DRBs, if t-Reordering is running:
-	stop and reset t-Reordering;
-	for UM DRBs, deliver all stored PDCP SDUs to the upper layers in ascending order of associated COUNT values after performing header decompression (if configured);
-	for AM DRBs, perform header decompression for all stored PDCP SDUs if drb-ContinueROHC is not configured in TS 38.331 [3];
-	for UM DRBs and AM DRBs, reset the header compression protocol for downlink and start with NC state in U-mode (as defined in RFC 3095 [8] and RFC 4815 [9]) if drb-ContinueROHC is not configured in TS 38.331 [3];
-	for UM DRBs and SRBs, set RX_NEXT and RX_DELIV to the initial value;
-	apply the ciphering algorithm and key provided by upper layers during the PDCP entity re-establishment procedure;
-	apply the integrity protection algorithm and key provided by upper layers during the PDCP entity re-establishment procedure.
[bookmark: _Toc12616332]5.1.3	PDCP entity release
When upper layers request a PDCP entity release for a radio bearer, the UE shall:
-	discard all stored PDCP SDUs and PDCP PDUs in the transmitting PDCP entity;
-	for UM DRBs and AM DRBs, deliver the PDCP SDUs stored in the receiving PDCP entity to upper layers in ascending order of associated COUNT values after performing header decompression (if configured), if not decompressed before;
-	release the PDCP entity for the radio bearer.
[bookmark: _Toc12616333]5.1.4	PDCP entity suspend
When upper layers request a PDCP entity suspend, the transmitting PDCP entity shall:
-	set TX_NEXT to the initial value;
-	discard all stored PDCP PDUs;
When upper layers request a PDCP entity suspend, the receiving PDCP entity shall:
-	if t-Reordering is running:
-	stop and reset t-Reordering;
-	deliver all stored PDCP SDUs to the upper layers in ascending order of associated COUNT values after performing header decompression (if configured);
-	set RX_NEXT and RX_DELIV to the initial value.
--------------------------[End of 1st change] ------------------------------
--------------------------[Start of 2nd change] -----------------------------

[bookmark: _Toc12616334][bookmark: _Toc12616335]5.2	Data transfer
5.2.1	Transmit operation
At reception of a PDCP SDU from upper layers, the transmitting PDCP entity shall:
-	start the discardTimer associated with this PDCP SDU (if configured).
For a PDCP SDU received from upper layers, the transmitting PDCP entity shall:
-	associate the COUNT value corresponding to TX_NEXT to this PDCP SDU;
NOTE 1:	Associating more than half of the PDCP SN space of contiguous PDCP SDUs with PDCP SNs, when e.g., the PDCP SDUs are discarded or transmitted without acknowledgement, may cause HFN desynchronization problem. How to prevent HFN desynchronization problem is left up to UE implementation.
-	perform header compression of the PDCP SDU (if configured) as specified in the clause 5.7.4;
-	perform integrity protection (if applicable), and ciphering (if applicable)  using the TX_NEXT as specified in the clause 5.9 and 5.8, respectively;
-	set the PDCP SN of the PDCP Data PDU to TX_NEXT modulo 2[pdcp-SN-SizeUL];
-	increment TX_NEXT by one;
-	submit the resulting PDCP Data PDU to lower layer as specified below.
When submitting a PDCP PDU to lower layer, the transmitting PDCP entity shall:
-	if the transmitting PDCP entity is associated with one RLC entity:
-	submit the PDCP PDU to the associated RLC entity;
-	else, if the transmitting PDCP entity is associated with two RLC entities:
-	if the PDCP duplication is activated:
-	if the PDCP PDU is a PDCP Data PDU:
-	duplicate the PDCP Data PDU and submit the PDCP Data PDU to both associated RLC entities;
-	else:
-	submit the PDCP Control PDU to the primary RLC entity;
-	else:
-	if the two associated RLC entities belong to the different Cell Groups; and
-	if the total amount of PDCP data volume and RLC data volume pending for initial transmission (as specified in TS 38.322 [5]) in the two associated RLC entities is equal to or larger than ul-DataSplitThreshold:
-	submit the PDCP PDU to either the primary RLC entity or the secondary RLC entity;
-	else:
-	submit the PDCP PDU to the primary RLC entity.
NOTE 2:	If the transmitting PDCP entity is associated with two RLC entities, the UE should minimize the amount of PDCP PDUs submitted to lower layers before receiving request from lower layers and minimize the PDCP SN gap between PDCP PDUs submitted to two associated RLC entities to minimize PDCP reordering delay in the receiving PDCP entity.
[bookmark: Signet11][bookmark: _Toc12616336]5.2.2	Receive operation 
[bookmark: _Toc12616337]5.2.2.1	Actions when a PDCP Data PDU is received from lower layers
In this clause, following definitions are used:
-	HFN(State Variable): the HFN part (i.e. the number of most significant bits equal to HFN length) of the State Variable;
-	SN(State Variable): the SN part (i.e. the number of least significant bits equal to PDCP SN length) of the State Variable;
-	RCVD_SN: the PDCP SN of the received PDCP Data PDU, included in the PDU header;
-	RCVD_HFN: the HFN of the received PDCP Data PDU, calculated by the receiving PDCP entity;
-	RCVD_COUNT: the COUNT of the received PDCP Data PDU = [RCVD_HFN, RCVD_SN].
At reception of a PDCP Data PDU from lower layers, the receiving PDCP entity shall determine the COUNT value of the received PDCP Data PDU, i.e. RCVD_COUNT, as follows:
-	if RCVD_SN < SN(RX_DELIV) – Window_Size:
-	RCVD_HFN = HFN(RX_DELIV) + 1.
-	else if RCVD_SN >= SN(RX_DELIV) + Window_Size:
-	RCVD_HFN = HFN(RX_DELIV) – 1.
-	else:
-	RCVD_HFN = HFN(RX_DELIV);
-	RCVD_COUNT = [RCVD_HFN, RCVD_SN].
After determining the COUNT value of the received PDCP Data PDU = RCVD_COUNT, the receiving PDCP entity shall:
-	perform deciphering (if applicable) and integrity verification (if applicable) of the PDCP Data PDU using COUNT = RCVD_COUNT;
-	if integrity verification fails:
-	indicate the integrity verification failure to upper layer;
-	discard the PDCP Data PDU;
-	if RCVD_COUNT < RX_DELIV; or
-	if the PDCP Data PDU with COUNT = RCVD_COUNT has been received before:
-	discard the PDCP Data PDU;
If the received PDCP Data PDU with COUNT value = RCVD_COUNT is not discarded above, the receiving PDCP entity shall:
-	store the resulting PDCP SDU in the reception buffer;
-	if RCVD_COUNT >= RX_NEXT:
-	update RX_NEXT to RCVD_COUNT + 1.
-	if outOfOrderDelivery is configured:
-	deliver the resulting PDCP SDU to upper layers.
-	if RCVD_COUNT = RX_DELIV:
-	deliver to upper layers in ascending order of the associated COUNT value after performing header decompression (if configured), if not decompressed before;
-	all stored PDCP SDU(s) with consecutively associated COUNT value(s) starting from COUNT = RX_DELIV;
-	update RX_DELIV to the COUNT value of the first PDCP SDU which has not been delivered to upper layers, with COUNT value > RX_DELIV;
-	if t-Reordering is running, and if RX_DELIV >= RX_REORD:
-	stop and reset t-Reordering.
-	if t-Reordering is not running (includes the case when t-Reordering is stopped due to actions above), and RX_DELIV < RX_NEXT:
-	update RX_REORD to RX_NEXT;
-	start t-Reordering.
[bookmark: _Toc12616338]5.2.2.2	Actions when a t-Reordering expires
When t-Reordering expires, the receiving PDCP entity shall:
-	deliver to upper layers in ascending order of the associated COUNT value after performing header decompression (if configured), if not decompressed before:
-	all stored PDCP SDU(s) with associated COUNT value(s) < RX_REORD;
-	all stored PDCP SDU(s) with consecutively associated COUNT value(s) starting from RX_REORD;
-	update RX_DELIV to the COUNT value of the first PDCP SDU which has not been delivered to upper layers, with COUNT value >= RX_REORD;
-	if RX_DELIV < RX_NEXT:
-	update RX_REORD to RX_NEXT;
-	start t-Reordering.
--------------------------[End of 2nd change] ------------------------------
