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Introduction
It has been agreed to introduce the following inter-IAB node signalling:
· Hop-by-hop flow control messages
· RLF notification (i.e. indication from parent node that it experiences problems).
The current assumption is that these messages will be sent in BAP layer which so far does not have any security mechanism defined. This paper discusses different options for handling the inter-IAB signalling. 
Discussion
The problem with direct signalling between IAB nodes is that currently there is no method available to protect these messages. The reason for this is that the messages are exchanged below existing secure protocol layer such as PDCP and F1/NDS which terminate higher up in the network.
[bookmark: _Toc16235059][bookmark: _Toc16235262][bookmark: _Toc16584074][bookmark: _Toc16584088][bookmark: _Toc16664735][bookmark: _Toc16755928][bookmark: _Toc16774655][bookmark: _Toc23934945][bookmark: _Toc23935075][bookmark: _Toc24052127][bookmark: _Toc24053368][bookmark: _Toc24054504]Currently there is no support for protecting inter-IAB signalling e.g. for HbH flow control, RLF detection.
The main problem is not the privacy aspects but the integrity and authenticity of these messages, since if, for instance, an attacker generates a false RLF or flow control message, this can have significant impacts not only the node receiving the message but also on children IAB nodes. 
[bookmark: _Toc16235060][bookmark: _Toc16235263][bookmark: _Toc16584075][bookmark: _Toc16584089][bookmark: _Toc16664736][bookmark: _Toc16755929][bookmark: _Toc16774656][bookmark: _Toc23934946][bookmark: _Toc23935076][bookmark: _Toc24052128][bookmark: _Toc24053369][bookmark: _Toc24054505]If no integrity/authenticity mechanism is introduced for inter-IAB signalling, fake or modified flow control or RLF related message can have significant impacts, not only the node receiving the message but also on children IAB nodes/UEs.
To our understanding, the current proposed messages are not essential for basic IAB network operation. E,g,
· Instead of using RLF notification, the parent node can trigger an RLF by switching off the cell.
· It is possible to operate without HbH flow control, using only e2e flow control. 
However, given that the IAB node is a network node, it could be possible to detect fake messages afterwards e.g. by comparing event streams from the IAB node and its parents, and when attacks are detected it could be possible to temporarily or permanently switch off these features, i.e. meaning that the receiver node can ignore the messages. 
[bookmark: _Toc23934947][bookmark: _Toc23935077][bookmark: _Toc24052129][bookmark: _Toc24053370][bookmark: _Toc24054506]The HbH flow control and RLF notification messages are not essential for basic IAB network operation, and thus these features can be switched off if an attack is detected. 
[bookmark: _Toc23934950][bookmark: _Toc23935080][bookmark: _Toc24052132][bookmark: _Toc24053373][bookmark: _Toc24054414][bookmark: _Toc24054507]The inter-node signalling procedure for HbH flow control and RLF notification should be optional to use, and IAB nodes and the Donor DU can ignore these messages based on configuration (e.g. if an attack has been detected). 
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Conclusions
[bookmark: _Toc528842915]In earlier sections we made the following observations:
Observation 1	Currently there is no support for protecting inter-IAB signalling e.g. for HbH flow control, RLF detection.
Observation 2	If no integrity/authenticity mechanism is introduced for inter-IAB signalling, fake or modified flow control or RLF related message can have significant impacts, not only the node receiving the message but also on children IAB nodes/UEs.
Observation 3	The HbH flow control and RLF notification messages are not essential for basic IAB network operation, and thus these features can be switched off if an attack is detected.

Based on the discussion in earlier sections we propose the following:
Proposal 1	The inter-node signalling procedure for HbH flow control and RLF notification should be optional to use, and IAB nodes and the Donor DU can ignore these messages based on configuration (e.g. if an attack has been detected).
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