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1. Introduction
In the RAN2#107bis meeting, on Backhaul RLF notification RAN2 has agreed that:
	· R2 confirm that when the IAB-node is not configured with DC, it applies for BH RLF handling the same mechanisms and procedures as UE’s RLF handling currently specified in TS 38.331 (including e.g. detection and recovery). FFS on need of additional enhancements.
· When NR DC is configured for the IAB-node, 2.1 RLF is detected separately for the MCG-link and for the SCG-link, and 2.2 existing UE procedures are used for MCG-link and SCG-link failure handling.
· The following is agreed as working assumption: BH RLF recovery for DC case reuses UE’s MCG and SCG failure recovery procedures specified in Rel-16. 

· For an IAB-node not configured with DC, it initiates  RRC reestablishment when it receives downstream notification “Recovery Failure”
· For DC case, the IAB-node considers the radio link is failed and uses RRC existing or Rel-16 Mechanism (e.g. MCG or SCG failure report, RRC reestablishment) if “Recovery Failure” notification is received from parent nodes on MCG-link or/and SCG-link.

· R2 assumes that RLF notification “recovery failure” would be triggered when RRC reestablishment has failed. FFS whether this need to be specified
· BAP layer is used to transmit BH RLF notification(s).
· R2 assumes that Upstream BH RLF notification to Donor CU via current F1-AP signalling is supported.




SA3 has already agreed that if the control message from the parent-node to the child-node is not protected, then over-the-air attacker could potentially trigger backhaul-RLF recovery on the child-node.
In this paper, we further discuss how BAP layer can be effectively used to transmit BH RLF notification. 
2. Discussion
2.1 BH RLF notification verification
RAN2 agreed that BH RLF notification could be carried by BAP layer, and for an IAB-node not configured with DC, it initiates RRC reestablishment when it receives the downstream notification “Recovery Failure”. However, there is no encryption in BAP layer, as shown in Figure 1, a fake IAB may send the fake BH RLF notification to IAB-node 3 about BH RLF recovery failure of BH link between IAB-node 1 and IAB-node 2. 
Based on this fake BH RLF recovery failure notification, IAB-node 3 would perform unnecessary BH link reestablishment procedure on the BH link between IAB-node 2 and IAB-node 3.  
Observation 1: A child-IAB node may perform unnecessary BH link reestablishment based on fake BH RLF notification.

To avoid such unnecessary BH link reestablishment based on fake BH RLF recovery failure notification, the IAB node receiving the BH RLF notification should be able to verify whether the BH RLF notification comes from a genuine parent IAB.  
Observation 2: IAB node receiving the BH RLF notification should be able to verify whether the BH RLF notification comes from a genuine parent IAB.
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Figure 1: Example of fake BH RLF notification

To allow IAB node to verify the authenticity of a BH RLF recovery failure notification, the BAP may carry some verification information, such as a verification code that would allow to uniquely identify BH RLF recovery failure notification sender identity. 
Proposal 1: For BH RLF notification BAP carries information, e.g., a verification code, allowing to identify the authenticity of the BH RLF notification sender. 
2.2 Potential solutions for RLF notification verification
The information carried in the BAP for BH link RLF notification verification can be configured per pair of parent-IAB node and child-IAB node. When a parent-IAB sends a BH RLF notification to its child-IAB, the parent IAB includes the verification information along with the BH RLF notification in the BAP. Based on the verification information, the child-IAB can verify the BH RLF notification sender authenticity. The configuration of the BH RLF notification verification information can be done at BH link establishment between the pair of parent-IAB node and child-IAB node. At BH link path establishment the CU part of donor IAB node configures the BH RLF notification verification information to the pair of parent-IAB node and child-IAB node.
Proposal 2: CU part of donor IAB node configures the BH RLF notification verification information to the pair of parent-IAB node and child-IAB node.
 2.3 RLF recovery failure notification BAP control PDU
In the RAN2#107 meeting, on BAP function RAN2 had agreed. It is better that the BH RLF notification verification information is carried by BAP control PDU.
	· BAP layer supports the DL hop-by-hop flow control and flow control feedback function.


Therefore, the BAP control PDU carrying BH RLF notification verification information can be designed as shown in Figure 2. 
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Figure 2: BAP control PDU format

Proposal 3: BH RLF notification verification information is carried by BAP control PDU, and 32 bits are used as BH RLF notification verification information.
Proposal 4: RAN2 to send an LS to inform SA3 about RAN2 decision and ask feedback response if any concern.
3. Conclusion
In this paper, some remaining issues Backhaul RLF notification are discussed. And the proposals are following:
Observation 1: A child-IAB node may perform unnecessary BH link reestablishment based on fake BH RLF notification.

Observation 2: IAB node receiving the BH RLF notification should be able to verify whether the BH RLF notification comes from a genuine parent IAB.

Proposal 1: For BH RLF notification BAP carries information, e.g., a verification code, allowing to identify the authenticity of the BH RLF notification sender.

Proposal 2: CU part of donor IAB node configures the BH RLF notification verification information to the pair of parent-IAB node and child-IAB node.
Proposal 3: BH RLF notification verification information is carried by BAP control PDU, and 32 bits are used as BH RLF notification verification information.
Proposal 4: RAN2 to send an LS to inform SA3 about RAN2 decision and ask feedback response if any concern.
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