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Introduction
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]On the last RAN2 meeting, regarding to the V2X PDCP, the following agreements were reached:
Agreements on SL PDCP: 
1: 	For NR Sidelink unicast, the establishment and release of transmitting PDCP entity and receiving PDCP entity can be requested by upper layer. 
2:	For NR Sidelink groupcast and broadcast, the establishment and release of transmitting PDCP entity can be requested by upper layer. The establishment of the receiving PDCP entity for NR Sidelink groupcast upon reception of first UMD PDU from a Source Layer 2 ID and Destination Layer 2 ID pair for an LCID, and there is not yet a corresponding receiving PDCP entity and release up to UE implementation (i.e., follow LTE V2X Sidelink as baseline)
3:	The SN of PDCP shall be maintained for all cast types.
4:	The header compression and decompression can be supported for all cast types.
5:	The following questions and understandings will be asked to SA3:
	- Support of AS ciphering and deciphering for data?
	- Support of AS integrity protection and integrity verification for SL unicast data?
	- Support of AS integrity protection and integrity verification for SL groupcast data?
	- RAN2 understanding of no support of AS integrity protection and integrity verification for SL broadcast data (to be confirmed by SA3)
	- Any concern to reuse 18bits Uu PDCP-SN-Size for SL? Note feasibility to reuse 12bits Uu PDCP-SN-Size for SL is FFS. Also note RAN2 assumes only 18bits is used for groupcast and broadcast cases. 
6: 	The timer based SDU discard is supported for all cast types.
7:	The PDCP reordering and in-order delivery is supported for all cast types.
8:	PDCP out-of-order delivery can be supported for SL unicast types. FFS for groupcast and broadcast.
9:	On top of Uu values, 3ms and 25ms should be added for discard timer in case of NW configuration and preconfiguration.
10:	The Default discardtimer values shall be up to the UE implementation.
11:	INTEGER (1..16383) (i.e. Full set of values as specified in NR Uu) is supported for maxCID in case of network configuration and preconfiguration.
12:	15 is used for default maxCID.
13:	Profile0x0001, profile0x0002, etc. (i.e. Full set of values as specified in NR Uu) is used for NR Sidelink in case of network configuration and preconfiguration.
14:	No fixed profile ID is needed for NR Sidelink default configuration for all cast types.
15:	0ms, 1ms, 2ms, …, 2750ms, 3000ms (i.e. Full set of values as specified in NR Uu) is used for t-Reordering in case of network configuration and preconfiguration.
16:	T-Reordering value is up to the UE implementation for default configuration.
17:	SDU Type field in the PDCP PDU format is needed.
18:	IP and non-IP types field are needed. FFS for ARP and PC5 Signalling Protocol.
19:	PDCP SN field is needed.
20:	For unicast, PDCP control PDU and D/C field is necessary. FFS for the need of D/C field for groupcast and broadcast.
21:	The initialized PDCP state variable, i.e., TX_NEXT, in the transmitting PDCP entity is set to 0 for all cast type.
22:	The initialized PDCP state variable, i.e., RX_NEXT, in the receiving PDCP entity is set to 0 for unicast. The initialized PDCP state variable set, i.e., RX_NEXT, in the receiving PDCP entity follows the LTE rule for groupcast and broadcast.
3-2: PDCP SN Size is both Tx and Rx parameter and applicable to SL broadcast, groupcast and unicast.

But there are still some remaining issues which need to be further studied, listed below:
· Issue 1: Whether the PDCP out-of-order delivery can be supported for SL groupcast and broadcast?
· Issue 2: Whether ARP and PC5 Signalling Protocol in SDU type are needed in NR sidelink?
· Issue 3: For data PDU format, whether the D/C field is needed or not for groupcast and broadcast?
· Issue 4: What is the initial value of RX_DELIV in the receiving PDCP entity for unicast, groupcast and broadcast respectively?
· Issue 5: Whether AS ciphering and integrity protection is needed or not?
· Issue 6: Which field(s) is needed to be included in the PDCP PDU format for AS ciphering and integrity protection?
· Issue 7: Which value(s) is used for pdcp-SN-Size?
Discussion
Whether the PDCP out-of-order delivery can be supported for SL groupcast and broadcast?
For the Rx UE, whether to execute the out-of-order delivery depends on the following two factors:
· The Rx UE capability;
· The type of V2X traffic, which can use out of order delivery.
If Rx UE wants to execute the out-of-order delivery, not only the Rx UE has the capability of the PDCP out-of-order delivery, but also the Rx UE needs to know whether the V2X traffic can use out of order delivery. For SL groupcast and broadcast, the Rx UE may not know whether the SL groupcast and broadcast traffic can use out of order delivery or not since there is no interaction between the Tx and Rx UE. Therefore, there are two options to deal with this issue:
· Option 1: If Rx UE supports out-of-order delivery, it always uses out-of-order delivery for SL groupcast and broadcast traffics;
· Option 2: For SL groupcast and broadcast, PDCP out-of-order delivery is not supported. Rx UE always uses in-order delivery.
For Option 1, if only out-of-order delivery is applied to SL groupcast and broadcast, it may be not able to meet the service requirement which requires in-order delivery. Thus, we slightly prefer Option 2, i.e., for SL groupcast and broadcast, PDCP out-of-order delivery is not supported.
[bookmark: _Ref19032198]Proposal 1: For SL groupcast and broadcast, PDCP out-of-order delivery is not supported.
Whether ARP and PC5 Signalling Protocol in SDU type are needed in NR sidelink?
In LTE sidelink, the SDU type has 3bits to indicate IP, non-IP, ARP and PC5 Signalling protocol. PDCP entity may handle the SDU differently per SDU Type, e.g. header compression is applicable to IP SDU but not ARP SDU and Non-IP SDU. 
For NR sidelink, it was already agreed to support IP and non-IP. Regarding ARP, it was introduced in RAN2#87bis for Rel-12 one-to-many ProSe Direct Communication. According to SA2 spec, ARP is only supported for D2D, not for V2X. 
[bookmark: _Ref19886909][bookmark: _Ref20420185]Proposal 2: ARP SDU type is not supported in NR sidelink.
In the RAN2#107bis meeting, it’s agreed that PC5 Signalling is carried by SL-SRB and the SL-SRB carrying PC5 Signalling is separated from the SL-SRB carrying PC5-RRC messages.
Thus, PDCP layer can identify whether a packet is included PC5 Signalling according to the specific SL-SRB for PC5 Signalling. The PDCP layer can directly delivery the packet of PC5 Signalling to V2X layer. Therefore, it is suggested to not support the PC5 Signalling as one SDU type.
[bookmark: _Ref19886915]Proposal 3: PC5 Signaling protocol SDU type is not supported in NR sidelink.
According to the above proposals, only IP and non-IP types field are needed in SDU type. We suggest there are 2bits in SDU type. For example, SDU type “00” represents IP, “01”represents non-IP. Other value “10” and “11” can be reserved for forward compatibility.
[bookmark: _Ref19886919]Proposal 4: The length of SDU type is 2bits.
For data PDU format, whether the D/C field is needed or not for groupcast and broadcast?
According to the agreements, PDCP control PDU is supported for unicast. For groupcast and broadcast, PDCP control PDU is unnecessary, since there is no requirement for PDCP status report and interspersed ROHC feedback in groupcast and broadcast. Thus there is only PDCP data PDU in groupcast and broadcast. The D/C field is unnecessary for groupcast and broadcast.
[bookmark: _Ref19886925]Proposal 5: For data PDU format, D/C field is unnecessary for groupcast and broadcast. 
What is the initial value of RX_DELIV in the receiving PDCP entity for unicast, groupcast and broadcast respectively?
The initial value of RX_DELIV has been discussed in Q19-1, Q19-2 and Q19-3 of [1]. Unfortunately, the proposal for initial value of RX_DELIV is missing in the email summary.
According to the comments in Q19-1, Q19-2 and Q19-3, all companies think the initial value of RX_DELIV in the receiving PDCP entity sets to 0 for unicast and the initial value of RX_DELIV in the receiving PDCP entity follows the LTE rule for groupcast and broadcast, i.e., SN part of RX_DELIV is deduced from (x – 0.5* Window_Size), while x is the SN of the first received PDCP Data PDU with SN not set to "0".
[bookmark: _Ref19886929][bookmark: _Ref23444837]Proposal 6: The initial value of RX_DELIV in the receiving PDCP entity sets to 0 for unicast. The initial value of RX_DELIV in the receiving PDCP entity follows the LTE rule for groupcast and broadcast.

Whether AS ciphering and integrity protection is needed or not?
According to SA3 reply LS [2], only for SL unicast, the AS ciphering and integrity protection for SL data are needed and can be configured. However, the AS ciphering and integrity protection are not needed for SL groupcast and broadcast.
According to the SA3 LS [3], SA3 has the principle that all messages should be protected except those needed for either security set-up or that are needed to be sent before security set-up, and once the security is established all message shall be sent protected. SA3 also has the assumption that the PC5-RRC signalling for AS-layer configuration shall only be sent after security has been established. Since we already agreed that PC5-RRC signaling exchange is started after PC5-S initial connection setup, the PC5-RRC signalling for UE capability exchange shall also be sent after security has been established. Same as NR Uu RRC signalling, the AS integrity protection is also needed. Therefore, for SL unicast, the AS ciphering and integrity protection for the PC5-RRC signalling are needed and always present. 
According to the SA3 LS [3], except for the first PC5 Signalling, i.e., Direct Communication Request, can be sent unprotected. The other PC5 Signallings shall only be sent protected. For AS integrity protection, we suggest the AS integrity protection is also needed for all the other PC5 Signallings except for the first PC5 Signalling, i.e., Direct Communication Request. Due to the different security requirements between the first PC5 Signalling and the other PC5 Signallings, it is suggested to  use different SL-SRBs to carry the first PC5 Signalling and other PC5 Signallings, respectively. That means the SL-SRB carrying the first PC5 Signalling is separated from the SL-SRB carrying other PC5 Signallings.
[bookmark: _Ref23444841]Proposal 7: For SL unicast, the AS ciphering and integrity protection for SL data are needed and can be configured.
[bookmark: _Ref23444844]Proposal 8: For SL unicast, the AS ciphering and integrity protection for PC5-RRC signalling are needed and always present.
[bookmark: _Ref23444847]Proposal 9: For SL unicast, except for the first PC5 Signalling, i.e., Direct Communication Request, the AS ciphering and integrity protection for other PC5 Signallings are needed and always present.
[bookmark: _Ref24113416]Proposal 10: For SL unicast, for the first PC5 Signalling, i.e., Direct Communication Request, the AS ciphering and integrity protection are not needed.
[bookmark: _Ref23444850]Proposal 11: The SL-SRB carrying the first PC5 Signalling, i.e., Direct Communication Request, is separated from the SL-SRB carrying other PC5 Signallings.
[bookmark: _Ref23444854]Proposal 12: For SL groupcast and broadcast, the AS ciphering and integrity protection are not needed.
Which field(s) is needed to be included in the PDCP PDU format for AS ciphering and integrity protection?
According to the above analysis, PDCP PDU format for AS ciphering and integrity protection in SL unicast needs to be discussed. 
Two kinds of PDCP PDU format have been defined for LTE Sidelink SLRBs, which are used for one-to-many communication and one-to-one communication, correspondingly. For SL unicast, it’s more similar as one-to-one communication. The PDCP PDU format for one-to-one communication is shown in the following Figure [4].
********************************From TS 36.323*************************************
6.2.10	User plane PDCP Data PDU for SLRB
Figure 6.2.10.2 shows the format of the PDCP Data PDU for SLRB used for one-to-one communication where a 16 bit SN length is used. MAC-I field is used only for the SLRB that needs integrity protection.


Figure 6.2.10.2: PDCP Data PDU format for SLRB used for one-to-one communication
*******************************From TS 36.323**************************************
In the PDCP PDU format for one-to-one communication, the KD-sess ID is used for AS ciphering and deciphering, and MAC-I is used for AS integrity protection. The field of KD-sess ID has 16bits and the field of MAC-I has 32bits. We suggest reusing the field of KD-sess ID and MAC-I for AS ciphering and integrity protection in SL unicast, unless any issue is clarified by SA3.
[bookmark: _Ref23444857]Proposal 13: In the PDCP PDU format for SL unicast, the field of KD-sess ID has 16bits for AS ciphering and the field of MAC-I has 32bits for AS integrity protection.
[bookmark: _Ref23444865]Proposal 14: For SL DRB in SL unicast, the field of KD-sess ID and MAC-I is present only when the SL DRB is configured with AS ciphering and integrity protection.
[bookmark: _Ref23444869]Proposal 15: Except for the first PC5 Signalling, i.e., Direct Communication Request, the field of KD-sess ID and MAC-I are always present in the PDCP data PDU carrying SL SRB.
Which value(s) is used for pdcp-SN-Size?
According to SA3 reply LS [2], SA3 confirm 18bits pdcp-SN-Size are used for the data radio bearers of SL unicast, groupcast and broadcast. 12bits pdcp-SN-Size can be also supported for the data radio bearers of SL unicast only.
In NR Uu, PDCP-SN-Size has 12bits for SRB. Therefore, we suggest only using 12bits pdcp-SN-Size for SL SRB, including SL SRBs which carrying PC5 Signalling and PC5 RRC message, unless any issue is clarified by SA3.
[bookmark: _Ref23444872]Proposal 16: For SL groupcast and broadcast, only 18bits pdcp-SN-Size is used for the SL DRB. For SL unicast, 12bits and 18bits pdcp-SN-Size are used for the SL DRB.
[bookmark: _Ref23444875]Proposal 17: For SL unicast, only 12bits pdcp-SN-Size is used for the SL SRB including SL SRBs which carrying PC5 Signalling and PC5 RRC message.
[bookmark: _Ref23444878]Proposal 18: Send an LS to SA3, Cc: SA2 on RAN2 agreements to check whether there is any security issue or not. 
Conclusion
According to the above discussion, the proposals for PDCP in NR V2X SL communications are as follows:
Proposal 1: For SL groupcast and broadcast, PDCP out-of-order delivery is not supported.
Proposal 2: ARP SDU type is not supported in NR sidelink.
Proposal 3: PC5 Signaling protocol SDU type is not supported in NR sidelink.
Proposal 4: The length of SDU type is 2bits.
Proposal 5: For data PDU format, D/C field is unnecessary for groupcast and broadcast.
Proposal 6: The initial value of RX_DELIV in the receiving PDCP entity sets to 0 for unicast. The initial value of RX_DELIV in the receiving PDCP entity follows the LTE rule for groupcast and broadcast.
Proposal 7: For SL unicast, the AS ciphering and integrity protection for SL data are needed and can be configured.
Proposal 8: For SL unicast, the AS ciphering and integrity protection for PC5-RRC signalling are needed and always present.
Proposal 9: For SL unicast, except for the first PC5 Signalling, i.e., Direct Communication Request, the AS ciphering and integrity protection for other PC5 Signallings are needed and always present.
Proposal 10: For SL unicast, for the first PC5 Signalling, i.e., Direct Communication Request, the AS ciphering and integrity protection are not needed.
Proposal 11: The SL-SRB carrying the first PC5 Signalling, i.e., Direct Communication Request, is separated from the SL-SRB carrying other PC5 Signallings.
Proposal 12: For SL groupcast and broadcast, the AS ciphering and integrity protection are not needed.
Proposal 13: In the PDCP PDU format for SL unicast, the field of KD-sess ID has 16bits for AS ciphering and the field of MAC-I has 32bits for AS integrity protection.
Proposal 14: For SL DRB in SL unicast, the field of KD-sess ID and MAC-I is present only when the SL DRB is configured with AS ciphering and integrity protection.
Proposal 15: Except for the first PC5 Signalling, i.e., Direct Communication Request, the field of KD-sess ID and MAC-I are always present in the PDCP data PDU carrying SL SRB.
Proposal 16: For SL groupcast and broadcast, only 18bits pdcp-SN-Size is used for the SL DRB. For SL unicast, 12bits and 18bits pdcp-SN-Size are used for the SL DRB.
Proposal 17: For SL unicast, only 12bits pdcp-SN-Size is used for the SL SRB including SL SRBs which carrying PC5 Signalling and PC5 RRC message.
Proposal 18: Send an LS to SA3, Cc: SA2 on RAN2 agreements to check whether there is any security issue or not.
[bookmark: _Ref189809556][bookmark: _Ref174151459][bookmark: _Ref450865335]Reference
[1] [bookmark: _Ref19884343]R2-1910223	Report of [106#83] [NR/V2X] PDCP	vivo
[2] [bookmark: _Ref23426045]S3-193854	reply LS on NR V2X Security for user plane data and PDCP SN size	SA3
[3] [bookmark: _Ref23426118]S3-193802	LS on PC5S and PC5 RRC unicast message protection	SA3
[4] [bookmark: _Ref23442416]3GPP TS 36.323: "Evolved Universal Terrestrial Radio Access (E-UTRA); Packet Data Convergence Protocol (PDCP) protocol specification (Release 15)".
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