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1 Background
In RAN2 #107 several potential solutions for transporting F1AP signaling over LTE in the case of ENDC IAB were discussed in “Offline 105: Determine impact and work effort for IAB NSA option 2” [1]. After further online discussion it was agreed to have an e-mail discussion [107#51][NR IAB] [2], covering the following five potential solutions:
1. Solution Set 1: Based on MT’s control plane
0. Solution 1a: F1AP interface transported over MT’s RRC
0. Solution 1b: F1AP interface transported directly in X2-C container
0. Solution 1c: F1AP interface transported using split SRB3
1. Solution Set 2: Based on MT’s user plane
1. Solution 2a: F1AP interface transported via E1 and over MT’s SN-terminated bearer
1. Solution 2b: F1AP interface transported over-the-top via local PDN gateway at CU-CP

Each of these potential solutions has its pros and cons. Different protocols would be impacted to varying degrees (38.331, 36.331, 36.423, 38.463) depending on the particular solution. Solution 2b does not foresee protocol impacts, but assumes a local PDN gateway, which is a significant departure from the currently agreed IAB architecture. [2]

In this contribution we provide analysis and further details on solution 1c, and expand the discussion beyond split SRB3 to cover a generic split SRB terminated at the donor gNB CU.
2 Transport of CP signalling in FR1/FR2 IAB deployments
In the Rel-15 IAB SI [3], it was agreed that IAB should support both stand-alone (SA) and non-stand-alone (NSA) deployments. Furthermore, in a NSA deployment IAB nodes can operate either in SA or in NSA mode. Figure 1 below adopted from TR 38.874 [3], illustrates option c (both UE and IAB node operate in NSA with EPC). In other words, this figure represents the case of the IAB node operating in NSA mode in a network deploying an EN-DC architecture. In fact, figure 1 is an illustrative example of option c with EN-DC. Other non-stand-alone deployments are also possible (e.g. NGEN-DC and NE-DC).



Figure 1. Example for IAB node operation in NSA-mode (EN-DC deployment)
According to the agreed architectural solution for IAB, the IAB node exchanges two types of CP signaling with the donor CU: F1-AP, and RRC carried over F1-AP. RRC is transported using any of several SRBs (SRB 0, SRB 1, SRB 2, SRB 3, etc.). The LTE Uu served by both the eNB and IAB-node can at least support SRBs 0,1, and 2. However, RRC for the IAB node’s MT must terminate in the donor-gNB. 
In reference [4] several operators discussed two potential options for the CP transport in an EN-DC deployment:
· Option 1: Use same transport over the NR backhaul as in SA mode
· Option 2: Use leveraged SRBs over LTE and X2 connection between eNB and donor CU.
These two options are illustrated in figure 2 below. Option 1 is the baseline solution that has been agreed, both as the conclusion of the SI and in the WI up till now. In [4] several advantages of option 2 compared to option 1 are described, chief among these are; lower latency, better CP reliability, increased coverage, etc. In fact, these advantages are premised on the assumption that the MeNB uses sub-6 GHz spectrum, while the IAB network is deployed using mmWave spectrum. This assumption is very reasonable, as this is a typical use case for the deployment of IAB. However, it is worth noting that the advantages of option 2 are not limited to the EN-DC scenario depicted in figure 2. Similar benefits would be derived from an option 2 solution with NGEN-DC, NE-DC, and even NR-DC, as long as the IAB network employs FR2, while coverage on FR1 is available via DC.
Observation 1: The advantages of option 2 are not limited to EN-DC, but also apply to any DC deployment architectures as well.
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Figure 2. Options for delivery of control plane signalling to IAB node

3 Split SRB for transport of CP signalling in MRDC IAB
During and after the offline discussion [1], some questions were raised about the potential to simply employ a split SRB between the FR2 Donor gNB (SgNB in figure 2) and node employing FR1 (MeNB in figure 2). Supporting a split bearer approach has some obvious advantages:  a) both options 1 and 2 can be supported simultaneously via PDCP duplication, b) split bearer has been studied extensively for DC and the solution is very mature, c) any future enhancements to split bearer would essentially automatically apply to IAB as well.
In fact, the several companies expressed a preference for an EN-DC solution based on split SRB3. It was pointed out during the e-mail discussion [2] that solution 1c does not strictly require split SRB3. Rather, it could be implemented using any MN terminated split SRB (split SRB terminated at donor CU). Unfortunately, MN terminated split SRB is not supported in Rel. 15 (including split SRB3). 
There does not appear to be any strong technical challenge in supporting MN terminate split SRB, rather the motivation for not supporting this variant seems to have been that no use case requiring a split MN terminated SRB was identified in Rel. 15. Hence, we think it is very useful to consider supporting a MN terminated split SRB, specifically for the transport of IAB CP in NSA deployments.
Observation 2: Supporting MN terminated split SRB in Rel. 16 specifically for the transport of IAB CP in NSA deployments has some obvious advantages:
a) both option 1 and option 2 CP transport can be supported simultaneously via SRB PDCP duplication, 
b) split SRB has been studied extensively for DC and the solution is very mature, 
c) any future enhancements to split SRB would essentially automatically apply to IAB as well
1 
Observation 3: The motivation for not supporting MN terminated split SRB in Rel. 15 seems to have been primarily the lack of an identified use case, rather than any technical challenge
It is clear from figure 2 that the split SRB would terminate at the IAB-node’s MT. Hence, the impact of supporting MN terminated split SRB in Rel. 16 could be limited to IAB, and not pose any backward compatibility or feature support concerns for UEs.
Observation 4: Supporting MN terminated split SRB for IAB nodes would have no impact on UEs.
4 [bookmark: OLE_LINK16][bookmark: OLE_LINK17]Standardization impact of MN terminated Split SRB for IAB CP
In this section we analyse the standards impact of introducing support for MN terminated split SRB in Rel. 16, targeted specifically towards providing a robust solution for the transport of IAB CP. Similar analysis was provided in [3] for solutions 1a, 1b, and 2a, 2b.
Unlike solutions 1a and 1b, MN terminated split SRB would terminate at the donor CU. The message content of this SRB would effectively be transparent to the LTE RRC. Furthermore, split SRB1/2 are already supported for NE-DC. Hence, 38.331 and 36.331 should already support the signaling constructs and IEs needed to manage split SRBs that terminate at the gNB, regardless of the DC architecture in use. The only issue is that current LTE RRC signaling (36.331) does not specifically have a way to signal an SRB ID other than 1, 2, or 4. Thus minor additions would need to be made to 36.331 ASN.1 and  procedural text in order to indicate split SRB support for SRB3 or another MN terminated split SRB (e.g. usage of Value 3 for SRB3 in srb-Identity field.)
As in the case of options 1a and 1b, some new container IE would need to be introduced to transport the IAB CP in 38.331. For option 1a it was proposed to introduce the following [3]: · NR RRC (38.331)
· Add new IABF1APInformationTransferMRDC message to encapsulate IP packet carrying F1AP.
· Add new UL-DCCH-MessageType to UL-DCCH-Message message, and new DL-DCCH-MessageType to DL-DCCH-Message message to carry the new IABF1APInformationTransferMRDC message. 


In addition to this, for option 1a new DLInformationTransferMRDC message to transfer the NR DL-DCCH-Message would need to be defined in 36.331, plus defining appropriate UL-DCCH and DL-DCCH message types and their usage. Whereas for option 1b, two new RRC messages would need to be defined in 36.331: DLF1APInformationTransferMRDC, and ULF1APInformationTransferMRD, and the corresponding usage text would need to be defined in 36.331, plus impacts to X2.
The 38.331 modifications discussed for option 1a could also work for the transfer of IAB CP using MN terminated split SRB. Alternatively, a somewhat simpler approach could be to only define a new container IE for IAB CP messages, and leverage the existing DLInformationTransfer / ULInformationTransfer messages (similar to NAS direct transfer).
Observation 5: Supporting MN terminated split SRB for IAB CP transfer would have minimal impact to 38.331 and 36.331.
The main divergence of MN terminated split SRB from the currently supported solution for split SRBs is that currently split SRBs always terminate at the MN, whereas a split SRB3 would need to terminate at the SN. This will require some changes to stage 2 text (37.340) and could potentially impact 36.423/38.423.
However, a quick review of 36.423 section 9.4.1.21 RRC TRANSFER message (similarly 38.423 section 9.1.2.90) reveals that the RRC transfer messages can already be sent from MN to SN or SN to MN, and can already transfer messages encapsulated in a PDCP PDU for split SRBs (see example below).
In the current RRC Transfer procedure 36.423 section 8.7.12 (similarly 38.423 section 8.3.9), the split SRB IE is only used to transfer an RRC message from the MN to the SN. So the text of this section would need to be modified to support Split SRB3, but the message itself seems not to need any new IEs.
Finally, the current SN addition and modification procedures in 36.423/38.423 only support the MN to request from the SN to setup Split SRB1 and/or Split SRB2, as the MN does not currently have a reason to request the setup of MN terminated SRB (e.g. SRB3). However, the “Requested split SRBs” is simply a field enumerating the SRBs for which the SN is being requested to configure resources. Hence, it seem trivial to extend this to include an option for MN terminated split SRB.
On the other hand, stage 2 text in TS 37.340 would need to be enhanced in order to support the setup of an MN terminated split SRB. It is not entirely clear if this can be achieve with enhancements to current procedures, or if it would require a new procedure. If a new procedure is required, this would potentially entail adding new messages to stage 3 specifications, as well.  However, this is within the scope of RAN3 to discuss and agree.
Observation 6: In order to support MN terminated split SRB, it appears that very minimal modifications would be needed to 36.423 and 38.423. Most substantive changes are likely to be to stage 2 text in 37.340.
Observation 7: It is up to RAN3 to discuss and decide if setup/maintenance/release of MN terminated SRB can be achieved by reusing current signalling procedures, or if new procedures would be needed.
We can summarize the potential impacts for the support of MN terminated split SRB as follows:
· NR RRC (38.331)
· Add new information element to existing DLInformationTransfer and ULInformationTransfer messages to carry F1AP messages for DL and UL respectively, Or
· Add a new information element as container for F1AP messages, and leverage the existing DLInformationTransfer / ULInformationTransfer messages (similar to NAS direct transfer)
· Minor text addition for description and to indicate split SRB support for MN terminated SRB
· Potentially add support for a new SRB (if split SRB3 is deemed unsuitable) 
· LTE RRC (36.331):
· Minor text addition to indicate support of MN terminated split SRB, and appropriate usage of corresponding SRB ID number in srb-Identity field.
· X2AP (36.423): 
· Minor text change to indicate MN terminated split SRB support
· New messaging for setup/maintenance/release of MN terminated split SRB (if needed)
· Multi-connectivity (37.340): 
· Minor text change to indicate support for MN terminated split SRB
· New procedure for setup/maintenance/release of MN terminated split SRB (if needed)

[bookmark: _Toc14207802]9.1.4.21	RRC TRANSFER
This message is sent by the MeNB to the en-gNB or by the en-gNB to the MeNB to transfer an RRC message.
Direction: MeNB  en-gNB or en-gNB  MeNB
IE/Group Name
Presence
Range
IE type and reference
Semantics description
Criticality
Assigned Criticality
Message Type
M

9.2.13

YES
reject
MeNB UE X2AP ID
M

eNB UE X2AP ID
9.2.24
Allocated at the MeNB.
YES
reject
SgNB UE X2AP ID
M

en-gNB UE X2AP ID
9.2.100
Allocated at the en-gNB.
YES
reject
Split SRB

0..1




>RRC Container
O

OCTET STRING
Contains a PDCP-C PDU encapsulating an RRC message as defined in subclause 6.2.1 of TS 36.331 [9] and ciphered with the key of the MeNB
YES
reject
>SRB Type
M

ENUMERATED (srb1, srb2, ...)
The SRB type
YES
reject
>Delivery Status
O

9.2.104
DL RRC delivery status of split SRB
YES
reject
NR UE Report

0..1




>RRC Container
M

OCTET STRING
Includes the UL-DCCH-Message as defined in subclause 6.2.1 of TS 38.331 [31] containing the MeasurementReport message or FailureInformation message.
YES
reject
MeNB UE X2AP ID Extension
O

Extended eNB UE X2AP ID
9.2.86
Allocated at the MeNB.
YES
reject


5 Architectural impacts of solution set 1 
One of the issues that was unfortunately not discussed in the e-mail discussion [2] were the architectural impacts of different solutions. Given the large amount of time consumed for discussion of different architectures during the SI phase, it seems prudent that before RAN2 and RAN3 make any agreement on selecting one of the five potential solutions discussed in the e-mail discussion, due consideration should be given to the architectural impacts of each solution.
Figure 3 (a – e) below illustrate the detailed protocol stacks for the five proposed solutions:
[image: ]
Figure 3-a. Detailed protocol stack for option 1a 

Note that during the e-mail discussion [2], it became apparent that two variations are possible for option 1a: to include NR PDCP encapsulation of NR RRC messages, or to exclude it. Therefore, Figure 3a shows NR PDCP as optional (dotted).
[image: ]
Figure 3-b. Detailed protocol stack for option 1b 

One concern regarding both options 1a and 1b is that the security layer for F1AP must be encapsulated by the CU-CP inside an application layer message (NR RRC and X2-AP respectively). This approach seems in conflict with earlier discussions and agreements on IP security solution, where there were strong objections to such an approach. Several operators and network vendors indicated that such an approach would not be compatible with the use of security gateways and would put undue burden on the deployment of IAB. As such, it is desirable that any solution be compatible with the support of security gateways to ensure a scalable IP security solution for IAB deployments.
Observation 8: Options 1a and 1b are not compatible with deployments using security gateways for IP security.
[image: ]
Figure 3-c. Detailed protocol stack for option 1c 

In Figure 3-c, we illustrate the protocol stack for option 1c. Note that the assumption here is that the split SRB and corresponding PDCP is transported over SCTP/IP over the backhaul interface, as per current agreements. Since the IP security is below the split SRB, this approach is compatible with the use of security gateways for IP security. However, it is clear that in this approach SCTP/IP must be terminated at the IAB node’s MT, rather than DU. 
An alternative approach would be to place SCTP/IP above the split SRB, and extend SCTP/IP to the IAB node DU. However, in this approach security for the F1AP over the backhaul should be provided by the PDCP layer of the split SRB, rather than IP security. In other words, DTLS or IPSEC would not be implemented above the split SRB, meaning that this approach can also be used with security gateways.
Observation 9: Options 1c is compatible with deployments using security gateways for IP security.

Finally, for completeness, we provide below the detailed protocol stacks for options 2a and 2b respectively:
[image: ]
Figure 3-d. Detailed protocol stack for option 2a 

Note that similar to options 1a and 1b, solution 2a is also not compatible with deployments using security gateways for IP security. Furthermore, in both options 2a and 2b the donor CU needs to emulate the PGW for the IAB node’s MT over LTE. The implications of this are not clear at this time and would need to be  further explored by RAN3.
Observation 10: Options 2a is also not compatible with deployments using security gateways for IP security.
Observation 11: For both options 2a and 2b, the donor CU needs to emulate the PGW for the IAB node’s MT over LTE. The implications of this are not clear and require further analysis by RAN3 before either could be agreed.


[image: ]
Figure 3-e. Detailed protocol stack for option 2b 


6 Conclusion
[bookmark: OLE_LINK95][bookmark: OLE_LINK96]This paper discusses the advantages and standardization impact of adopting MN terminated split SRB for the transport of IAB CP in NSA deployments. We have the following observation:
Observation 1: The advantages of option 2 are not limited to EN-DC, but also apply to any DC deployment architectures as well
Observation 2: Supporting MN terminated split SRB in Rel. 16 specifically for the transport of IAB CP in NSA deployments has some obvious advantages:
a) both option 1 and option 2 CP transport can be supported simultaneously via SRB PDCP duplication, 
b) split SRB has been studied extensively for DC and the solution is very mature, 
c) any future enhancements to split SRB would essentially automatically apply to IAB as well
2 
Observation 3: The motivation for not supporting MN terminated split SRB in Rel. 15 seems to have been primarily the lack of an identified use case, rather than any technical challenge
Observation 4: Supporting MN terminated split SRB for IAB nodes would have no impact on UEs.
Observation 5: Supporting MN terminated split SRB for IAB CP transfer would have minimal impact to 38.331 and 36.331.
Observation 6: In order to support MN terminated split SRB, it appears that very minimal modifications would be needed to 36.423 and 38.423. Most substantive changes are likely to be to stage 2 text in 37.340.
Observation 7: It is up to RAN3 to discuss and decide if setup/maintenance/release of MN terminated SRB can be achieved by reusing current signalling procedures, or if new procedures would be needed.
Observation 8: Options 1a and 1b are not compatible with deployments using security gateways for IP security.
Observation 9: Options 1c is compatible with deployments using security gateways for IP security.
Observation 10: Options 2a is also not compatible with deployments using security gateways for IP security.
Observation 11: For both options 2a and 2b, the donor CU needs to emulate the PGW for the IAB node’s MT over LTE. The implications of this are not clear and require further analysis by RAN3 before either could be agreed.

Based on the above analysis it appears that options 1a, 1b, and 2a are not compatible with the use of security gateways for IP security. Furthermore, both option 2a and 2b needs further study and analysis by RAN3 before either could be agreed.  
On the other hand, option 1c can be achieved with relatively minor standardization effort in both RAN2 and RAN3. Furthermore, the standardization impact appears to be comparable to (and possibly less) than what is required to support other options. In addition, option 1c is compatible with the use of security gateways for IP security. Hence, we have the following proposals:
Proposal 1: RAN2 should consider standardizing MN terminated split SRB for the transport of F1AP for IAB deployments.
If proposal 1 is not agreeable, then we have proposal 2:
[bookmark: _GoBack]Proposal 2: RAN2 should postpone standardizing any solution for the transport of F1AP using LTE until a future release, so as to allow time for a full analysis of architectural as well as protocol and standardization implications of any solution.
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