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1	Introduction
[bookmark: _Hlk20743093]During RAN2#107, it was agreed to update the conditional presence of the field securityAlgorithmConfig in RadioBearerConfig to make the field optional in case of change of termination point between MN and SN in NR-DC [1]. However, this change introduced an ambiguity as to when it applies, and the procedures were not updated accordingly. 
This paper discusses these remaining issues.
[bookmark: _Ref178064866]2	Discussion
In RAN2#107, the field condition for the securityAlgorithmConfig were changed from 
	RBTermChange
	The field is mandatory present in case of set up of signalling and data radio bearer and change of termination point for the radio bearer between MN and SN. It is optionally present otherwise, Need S.


to:
	RBTermChange1
	The field is mandatory present in case of set up of signalling and data radio bearer and change of termination point for the radio bearer between MN and SN in (NG)EN-DC/NE-DC, and inter-system handover from E-UTRA (connected to EPC) or E-UTRA (connected to 5GC) to NR. It is optionally present otherwise, Need S.


With the motivation that when the termination point changes between MN and SN, the security algorithms would not change. However, with the new field condition, it is ambiguous whether the subordinate clause “in (NG)EN-DC/NE-DC” applies to both setup of RBs and change of termination point between MN and SN, or only to change of termination point between MN and SN. If it applies to both, then the security algorithms would be optional to include when setting up RBs in NR SA and NR-DC. However, if it is mandatory for setup of RBs as it was before the agreed CR, the field condition should be clarified
[bookmark: _Toc21038819]It currently is ambiguous whether the securityAlgorithmConfig is optionally present in case of setup of RBs in NR SA and NR-DC.
[bookmark: _Hlk20759698]Furthermore, the agreed CR added conditions to make the securityAlgorithmConfig field mandatory in case of “inter-system handover from E-UTRA (connected to EPC) or E-UTRA (connected to 5GC) to NR”. However, this is clearly erroneous as handover from E-UTRA (connected to 5GC) to NR would be intra-system and not inter-system. In addition, the field description omits the case of intra- and inter-system handover to E_UTRA (connected to 5GC), i.e. from NR, E-UTRA (connected to EPC) or E-UTRA (connected to 5GC).
[bookmark: _Toc21038820]The updated field condition makes the security algorithms optional at handover to E-UTRA (connected to 5GC)
The field condition should be updated as:
	Conditional Presence
	Explanation

	RBTermChange
	The field is mandatory present in case of set up of signalling and data radio bearer and change of termination point for the radio bearer between MN and SN. It is optionally present otherwise, Need S.

	RBTermChange1
	The field is mandatory present in case of:
·  set up of signalling and data radio bearer;
·  and change of termination point for the radio bearer between MN and SN in (NG)EN-DC/NE-DC;
· , and inter-system RAT handover from E-UTRA (connected to EPC) or E-UTRA (connected to 5GC) to NR;
· inter-RAT handover from NR or E-UTRA (connected to EPC) to E-UTRA (connected to 5GC) if the UE supports NGEN-DC;
It is optionally present otherwise, Need S.



[bookmark: _Toc21038815]Update the field condition RBTermChange1 to clarify ambiguity from NR SA and NR-DC
[bookmark: _Toc21038816]Update the field condition RBTermChange1 to remove errors regarding handover to E-UTRA (connected to 5GC)
In addition, as the field securityAlgorithmConfig was made optional in case of change of termination point between MN and SN, the current field description is incorrect:
	securityAlgorithmConfig
Indicates the security algorithm for the signalling and data radio bearers configured with the list in this IE RadioBearerConfig. When the field is not included, the UE shall continue to use the currently configured security algorithm for the radio bearers reconfigured with the lists in this IE RadioBearerConfig.


According to the current definition, when the termination point of an DRB changes from the MN to the SN, and the securityAlgorithmConfig is absent, the UE would continue to use the algorithms associated with the key in the source node (i.e. use the MN algorithms in the SN or vice versa).
[bookmark: _Toc21038821]The current field description of the securityAlgorithmConfig is incorrect when the field is absent in case of change between the MN and the SN
The field description should be updated as:
	SecurityConfig field descriptions

	securityAlgorithmConfig
Indicates the security algorithm for the signalling and data radio bearers configured with the list in this IE RadioBearerConfig. When the field is not included, the UE shall continue to use the currently configured security algorithm associated with the master key (KgNB/KeNB) or the secondary key (S- KgNB/S-KeNB) as indicated by keyToUse, for the radio bearers reconfigured with the lists in this IE RadioBearerConfig.



[bookmark: _Toc21038817]Update the field description of securityAlgorithmConfig to apply the algorithm associated to the security key as indicated by keyToUse when the field is absent

In order to apply the algorithm associated with a particular key, the procedures will have to be updated to perform this association, this could for instance be performed upon reception of a RadioBearerConfig including the securityAlgorithmConfig.
We have provided a CR in to capture these proposal [2].
[bookmark: _Toc21038818]RAN2 to agree to the CR in [2]
4	Conclusion
In the previous sections we made the following observations: 
Observation 1	It currently is ambiguous whether the securityAlgorithmConfig is optionally present in case of setup of RBs in NR SA and NR-DC.
Observation 2	The updated field condition makes the security algorithms optional at handover to E-UTRA (connected to 5GC)
Observation 3	The current field description of the securityAlgorithmConfig is incorrect when the field is absent in case of change between the MN and the SN


Based on the discussion in the previous sections we propose the following:
Proposal 1	Update the field condition RBTermChange1 to clarify ambiguity from NR SA and NR-DC
Proposal 2	Update the field condition RBTermChange1 to remove errors regarding handover to E-UTRA (connected to 5GC)
Proposal 3	Update the field description of securityAlgorithmConfig to apply the algorithm associated to the security key as indicated by keyToUse when the field is absent
Proposal 4	RAN2 to agree to the CR in [2]
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