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Discussion and decision
1 Introduction

In the RAN2#107, several agreements were made regarding general procedure, TA validation and configuration/reconfiguration/release procedures [R2-1911575].
In this contribution, we discuss the details to handle the additional issues for D-PUR transmission such as configuration of RNTI and segmentation for the transmission in D-PUR.

2 Discussion
RNTI for D-PUR
In legacy RA procedure, network provides the TA command and an available UE specific Temporary C-RNTI in RAR message. The Temporary C-RNTI is used for monitoring the PDCCH, scrambling PUSCH and PDSCH (Msg3 and Msg4) and is valid only during RA process. For transmission in D-PUR in IDLE mode, a new RNTI which is not shared with other UEs can be used. There could be massive number of devices using the service in RRC_IDLE state and this may limit the flexibility in assigning the unique value of RNTI in the cell. However, same RNTI may be used over non-overlapping time and/or frequency resources.

Observation 1. A new RNTI that is not shared with other UEs in the same D-PUR time and/or frequency resources can be configured to UE.

However, it is to note that RNTI is a key to receive and decode the intended DCI in PDCCH. If the RNTI is exposed, for example, provided in RRCEarlyDataComplete message as D-PUR configuration, then there are following consequences.

1. Any malicious UE can know the location of the D-PUR resource and RNTI scrambling code. This means it is not guaranteed that only the intended UE for which the D-PUR resource was allocated uses the D-PUR resource. The malicious UE can use the D-PUR resource illegally or interfere the real UE. As a result, real UE and network waste power and resource killing the benefit of D-PUR.

2. Any fake base station illegally can release the D-PUR resource e.g., via RRCEarlyDataComplete message. As a result, UE would have to initiate the random access even though D-PUR resource is still valid with real eNB. Network wastes resource whereas UE wastes power.

3. Any fake base station illegally can re-configure the D-PUR resource (i.e., change some parameters like periodicity, TA criteria) e.g., via RRCEarlyDataComplete message. As a result, the real UE transmits in D-PUR using the wrong D-PUR configuration which may interfere other real UE transmission. This invalid D-PUR transmission will also definitely fail resulting in waste of power.

Observation 2. Configuring the RNTI part of the D-PUR configuration using unsecure RRC message brings critical security issue.

All of the issues can be mitigated in a very simple way i.e., the RNTI part of the D-PUR configuration is configured only when AS security is enabled or D-PUR procedure is used. Therefore, for security reason, a UE specific RNTI should not be configured when UE is using CP CIoT EPS optimization. For similar reason, same C-RNTI should not be configured for D-PUR to be used in IDLE mode because the C-RNTI is already exposed during random access procedure (i.e., C-RNTI = Temporary C-RNTI upon random access successful). If a UE (i.e., a NB-IoT UE) uses only CP CIoT EPS optimization, it can be further discussed whether to provide the RNTI securely to such UE.
Proposal 1. A new UE specific RNTI is configured to UE using dedicated RRC signaling when AS security is enabled or using RRC response message in D-PUR procedure.

Transmission in D-PUR

It has been discussed that the transmission in D-PUR can be similar to UL EDT transmission procedure without involving Msg1 and Msg2. When UE is using CP C-IoT EPS optimization, no AS security (i.e., integrity protection or ciphering) is used. Therefore, only control plane data via NAS PDU can be sent relying on NAS security. Therefore, same RRCEarlyDataRequest message can be re-used to carry the CP data via D-PUR resource in IDLE mode and stay in IDLE mode after receiving response message. However, UE can have additional UL data to transmit for which UE may need to transition to RRC_CONNECTED. Currently, segmentation or BSR is not allowed when transmitting RRCEarlyDataRequest message. Also, only two establishment causes can be used i.e., mo-Data-r15 and delayTolerantAccess-r15. Therefore, a new critical extension of the RRCEarlyDataRequest message can be used to carry the CP data, a new AS RAI and other establishment cause (e.g., mo-Signalling). 

Following is FFS from RAN2#107.

· The UE may use the D-PUR resource to send RRCConnectionRequest or RRCConnectionResumeRequest to establish or resume RRC connection.

· FFS: whether the UE can send part of the data using the padding in this case.
· FFS: whether the UE can segment and send part of the data using the D-PUR resource.
When using D-PUR resource for UL transmission (e.g., RRC message), it is beneficial to utilize the padding bits so that useful information (e.g., BSR or total data volume) can be transmitted. However, when UE is not in suspended state, only SRB1 is used and it is not possible to further segment the UL data or RRC message itself. Therefore, RRCEarlyDataRequest type of message can be used to establish RRC connection, as well as, sending UL CP data in the D-PUR resource.
Observation 3. Compared to UL EDT, UE can be allowed to request its transition to RRC_CONNECTED. Therefore, the RRC message used in D-PUR needs additional establishment cause or RAI. 
Proposal 2. When UE is in IDLE mode without suspend indication, the RRCEarlyDataRequest message is extended to carry establishment cause (e.g., mo-Signalling) and indication of no UL data or more UL data for transmission (AS RAI) in D-PUR.
When UE is using UP C-IoT optimization, UE can activate the AS security, restore SRBs, DRB, and PDCP before transmitting in D-PUR like UP-EDT and can transmit the UL data without any service request procedure.
In RAN2#107, it is already agreed that the uplink data are transmitted in DTCH. In this case, UL data in DTCH can be multiplexed with RRC message and, BSR MAC CE and segmentation can be allowed using the legacy logical channel prioritization procedure. RRCConnectionResumeRequest message can be re-used to request the connection establishment if UE has more UL data to transmit than allowed in a D-PUR resource.
Proposal 3. When using UP C-IoT EPS optimization, UL data in DTCH can be multiplexed with a RRC resume request message and, BSR MAC CE and segmentation are allowed in D-PUR.

3 Conclusion

The observations captured are the following:
Observation 1.
A new RNTI that is not shared with other UEs in the same D-PUR time and/or frequency resources can be configured to UE.
Observation 2.
Configuring the RNTI part of the D-PUR configuration using unsecure RRC message brings critical security issue.
Observation 3.
Compared to UL EDT, UE can be allowed to request its transition to RRC_CONNECTED. Therefore, the RRC message used in D-PUR needs additional establishment cause or RAI.

The proposal captured are the following:
Proposal 1.
A new UE specific RNTI is configured to UE using dedicated RRC signaling when AS security is enabled or using RRC response message in D-PUR procedure.
Proposal 2.
When UE is in IDLE mode without suspend indication, the RRCEarlyDataRequest message is extended to carry establishment cause (e.g., mo-Signalling) and indication of no UL data or more UL data for transmission (AS RAI) in D-PUR.
Proposal 3.
When using UP C-IoT EPS optimization, UL data in DTCH can be multiplexed with a RRC resume request message and, BSR MAC CE and segmentation are allowed in D-PUR.


