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1   Introduction

In the description in TS 36.331 and TS 38.331 of network behaviour for sending of sk-counter, there are ambiguities on what UEs expect and  what is indicated might actually not be feasible for NGEN-DC, NR-DC and NE-DC.
2   Discussion 
Functionally and according to UE procedure text in TS 36.331/TS 38.331 and TS 36.323/TS38.423:
-
the UE can use SRB3 only after having derived KRRCenc and KRRCint;

-
the UE can use SN terminated bearers only after having derived KUPenc and KUPinc;

-
derivation of KRRCenc, KRRCint , KUPenc and KUPinc is only triggered by the reception of sk-counter;

-
as long as the UE does not move to RRC_IDLE, the UE keeps KRRCenc, KRRCint , KUPenc and KUPinc
Consequently, when the UE has received sk-counter once and does not move to RRC_IDLE, the UE can use SRB3 and SN terminated bearers even if the network never sends sk-counter again.
Observation 1: According to TS 36/38.331, when the UE has received sk-counter once and has not moved to RRC_IDLE, the UE has the necessary keys to use SRB3 and SN terminated bearers.
This means that, as long as the UE has not moved to RRC_IDLE, the network could release the SCG and later configure the SCG again, without sending sk-counter, provided there is no network security reason to change the keys.

In TS 36.331, there is:

	sk-Counter

A one-shot counter used upon initial configuration of S-KgNB as well as upon refresh of S-KgNB. E-UTRAN provides this field upon configuring (NG)EN-DC, to facilitate configuration of SRB3, or upon configuring an (SN terminated) RB using S-KgNB.


There can be different understandings of the sentence in yellow highlight, e.g.

a)
the network can only provide sk-counter if the reconfiguration includes an SCG, while there was none before, or if the reconfiguration is adding an SN terminated bearer while there was no SN terminated bearer before
b)
the network can only provide sk-counter if the reconfiguration includes an SCG, while there was none before, or if the reconfiguration is adding an SN terminated bearer that was not configured before
c)
the network provides sk-counter at every reconfiguration including an SCG, while there was none before, and at every reconfiguration adding an SN terminated bearer which was not configured before

d)
the network always provides sk-counter when configuring an SCG to a UE that was configured not configured with an SCG and when configuring an SN terminated bearer to a UE which was not configured with any SN terminated bearer

e)
the network always provides sk-counter when configuring an SCG or SN terminated bearer(s) to a UE that was configured neither with an SCG nor with any SN terminated bearer

f)
the network always provides sk-counter when configuring an SCG or SN terminated bearer(s):

-
to a UE that was configured neither with an SCG nor with any SN terminated bearer; and
-
if the reconfiguration includes mrdc-release-and-add, to a UE that was configured with an SCG but without any NR SCG

g)
the network always provides sk-counter when configuring an SCG or SN terminated bearer(s) to a UE that was configured neither with an SCG nor with any SN terminated bearer since the UE last moved from RRC_IDLE to RRC_CONNECTED

Of course, there are more possibilities, e.g. d) with "always" replaced with "only".
Supposing a UE would expect one of these options and reject a configuration that does not follow it, this would have the following consequences:

-
a) and b) would imply that MRDC release and add should be used every time sk-counter needs to be changed for security reasons while there is SRB3 and/or SN terminated bearers.
-
c) would mean that addition of SN terminated DRB via SRB3, although normally supported for NGEN-DC and NR-DC, is not possible and that the MN needs to check every SN reconfiguration to see whether the SN adds a new SN terminated DRB

-
d), e), f) and g) create no problem, but if the UE expects d) while the network does e), there will be reconfiguration failures.
Observation 2: The statement in 36.331 on sending sk-counter is ambiguous, certain interpretations could make certain features unusable (e.g. established by SN of SN terminated bearers for late drop) and mismatch between UE and network interpretation can result in reconfiguration failures.

In TS 38.331 there is, 

	sk-Counter

A counter used upon initial configuration of S-KgNB or S-KeNB, as well as upon refresh of S-KgNB or S-KeNB. This field is always included upon initial configuration of an NR SCG or upon configuration of the first RB with keyToUse set to secondary. This field is absent if there is neither any NR SCG nor any RB with keyToUse set to secondary.


The sentence highlighted in yellow is similar but different from the previous one. It tends to lean towards e), f) and g) but it also tends to introduce an additional requirement not to include the field.

Observation 3: In TS 38.331, the network does not need to send sk-counter every time it configures an NR SCG or an SN terminated bearer but it is not clear exactly in which case the network exactly needs the send it.

In summary, there should be a clarification to avoid failures.
Proposal 1: Select one of the alternatives listed above (or another one) to clarify TS 36.331 and TS 38.331.

In addition, in both TS 36.331 and TS 38.331, what is captured is network behaviour but it is unclear whether the descriptions in yellow highlight are capturing all cases or not. Obviously, this is not the case as the network has to follow the behaviours in TS 33.401 and TS 33.501 about including sk-counter.

Proposal 2: For the selected alternative, clarify that it does not cover all cases where the network includes sk-counter, i.e. this case comes in addition to setting of sk-counter according to TS 33.401 and TS 33.501.
3   Conclusion

We discussed the description of sk-counter and made the following proposals:
Proposal 1: Select one of the alternatives listed above (or another one) to clarify TS 36.331 and TS 38.331 for setting sk-counter.
Proposal 2: For the selected alternative, clarify that it does not cover all cases where the network includes sk-counter, i.e. this case comes in addition to setting of sk-counter according to TS 33.401 and TS 33.501.
