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[bookmark: _Ref124589705][bookmark: _Ref129681862]Introduction
This contribution discusses issues related to key derivation in conditional PSCell addition/change, as a conditional PSCell addition/change may not be executed at the time when UE receives a RRCReconfiguraiton/RRCConnectionReconfiguration message with sk-Counter.
Discussions
In conventional PSCell addition/change, the secondary key (S-KgNB or S-KeNB) is derived or updated upon the reception of sk-Counter at UE as [1]:
· [bookmark: _Hlk20671600]“2>	upon reception of sk-Counter as specified in TS 36.331 [10]:
3>	update the S-KgNB key based on the KeNB key and using the received sk-Counter value, as specified in TS 33.401 [30] for EN-DC, or TS 33.501 [11] for NGEN-DC;” or
· “2>	if the sk-Counter is included in the RRCReconfiguration message or in RRCResume message (UE is in NE-DC, or NR-DC, or is configured with SN terminated bearer(s)):
3>	derive or update the secondary key (S-KgNB or S-KeNB) based on the KgNB key and using the received sk-Counter value, as specified in TS 33.501 [11];” for NR-DC or NE-DC.
[bookmark: Observation1][bookmark: _Hlk20672895]Observation 1: In conventional PSCell addition/change, receiving sk-Counter in RRCReconfiguration/RRCConnectionReconfiguration message will trigger UE to derive or update the secondary key (S-KgNB or S-KeNB).
[bookmark: _Hlk20673055]However, with conditional PSCell addition/change, UE may not perform PSCell addition/change after receiving RRCReconfiguration/RRCConnectionReconfiguration message with sk-Counter. The conditional PSCell addition/change may occur in the future when the configured condition is met. And a conditional PSCell addition/change may never happen if conditional PSCell addition/change to another candidate PSCell or a conventional PSCell addition/change is executed in advance. 
[bookmark: Observation2]Observation 2: With conditional PSCell addition/change, UE may not perform PSCell addition/change after receiving RRCReconfiguration/RRCConnectionReconfiguration message with sk-Counter.
[bookmark: Proposal1][bookmark: _Hlk20674402]Proposal 1: The receiving of sk-Counter in RRCReconfiguration/RRCConnectionReconfiguration message for conditional PSCell addition/change does not trigger the derivation and update of the secondary key (S-KgNB or S-KeNB); the derivation and update of the secondary key (S-KgNB or S-KeNB) should be done when conditional PSCell addition/change is being executed. 
[bookmark: _Hlk20674371]Futhermore, UE may receive multiple RRCReconfiguration/RRCConnectionReconfiguration messages with sk-Counter for different candidate PSCells before a conditional or conventional PSCell addition/change is executed. As sk-Counter is the “fresh” input to the derivation of the secondary key (S-KgNB or S-KeNB) [2], different sk-Counter should be included in RRCReconfiguration/RRCConnectionReconfiguration messages for different candidate PSCells. This can make sure that different PSCells would not have the same secondary key (S-KgNB or S-KeNB), and they would have separated security context (e.g., different encryption bitstreams and integrity protection checks).
[bookmark: Observation3]Observation 3: UE may receive multiple RRCReconfiguration/RRCConnectionReconfiguration messages with sk-Counter for different candidate PSCells before a conditional or conventional PSCell addition/change is executed.
[bookmark: Proposal2][bookmark: _Ref129681832]Proposal 2: Different sk-Counter should be included in RRCReconfiguration/RRCConnectionReconfiguration messages for different candidate PSCells in conditional PSCell addition/change.
The secondary key (S-KgNB or S-KeNB) is derived at MN and sent to SN from a pair of sk-Counter and “Kng-eNB when the MN is an ng-eNB and KgNB when the MN is a gNB” [2]. That is, the secondary key (S-KgNB or S-KeNB) of a candidate PSCell is derived off a particular PCell. Hence, conditional PSCell addition/change should be performed without change the PCell. In other words, PSCell addition/change shouldn’t be performed together with conditional handover.
[bookmark: Observation4]Observation 4: The secondary key (S-KgNB or S-KeNB) of a candidate PSCell is derived off a particular PCell.
[bookmark: Proposal3]Proposal 3: Conditional PSCell change/addition shouldn’t be configured together with conditional handover.
[bookmark: Proposal4]Proposal 4: If agreed, SA3 should be informed of the above proposals.
Conclusions
As conditional PSCell addition/change may not be executed at the time when UE receives a RRCReconfiguraiton/RRCConnectionReconfiguration message with sk-Counter, this contribution discusses issues related to key derivation in conditional PSCell addition/change, which leads to the observations and proposals as follows:
Observation 1: In conventional PSCell addition/change, receiving sk-Counter in RRCReconfiguration/RRCConnectionReconfiguration message will trigger UE to derive or update the secondary key (S-KgNB or S-KeNB).
Observation 2: With conditional PSCell addition/change, UE may not perform PSCell addition/change after receiving RRCReconfiguration/RRCConnectionReconfiguration message with sk-Counter.
Proposal 1: The receiving of sk-Counter in RRCReconfiguration/RRCConnectionReconfiguration message for conditional PSCell addition/change does not trigger the derivation and update of the secondary key (S-KgNB or S-KeNB); the derivation and update of the secondary key (S-KgNB or S-KeNB) should be done when conditional PSCell addition/change is being executed.
Observation 3: UE may receive multiple RRCReconfiguration/RRCConnectionReconfiguration messages with sk-Counter for different candidate PSCells before a conditional or conventional PSCell addition/change is executed.
Proposal 2: Different sk-Counter should be included in RRCReconfiguration/RRCConnectionReconfiguration messages for different candidate PSCells in conditional PSCell addition/change.
Observation 4: The secondary key (S-KgNB or S-KeNB) of a candidate PSCell is derived off a particular PCell.
Proposal 3: Conditional PSCell change/addition shouldn’t be configured together with conditional handover.
Proposal 4: If agreed, SA3 should be informed of the above proposals.
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