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1	Introduction
RAN2#107 was the start of the work on Private Network support for NG-RAN, including two different types of private network solutions (aka Non-Public Networks) known as Stand-Alone Non-Public Networks (SNPN) and Public Network-Integrated Non-Public Networks (PNI NPN). In this contribution focus will be on PNI NPN.
In RAN2#107, the following agreements were reached for this private network type:

Agreements
4	If “mixed” network sharing is allowed (i.e. a cell can contain both PLMNs and NPNs), the total number of networks indicated in SIB1 (i.e. #PLMN + #SNPN + #PNI-NPN) shall not exceed 12.

Agreements
1	The PNI-NPNs (identified by PLMN ID + CAG ID) are broadcasted in SIB1
FFS whether this is achieved by extending the legacy network list or by introducing a new PNI-NPN specific network list or both
2	The size and format of the CAG ID will not be discussed in RAN2 (we will be informed by other groups)
3	Up to 12 different PNI-NPNs can be broadcasted in a cell.
4	If HRNN are broadcast then the HRNN should a be broadcasted in a separate SIB (i.e. different from SIB1).
5	Network selection is triggered by NAS whereby AS reports the available PNI-NPNs (identified by PLMN ID + CAG ID) to NAS which selects the network to use. In case of manual network selection, the human readable network name (if broadcasted) may also be provided from AS to NAS.
6	The Allowed CAG list and “CAG only” indication received from upper layers are taken into account in the cell suitability check during cell selection/re-reselection.

In relation to incoming LS from SA2 (R2-1908651), the following was agreed for emergency calls and network sharing: 

Agreements
1	There is no issue identified to support E1 for Rel-16 UEs. 
2	(Regarding question E2) Rel-16 UEs not supporting the CAG feature can camp on a CAG cell as an acceptable cell to obtain limited service 
3	There is no issue identified to support RS1 for Rel-16 UEs
4	RS2 and RS3 can be supported from RAN2 point of view

Where
E1 corresponds to support for emergency services and that UE should be allowed to camp for Emergency services for the case when UE supports the CAG feature, but is not authorized for any of the advertised CAGs
E2: corresponds to support for emergency services and that any Release 16 UE should be allowed to camp on a CAG cell in limited service state (for emergency services, CMAS, ETWS) 
RS1 corresponds to RAN sharing between a public PLMN and an SNPN
RS2 corresponds to RAN sharing between a PNI NPN and an SNPN, applicable to Rel-16 UEs that support either PNI-NPN with CAG or SNPN or both. 
RS3 corresponds to RAN sharing between a public PLMN and a PNI NPN of a different PLMN, i.e., a CAG cell for PLMN 1 and a public cell for PLMN2.

In this paper, we address various topics on which agreements has not been reached and that are not part of ongoing e-mail-discussions. In addition, we also make additional comments on SIB1-discussion.

[bookmark: _Ref178064866]2	Discussion
2.1 CAG - not a separate network
A CAG cell is, from a RAN perspective, a cell with restricted access. The CAG is not pointing to any other PLMN than the indicated public PLMN, although it could be mapped to certain slices or DNNs in the network. In NG-RAN, it can be treated as any other cell in which a number of CAG IDs can be broadcast.
As an example, Operator PLMN1 may deploy a number of cells for Company A. This company A is provided CAG ID N. Operator PLMN1 can thus deploy separate cells and broadcast CAG ID N to indicate that company A UEs can access a cell (but no-one else can). The CAG ID does not really say anything about if and how the network is or is not separated into a public and a non-public part. It may be separated in, e.g., various slices, as usual, but slicing-to-CAG mapping is only a possibility, not a necessity and NG-RAN node will not use the CAG for selection of AMF.
[bookmark: _Toc21012406]A CAG ID is mainly used to control access to a public network, a public PLMN, from certain cells.

2.2 Signalling of CAG in msg5 at Connection Establishment and Connection resume
In connection to the above observation, it is anyway possible that a CAG can reveal something about a UE and how it is associated to, e.g., certain private entities like corporations or factories/plants etc. This is being addressed by an SA3 LS (S3-193142, LS on sending CAG-ID in NAS signalling) where SA3 express their concern:
“SA3 are discussing CAG ID privacy and as part of that discussion are looking at ways of protecting the transfer of CAG ID between the UE and network. One proposal under discussion in SA3 is to not have the CAG ID sent in AS signalling but include it in NAS signalling instead. This means that the CAG ID can be protected by existing NAS signalling security mechanisms for example.” 
The proposal by SA3 would mean that msg5 – connection setup complete should not include any CAG indication. Since it is stated in 23.501 that CAG is not used for AMF selection, then it should be OK to not include CAG in msg5.
[bookmark: _Toc21012441]CAG ID is not included in msg5 setup complete message.

[bookmark: _Toc21012442]Send an LS reply to SA3 indicating that RAN2 is ok with not including CAG ID in RRC signaling.

2.2.1 Network / PLMN signalling in Connection establishment and resume.
Currently, the setup complete and resume complete messages include a PLMN indication that is an index to the PLMN list and to a corresponding PLMN-IdentityInfo.
RRCSetupComplete-IEs ::=            SEQUENCE {
    selectedPLMN-Identity               INTEGER (1..maxPLMN),
    registeredAMF                       RegisteredAMF                                   OPTIONAL,
and 
RRCResumeComplete-IEs ::=               SEQUENCE {
    dedicatedNAS-Message                    DedicatedNAS-Message                                                    OPTIONAL,
    selectedPLMN-Identity                   INTEGER (1..maxPLMN)                                                    OPTIONAL,

With the introduction of CAG ID’s and to avoid that the index used in msg5 unnecessarily reveals what CAG a UE is related to, one solution can be to use the same index for all CAG’s with the same PLMN.
[bookmark: _Toc21012407]To avoid that PLMN index signaling in msg5 unnecessarily reveals CAG ID, all CAG ID’s that relate to the same PLMN ID can have the same index.
The index that is used in existing signaling can be reused. Irrespective of SIB1 design conclusion, it should be possible to run the existing index over all network types. This would work both in situations when there is only one PLMN list including all network types, or if it agreed that the network lists should be split, e.g., where one list (legacy list) include public PLMNs and another list include NPN’s (CAG ID’s and/or SNPN IDs).
[bookmark: _Toc21012443][bookmark: _Toc20749857]Introduce a generalized network index which spans across all network types. E.g., PLMNs can be indexed from 1 to n and the NPNs are indexed from n+1 to m, where n ≤ m ≤ 12.

2.2.2 LS from CT1
There is an incoming LS (Cc to RAN2) from CT1 (R2-1912003 (C1-195157) that relates to signaling of network identity in msg5. 
· "CT1 would like to know whether NAS needs to provide CAG ID to AS during resume procedure when the UE is RRC-INACTIVE mode.“
As there is no need to send any CAG ID via AS signaling, our view is that there should be no need for UE NAS to provide CAG ID to UE AS in connection to a resume procedure. UE wouldn’t include any CAG ID in resume message. 
[bookmark: _Toc21012408]There is no need for UE NAS to send CAG information to UE AS in connection to resume procedures
It is of course necessary that UE AS have information corresponding to a UEs allowed CAG list and any indication related to if it is a UE that can access a PLMN through CAG cells only. This information is for example needed for cell selection/reselection purposes.
[bookmark: _Toc21012409]UE AS need information about a UEs allowed CAG IDs and if a UE is allowed to access the network only through CAG cells.

2.3 RRC Inactive and PNI NPN with CAG
The RRC_INACTIVE state will apply in the same way also for UE’s that support the CAG/PNI NPN feature. In the inactive sense, a UE is still in (CM-) connected mode to a public PLMN and signaling does not need to be impacted. An RNA may still be formed using TA, RANAC or cell list and it should be straight-forward to form RNA’s also for these UE’s, considering, e.g., information from AMF such as Mobility Restriction Lists and RRC Inactive assistance information. 
[bookmark: _Toc21012410]No standard changes are required to signal RNAs to CAG capable UE’s

If a UE is in RRC_INACTIVE, the AMF will not do any check against CAG IDs that are broadcast in a cell and corresponding allowed CAG’s. From an AMF perspective, the UE is in connected mode. Thus, in the resume procedure, it is the RAN that should do this check, and, if necessary, initiate a fallback procedure in situations when the CAG information in the context indicates the UE is not allowed to access in a certain cell. This may be relevant both within an RNA, (e.g., if defined with a TA that also includes cells the UE is not allowed in) as well as when moving outside an RNA, but still within the CN registration area.

[bookmark: _Toc21012444]RAN will check CAG information in UE AS context in connection to Resume procedures. If a UE is erroneously trying to access a cell it is not allowed in, the RAN will initiate a fallback procedure and delete the UE context.

2.4 Unified Access Control
The TS 23.501 does not provide any detailed guidance on if there is a need to address any changes related to Unified Access Control. The following is stated:
“
In order to prevent access to NPNs for authorized UE(s) in case of network congestion/overload, existing mechanisms defined for Control Plane load control, congestion and overload control in clause 5.19 can be used, as well as the access control and barring functionality described in clause 5.2.5, or Unified Access Control using the access categories as defined in TS 24.501 [47] can be used.
”
It is not proposed by SA2 that it should be possible to have separate access control on a per-CAG level. This makes sense, as it is still possible to, if needed, have separate access categories, e.g., for slices, DNNs etc. This would enable a separation possibility, when needed, and it seems not necessary to introduce Unified Access Control signaling for a CAG in the same way as it is done for a PLMN. 
[bookmark: _Toc21012411]There is no need to introduce any CAG-specific signaling in Unified Access Control. If separation is needed for different CAG’s, a PLMN operator may configure different operator-defined access categories. 


2.5 Human Readable Network Name (HRNN)
From TS 23.501 (v 16.2.0), we find, related to broadcast information for PNI-NPN, Public Network Integrated Non-Public Networks: 
[bookmark: _Toc20150095]5.30.3.2	Identifiers
The following is required for identification:
-	A CAG is identified by a CAG Identifier which is unique within the scope of a PLMN ID;
-	A CAG cell broadcasts one or multiple CAG Identifiers per PLMN;
NOTE 1:	It is assumed that an NG-RAN node supports broadcasting a total of twelve CAG Identifiers. Further details are defined in TS 38.331 [28].
-	A CAG cell may in addition broadcast a human-readable network name per CAG Identifier:
NOTE 2:	The human-readable network name per CAG Identifier is only used for presentation to user when user requests a manual CAG selection.
According to 23.501, the purpose of broadcast of HRNN is for UE manual network selection. Typically, in 3GPP today, network is selected automatically, guided by any credential/s that are available in or pre-provisioned to the UE. In manual selection mode, the operator names that appear to a user is not broadcast, but rather pre-provisioned to the UE, associated with a PLMN ID (MCC, MNC)
It is our understanding that also PNI-NPN capable UE’s would be pre-provisioned to the UE with necessary CAG information. It seems straightforward to also include an HRNN if such pre-provisioning is done. The fact that pre-provisioning is assumed is also described in TS 23.122 v.16.3.0, stating: 
“
[bookmark: _Toc20125211]4.4.3.1.2	Manual Network Selection Mode Procedure
The MS indicates whether there are any PLMNs, which are available using all supported access technologies. This includes PLMNs in the "forbidden PLMNs" list, "forbidden PLMNs for GPRS service" list and PLMNs which only offer services not supported by the MS. An MS which supports GSM COMPACT shall also indicate GSM COMPACT PLMNs (which use PBCCH).
If displayed, PLMNs meeting the criteria above are presented in the following order:
i)-	either the HPLMN (if the EHPLMN list is not present or is empty) or, if one or more of the EHPLMNs are available then based on an optional data field on the SIM either only the highest priority available EHPLMN is to be presented to the user or all available EHPLMNs are presented to the user in priority order. If the data field is not present on the SIM, then only the highest priority available EHPLMN is presented;
ii)-	PLMN/access technology combinations contained in the " User Controlled PLMN Selector with Access Technology " data file in the SIM (in priority order);
iii)- PLMN/access technology combinations contained in the "Operator Controlled PLMN Selector with Access Technology" data file in the SIM (in priority order) or stored in the ME (in priority order);
iv)- other PLMN/access technology combinations with received high quality signal in random order;
v)-	other PLMN/access technology combinations in order of decreasing signal quality.
…[Parts omitted]…
In i to v, if the MS supports CAG and is provisioned with a non-empty "CAG information list", for each PLMN/access technology combination of NG-RAN access technology:
a)	the MS shall present to the user the PLMN/access technology combination and a list of CAG-IDs composed of one or more CAG-IDs such that for each CAG-ID:
1)	there is an available CAG cell which broadcasts the CAG-ID for the PLMN; and
2)	there exists an entry with the PLMN ID of the PLMN in the "CAG information list" and the CAG-ID is included in the "Allowed CAG list" of the entry;
b)	the MS shall present to the user the PLMN/access technology combination without a list of CAG-IDs, if:
1)	there is no entry with the PLMN ID of the PLMN in the "CAG information list"; or
2)	there exists an entry with the PLMN ID of the PLMN in the "CAG information list" but the "indication that the MS is only allowed to access 5GS via CAG cells" is not included in the entry;
	and there is an available NG-RAN cell which is not a CAG cell for the PLMN; and
c)	the MS shall not present the PLMN/access technology combination, if condition of bullet b) evaluates to "false" and no CAG-ID satisfies bullets a) 1) and a) 2).
Editor's note: FFS whether to indicate human-readable network name per CAG Identifier as it is subject to RAN2 agreement to specify its broadcast.

…[Pparts omitted]…

 “
The above suggest that there is no use case when the UE is trying to access a private network for which it doesn’t already have an identity and can be authenticated.. These (networks) seem to, per necessity, be pre-provisioned to the UE with a non-empty “CAG information list”. In connection to such provisioning, it seems easy to also add a connection to a HRNN, i.e., to provision the UE with a Network ID (MCC, MNC, CAG/NID)-to-HRNN mapping and then display the HRNN when doing manual selection, if network is found. This would then make the broadcast of HRNN avoidable.
[bookmark: _Toc21012412]If a “CAG information list” is pre-provisioned in the UE, it would be straightforward to also associate the CAG ID’s with human readable network names. Then, broadcast of an HRNN seems unnecessary

[bookmark: _Toc16063614][bookmark: _Toc16062992]Should there be use cases or scenarios that are less obvious, where in fact HRNN would be needed, we think it would be good if those are understood by RAN2 and therefore we propose that an LS is sent to SA2, to request clarification of when the broadcast is actually needed and if HRNN information cannot be pre-provisioned instead of broadcast. 
[bookmark: _Toc21012445]Send an LS to SA2 requesting clarification of use case for when HRNN broadcast is needed and if it is not sufficient to pre-provision such information to the UE, together with CAG/PNI NPN information.

2.6 ANR
To support ANR the RAN can instruct the UE to report the CGI of neighbouring cells. CGI reporting is configured similar to normal measurements used for handovers: the network indicates the PCI of the cells to measure in the measurement configuration and the UE then reads SIB1 in the cell and reports the CGI in a measurement report. Due to RAN sharing, a cell may in fact be associated with multiple CGIs (up to one per PLMN). The UE therefore includes the whole plmn-IdentityInfoList from SIB1 in the CGI report.
MeasResultNR ::=                        SEQUENCE {
    physCellId                              PhysCellId                 OPTIONAL,
    measResult                              SEQUENCE {
        cellResults                             SEQUENCE{
            resultsSSB-Cell                         MeasQuantityResults    OPTIONAL,
            resultsCSI-RS-Cell                      MeasQuantityResults    OPTIONAL
        },
        rsIndexResults                          SEQUENCE{
            resultsSSB-Indexes                      ResultsPerSSB-IndexList     OPTIONAL,
            resultsCSI-RS-Indexes                   ResultsPerCSI-RS-IndexList   OPTIONAL
        }       OPTIONAL
    },
    ...,
    [[
    cgi-Info                                CGI-InfoNR      OPTIONAL
    ]]
}

CGI-InfoNR ::=                    SEQUENCE {
    plmn-IdentityInfoList               PLMN-IdentityInfoList               OPTIONAL,
    frequencyBandList                   MultiFrequencyBandListNR            OPTIONAL,
    noSIB1                              SEQUENCE {
        ssb-SubcarrierOffset                INTEGER (0..15),
        pdcch-ConfigSIB1                    PDCCH-ConfigSIB1
    }                                                                       OPTIONAL,
    ...
}
As described in the ongoing email discussion on the SIB1 design for NPNs, there are essentially two ways to signal the CAG in SIB1:
· The CAGs are indicated in the legacy network list (plmn-IdentityInfoList) in SIB1 by extending the list entry with a NID; or
· The CAGs are indicated in a separate network list which is added to SIB1 and which only the NPN UEs read.
If we go with first approach, then nothing needs to be done to support CGI reporting for CAG as the plmn-IdentityInfoList from SIB1 already included in the CGI report. However, if we go with the second approach then the new list also needs to be added to the CGI report.
[bookmark: _Toc20749859][bookmark: _Toc21012446]A UE supporting CAG shall also report CAG related info in the CGI report.
2.7 Further aspects on SIB1
2.7.1 RAN Sharing
In ongoing e-mail-discussion on SIB1 design [107#40], there seems to be a trend to prefer a solution that integrates both NID and CAG information into the existing PLMN list.
Even though we think that two separate lists are preferred, we recognize the challenge of amount of information that should fit in SIB1 and thus, at least from that aspect, there are advantages. 
However, and this is mentioned as solution by several companies, using one list only would mean that the cellReservedForOtherUse parameter cannot be used as intended, at least not in shared network scenarios, mixing public and NPN cells. Then, setting cellReservedForOtherUse would make all cells reserved for a Release 15 UE. Then, instead, it would require use of cellReservedForOperatorUse. This obviously means a “redefinition” of what this reservation indication would mean and if there are any Release 15 UEs that se AC-11 or AC-15 they would then also possibly camp on such a reserved CAG cell. If possible, we think it is beneficial to avoid such re-purposing of parameters and to avoid undesired UE behaviour, have NPNs listed separately.
[bookmark: _Toc21012413]If a solution is pursued where legacy PLMN-IdentityInfoList include NPN information (e.g., CAG), then in sharing scenarios, it would be necessary to use the cellReservedForOperatorUse to have non-CAG UE’s not attempting access in shared scenarios.

To avoid changing meaning of an information element, we propose that separate lists should be the way forward.
[bookmark: _Toc21012447]Select a solution for SIB1 broadcast where NPN information is not included in existing PLMN-IdentityInfoList. Instead add a separate NPN-IdentityInfoList.

It is not assumed that the amount of information would be significantly increased by splitting the lists, as the maximum amount of networks ID’s would anyway be the same. Also, it is possible to optimize any PLMN ID duplicates, in a similar was done when listing PLMN’s connected to 5GC: 
plmn-Identity-5GC-r15				CHOICE{
		plmn-Identity-r15					PLMN-Identity,
		plmn-Index-r15						INTEGER (1..maxPLMN-r11)

[bookmark: _Toc21012414]To limit the amount of information in PLMN Identity Info lists, repetitions of MCC, MNC can be represented with an index instead of being coded in full. 

2.8 Emergency Call Support
Referring to what in the LS from SA2 was referred to as E2, corresponding to support for emergency services and that any Release 16 UE should be allowed to camp on a CAG cell for limited service (for emergency services, CMAS, ETWS in an acceptable cell), this would require that Release 16 UEs treat the cell reservation slightly different than simply that it is barred as is currently stated in 38.304: 
When cell status is indicated as "true" for other use,
-	The UE shall treat this cell as if cell status is "barred".

The above would not allow Release 16 UE’s to camp in CAG cells in Any Cell Selection state. The following change would however make E2 supported in release 16 and for Release 16 UE’s: 
When cell status is indicated as "true" for other use,
-	The UE shall treat this cell as if cell status is "barred" in normal cell selection state. A UE in any cell selection state may consider CAG-cells as acceptable cells for camped on any cell state. 

[bookmark: _Toc21012448]Rephrase the UE treatment of reservation element cellReservedForOtherUse according to proposal to allow any UE to camp in a CAG-cell for emergency services: 
[bookmark: _Toc21012449]When cell status is indicated as true for other use, the UE shall treat this cell as if the status is “barred” in normal cell selection state. A UE in any cell selection state may consider CAG-cells as acceptable cells for camped on any cell state

4	Conclusion
In the previous sections we made the following observations: 
Observation 1	A CAG ID is mainly used to control access to a public network, a public PLMN, from certain cells.
Observation 2	To avoid that PLMN index signaling in msg5 unnecessarily reveals CAG ID, all CAG ID’s that relate to the same PLMN ID can have the same index.
Observation 3	There is no need for UE NAS to send CAG information to UE AS in connection to resume procedures
Observation 4	UE AS need information about a UEs allowed CAG IDs and if a UE is allowed to access the network only through CAG cells.
Observation 5	No standard changes are required to signal RNAs to CAG capable UE’s
Observation 6	There is no need to introduce any CAG-specific signaling in Unified Access Control. If separation is needed for different CAG’s, a PLMN operator may configure different operator-defined access categories.
Observation 7	If a “CAG information list” is pre-provisioned in the UE, it would be straightforward to also associate the CAG ID’s with human readable network names. Then, broadcast of an HRNN seems unnecessary
Observation 8	If a solution is pursued where legacy PLMN-IdentityInfoList include NPN information (e.g., CAG), then in sharing scenarios, it would be necessary to use the cellReservedForOperatorUse to have non-CAG UE’s not attempting access in shared scenarios.
Observation 9	To limit the amount of information in PLMN Identity Info lists, repetitions of MCC, MNC can be represented with an index instead of being coded in full.

Based on the discussion in the previous sections we propose the following:
Proposal 1	CAG ID is not included in msg5 setup complete message.
Proposal 2	Send an LS reply to SA3 indicating that RAN2 is ok with not including CAG ID in RRC signaling.
Proposal 3	Introduce a generalized network index which spans across all network types. E.g., PLMNs can be indexed from 1 to n and the NPNs are indexed from n+1 to m, where n ≤ m ≤ 12.
Proposal 4	RAN will check CAG information in UE AS context in connection to Resume procedures. If a UE is erroneously trying to access a cell it is not allowed in, the RAN will initiate a fallback procedure and delete the UE context.
Proposal 5	Send an LS to SA2 requesting clarification of use case for when HRNN broadcast is needed and if it is not sufficient to pre-provision such information to the UE, together with CAG/PNI NPN information.
Proposal 6	A UE supporting CAG shall also report CAG related info in the CGI report.
Proposal 7	Select a solution for SIB1 broadcast where NPN information is not included in existing PLMN-IdentityInfoList. Instead add a separate NPN-IdentityInfoList.
Proposal 8	Rephrase the UE treatment of reservation element cellReservedForOtherUse according to proposal to allow any UE to camp in a CAG-cell for emergency services:
When cell status is indicated as true for other use, the UE shall treat this cell as if the status is “barred” in normal cell selection state. A UE in any cell selection state may consider CAG-cells as acceptable cells for camped on any cell state
[bookmark: _In-sequence_SDU_delivery]
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