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1. Introduction
This contribution is to provide the text proposals for the 38.323 of  Ethernet header compression (EHC), based on the outcomes of the email discussion “[107#54][NR IIOT] EHC (Vivo) ”. 

2. Text Proposal

------------------------------------------start of Change----------------------------------------------------------------------
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[bookmark: _Toc12616318]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
AM	Acknowledged Mode
CID	Context Identifier
DRB	Data Radio Bearer carrying user plane data
EHC                    Ethernet header compression
gNB	NR Node B
HFN	Hyper Frame Number
IETF	Internet Engineering Task Force
IP	Internet Protocol
MAC	Medium Access Control
MAC-I	Message Authentication Code for Integrity
PDCP	Packet Data Convergence Protocol
PDU	Protocol Data Unit
RB	Radio Bearer
RFC	Request For Comments
RLC	Radio Link Control
ROHC	RObust Header Compression
RRC	Radio Resource Control
RTP	Real Time Protocol
SAP	Service Access Point
SDU	Service Data Unit
SN	Sequence Number
SRB	Signalling Radio Bearer carrying control plane data
TCP	Transmission Control Protocol
UDP	User Datagram Protocol
UE	User Equipment
[bookmark: Signet45]UM	Unacknowledged Mode
X-MAC	Computed MAC-I
------------------------------------------Next Change----------------------------------------------------------------------
[bookmark: _Toc12616324]4.3	Services
[bookmark: _Toc12616325]4.3.1	Services provided to upper layers
The PDCP layer provides its services to the RRC or SDAP layers. The following services are provided by PDCP to upper layers:
-	transfer of user plane data;
-	transfer of control plane data;
-	header compression, including ROHC and EHC;
-	ciphering;
-	integrity protection.
The maximum supported size of a PDCP SDU is 9000 bytes. The maximum supported size of a PDCP Control PDU is 9000 bytes.
------------------------------------------Next Change------------------------------------------------------------------------
[bookmark: _Toc12616327]4.4	Functions
The PDCP layer supports the following functions:
-	transfer of data (user plane or control plane);
-	maintenance of PDCP SNs;
-	header compression and decompression using the ROHC protocol;
-	header compression and decompression of Ethernet frame using the EHC mechanism;
-	ciphering and deciphering;
-	integrity protection and integrity verification;
-	timer based SDU discard;
-	for split bearers, routing;
-	duplication;
-	reordering and in-order delivery;
-	out-of-order delivery;
-	duplicate discarding.
------------------------------------------Next Change------------------------------------------------------------------------
[bookmark: _Toc12616331]5.1.2	PDCP entity re-establishment
When upper layers request a PDCP entity re-establishment, the UE shall additionally perform once the procedures described in this clause. After performing the procedures in this clause, the UE shall follow the procedures in clause 5.2.
When upper layers request a PDCP entity re-establishment, the transmitting PDCP entity shall:
-	for UM DRBs and AM DRBs, reset Ethernet header compression mechanism for uplink and start with uncompressed state if drb-ULContinueEHC is not configured in TS 38.331 [3];
-	for UM DRBs and AM DRBs, reset the header compression protocol for uplink and start with an IR state in U-mode (as defined in RFC 3095 [8] and RFC 4815 [9]) if drb-ContinueROHC is not configured in TS 38.331 [3];
-	for UM DRBs and SRBs, set TX_NEXT to the initial value;
-	for SRBs, discard all stored PDCP SDUs and PDCP PDUs;
-	apply the ciphering algorithm and key provided by upper layers during the PDCP entity re-establishment procedure;
-	apply the integrity protection algorithm and key provided by upper layers during the PDCP entity re-establishment procedure;
-	for UM DRBs, for each PDCP SDU already associated with a PDCP SN but for which a corresponding PDU has not previously been submitted to lower layers, and;
-	for suspended AM DRBs, from the first PDCP SDU for which the successful delivery of the corresponding PDCP Data PDU has not been confirmed by lower layers, for each PDCP SDU already associated with a PDCP SN:
-	consider the PDCP SDUs as received from upper layer;
-	perform transmission of the PDCP SDUs in ascending order of the COUNT value associated to the PDCP SDU prior to the PDCP re-establishment without restarting the discardTimer, as specified in clause 5.2.1;
-	for AM DRBs which were not suspended, from the first PDCP SDU for which the successful delivery of the corresponding PDCP Data PDU has not been confirmed by lower layers, perform retransmission or transmission of all the PDCP SDUs already associated with PDCP SNs in ascending order of the COUNT values associated to the PDCP SDU prior to the PDCP entity re-establishment as specified below:
-	perform Ethernet header compression of the PDCP SDU carrying Ethernet frame as specified in the clause 5.x;
-	perform header compression of the PDCP SDU as specified in the clause 5.7.4;
-	perform integrity protection and ciphering of the PDCP SDU using the COUNT value associated with this PDCP SDU as specified in the clause 5.9 and 5.8;
-	submit the resulting PDCP Data PDU to lower layer, as specified in clause 5.2.1.
When upper layers request a PDCP entity re-establishment, the receiving PDCP entity shall:
[bookmark: Signet15]-	process the PDCP Data PDUs that are received from lower layers due to the re-establishment of the lower layers, as specified in the clause 5.2.2.1;
-	for SRBs, discard all stored PDCP SDUs and PDCP PDUs;
-	for SRBs and UM DRBs, if t-Reordering is running:
-	stop and reset t-Reordering;
-	for UM DRBs, deliver all stored PDCP SDUs to the upper layers in ascending order of associated COUNT values after performing header decompression;
-	for AM DRBs, perform header decompression for all stored PDCP SDUs if drb-ContinueROHC is not configured in TS 38.331 [3];
-	for AM DRBs, perform Ethernet header decompression for all stored PDCP SDUs if drb-DLContinueEHC is not configured in TS 38.331 [3];
-	for UM DRBs and AM DRBs, reset the header compression protocol for downlink and start with NC state in U-mode (as defined in RFC 3095 [8] and RFC 4815 [9]) if drb-ContinueROHC is not configured in TS 38.331 [3];
-	for UM DRBs and AM DRBs, reset the Ethernet header compression mechanism for downlink and start with no context state if drb-DLContinueEHC is not configured in TS 38.331 [3];
-	for UM DRBs and SRBs, set RX_NEXT and RX_DELIV to the initial value;
-	apply the ciphering algorithm and key provided by upper layers during the PDCP entity re-establishment procedure;
-	apply the integrity protection algorithm and key provided by upper layers during the PDCP entity re-establishment procedure.
------------------------------------------Next Change------------------------------------------------------------------------
[bookmark: _Toc12616334]5.2	Data transfer
[bookmark: _Toc12616335]5.2.1	Transmit operation
At reception of a PDCP SDU from upper layers, the transmitting PDCP entity shall:
-	start the discardTimer associated with this PDCP SDU (if configured).
For a PDCP SDU received from upper layers, the transmitting PDCP entity shall:
-	associate the COUNT value corresponding to TX_NEXT to this PDCP SDU;
NOTE 1:	Associating more than half of the PDCP SN space of contiguous PDCP SDUs with PDCP SNs, when e.g., the PDCP SDUs are discarded or transmitted without acknowledgement, may cause HFN desynchronization problem. How to prevent HFN desynchronization problem is left up to UE implementation.
-	perform Ethernet header compression of the PDCP SDU carrying Ethernet frame as specified in the clause 5.x;
-	perform header compression of the PDCP SDU as specified in the clause 5.7.4;
-	perform integrity protection, and ciphering using the TX_NEXT as specified in the clause 5.9 and 5.8, respectively;
-	set the PDCP SN of the PDCP Data PDU to TX_NEXT modulo 2[pdcp-SN-SizeUL];
-	increment TX_NEXT by one;
-	submit the resulting PDCP Data PDU to lower layer as specified below.
When submitting a PDCP PDU to lower layer, the transmitting PDCP entity shall:
-	if the transmitting PDCP entity is associated with one RLC entity:
-	submit the PDCP PDU to the associated RLC entity;
-	else, if the transmitting PDCP entity is associated with two RLC entities:
-	if the PDCP duplication is activated:
-	if the PDCP PDU is a PDCP Data PDU:
-	duplicate the PDCP Data PDU and submit the PDCP Data PDU to both associated RLC entities;
-	else:
-	submit the PDCP Control PDU to the primary RLC entity;
-	else:
-	if the two associated RLC entities belong to the different Cell Groups; and
-	if the total amount of PDCP data volume and RLC data volume pending for initial transmission (as specified in TS 38.322 [5]) in the two associated RLC entities is equal to or larger than ul-DataSplitThreshold:
-	submit the PDCP PDU to either the primary RLC entity or the secondary RLC entity;
-	else:
-	submit the PDCP PDU to the primary RLC entity.
NOTE 2:	If the transmitting PDCP entity is associated with two RLC entities, the UE should minimize the amount of PDCP PDUs submitted to lower layers before receiving request from lower layers and minimize the PDCP SN gap between PDCP PDUs submitted to two associated RLC entities to minimize PDCP reordering delay in the receiving PDCP entity.
------------------------------------------Next Change------------------------------------------------------------------------
[bookmark: Signet22][bookmark: Signet11][bookmark: _Toc12616346]5.7	Robust Header compression and decompression
[bookmark: _Toc12616350]5.7.4	Header compression
If header compression is configured, the header compression protocol generates two types of output packets:
-	compressed packets, each associated with one PDCP SDU;
-	standalone packets not associated with a PDCP SDU, i.e. interspersed ROHC feedback.
A compressed packet is associated with the same PDCP SN and COUNT value as the related PDCP SDU. The header compression is not applicable to the SDAP header and , the SDAP Control PDU and Ethernet header (including uncompressed Ethernet header and compressed Ethernet header)  if included in the PDCP SDU.
Interspersed ROHC feedback are not associated with a PDCP SDU. They are not associated with a PDCP SN and are not ciphered.
NOTE:	If the MAX_CID number of ROHC contexts are already established for the compressed flows and a new IP flow does not match any established ROHC context, the compressor should associate the new IP flow with one of the ROHC CIDs allocated for the existing compressed flows or send PDCP SDUs belonging to the IP flow as uncompressed packet.
[bookmark: _Toc12616351]5.7.5	Header decompression
If header compression is configured by upper layers for PDCP entities associated with user plane data, the PDCP Data PDUs are decompressed by the header compression protocol after performing deciphering as explained in clause 5.8. The header decompression is not applicable to the SDAP header and,  the SDAP Control PDU  and Ethernet header (including uncompressed Ethernet header and compressed Ethernet header) if included in the PDCP Data PDU.
------------------------------------------Next Change------------------------------------------------------------------------
5.x	Ethernet header compression and decompression
5.x.1	EHC mechanism
For PDCP SDU carrying Ethernet frame with frame format shown in Fig. 5.x.-1 [13], the Ethernet fields always compressed by Ethernet header compression mechanism are: source address, source address, 802.1Q tags (including S-TAG and C-TAG), Type and Length if present. Ethernet header compression mechanism removes Length field along with PAD field if they are both present in the Ethernet frame.
[image: ]
Fig. 5.x.-1 Example of IEEE 802.3 MAC frame format
Ethernet header compression mechanism is realized by the interaction between two state machines, one EHC compressor and one EHC decompressor which are associated by a specific Ethernet compression context. The EHC compressor and EHC decompressor have two states each as shown in Fig. 5.x.-2. 
The two EHC compression states are uncompressed state and compressed state. The EHC compressor starts in uncompressed state and transits to compressed state when a feedback for the successful EHC context establishment is received. While working in the uncompressed state, the EHC compressor allocates a EHC context ID to the packets belonging to a specific Ethernet flow and transmits packet(s) with full Ethernet header as shown in 6.2.2.x with U/C field setting to “0”. While working in the compressed state, the EHC compressor compresses the specific Ethernet fields by removing them from the Ethernet frame and transmits packet(s) with compressed Ethernet header as shown in 6.2.2.x with U/C field setting to “1”.
NOTE X: A specific Ethernet flow means the set of packets with same combination of specific values of compressed Ethernet fields.
The two EHC decompression states are no context state and static context state. The EHC decompressor starts in no  context state and transits to static context state when a packet with compressed Ethernet header is received. While working in no context state, the EHC decompressor stores the mapping relationship of the compressed fields and the corresponding value as the EHC decompression context based on the received packet(s) with U/C field setting to “0” and associates the EHC decompression context with the received context ID. Once the EHC decompression context has been established in the EHC decompressor, a feedback as shown in 6.2.3.x is sent to the associated EHC compressor. While working in static context state, the EHC decompressor processes the packets with U/C field setting to “1” by restoring the compressed Ethernet fields based on the associated EHC decompression context. If the length of the packets after performing EHC decompression is less than the minimum length of Ethernet frame, the EHC decompressor adds the PAD fields back in the specific location of the Ethernet frame.


Fig. 5.x.-2 State transition for Ethernet header compression
5.x.2	Configuration of header compression
PDCP entities associated with DRBs carrying Ethernet frame can be configured by upper layers TS 38.331 [3] to use Ethernet header compression. Each PDCP entity carrying user plane data may be configured to use Ethernet header compression. Every PDCP entity uses at most one EHC compressor instance and at most one EHC decompressor instance. EHC function can be configured for uplink and downlink via uplinkEHC and downlinkEHC parameters respectively.
5.x.3	Ethernet header compression
If Ethernet header compression is configured, the Ethernet header compression protocol generates three types of output packets:
-	uncompressed Ethernet packets, each associated with one PDCP SDU;
-	compressed Ethernet packets, each associated with one PDCP SDU;
-	standalone packets not associated with a PDCP SDU, i.e. interspersed EHC feedback.
An uncompressed Ethernet packet or a compressed packet is associated with the same PDCP SN and COUNT value as the related PDCP SDU. The Ethernet header compression is not applicable to the SDAP header and the SDAP Control PDU if included in the PDCP SDU.
Interspersed EHC feedback are not associated with a PDCP SDU. They are not associated with a PDCP SN and are not ciphered.
NOTE:	The EHC compressor can associate a new Ethernet flow with one of the EHC context IDs allocated for the existing Ethernet flows. The EHC compressor will send PDCP SDUs belonging to the new Ethernet flow with uncompressed Ethernet packet to establish new EHC context in EHC decompressor.
5.x.4	Ethernet header decompression
If Ethernet header compression is configured by upper layers for PDCP entities associated with user plane data, the PDCP Data PDUs are decompressed by the Ethernet header compression protocol after performing deciphering as explained in clause 5.8 and ROHC header decompression (if configured) as explained in clause 5.7. The Ethernet header decompression is not applicable to the SDAP header and the SDAP Control PDU if included in the PDCP Data PDU.
5.x.5	PDCP Control PDU for interspersed EHC feedback
5.x.5.1	Transmit Operation
When an interspersed EHC feedback is generated by the Ethernet header compression protocol, the transmitting PDCP entity shall:
-	submit to lower layers the corresponding PDCP Control PDU as specified in clause 6.2.3.3 i.e. without associating a PDCP SN, nor performing ciphering.
5.x.5.2	Receive Operation
At reception of a PDCP Control PDU for interspersed EHC feedback from lower layers, the receiving PDCP entity shall:
-	deliver the corresponding interspersed EHC feedback to the Ethernet header compression protocol without performing deciphering.
------------------------------------------Next Change------------------------------------------------------------------------
[bookmark: Signet19][bookmark: _Toc12616364]6.1.2	Control PDU
The PDCP Control PDU is used to convey one of followings in addition to the PDU header:
-	a PDCP status report;
-	an interspersed ROHC feedback.
-	an interspersed EHC feedback.
------------------------------------------Next Change------------------------------------------------------------------------
[bookmark: _Toc12616365]6.2	Formats
6.2.2.x	Data PDU for DRBs with 12 bits PDCP SN for EHC
Figure 6.2.2.x-1 shows the format of the PDCP Data PDU with 12 bits PDCP SN for EHC. This format is applicable for UM DRBs and AM DRBs.


Figure 6.2.2.2-1: PDCP Data PDU format with 12 bits PDCP SN for EHC
6.2.2.x	Data PDU for DRBs with 18 bits PDCP SN for EHC
Figure 6.2.2.x-2 shows the format of the PDCP Data PDU with 18 bits PDCP SN for EHC. This format is applicable for UM DRBs and AM DRBs.


Figure 6.2.2.x-1: PDCP Data PDU format for DRBs with 18 bits PDCP SN for EHC
------------------------------------------Next Change------------------------------------------------------------------------
6.2.3.x	Control PDU for EHC feedback
Figure 6.2.3.3-1 shows the format of the PDCP Control PDU carrying EHC feedback. This format is applicable for UM DRBs and AM DRBs.

Figure 6.2.3.x-1: PDCP Control PDU format for interspersed EHC feedback
------------------------------------------Next Change------------------------------------------------------------------------
[bookmark: _Toc12616382]6.3.8	PDU type
Length: 3 bits
This field indicates the type of control information included in the corresponding PDCP Control PDU.
Table 6.3.8-1: PDU type
	Bit
	Description

	000
	PDCP status report

	001
	Interspersed ROHC feedback

	010
	Interspersed EHC feedback

	0110-111
	Reserved



6.3.12 EHC context ID
Length: 7bits
This field indicates a combination of specific values of compressed Ethernet fields and is used to identify a specific EHC compression context associated the EHC compressor with its corresponding EHC decompressor. 
6.3.13 U/C
Length: 1 bit
This field indicates whether the corresponding PDCP PDU includes the full Ethernet header or compressed Ethernet header.
Table 6.3.7-1: D/C field
	Bit
	Description

	0
	Uncompressed Ethernet header

	1
	Compressed Ethernet header



------------------------------------------End of Change--------------------------------------------------------------------------
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