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Introduction
[bookmark: _Toc242573354]In the work item for NR Mobility Enhancements [1], one objective is to improve the robustness at handover. In RAN2#105bis in Xi’an, the support of Conditional handover (CHO) in NR has been agreed.
It has also been agreed that CHO configuration consists of a trigger condition configuration and an RRCReconfiguration with reconfigurationWithSync (or equivalent content) per target cell candidate. In this contribution, we discuss the security implications of CHO configurations provisions with/without security.
Discussion
CHO configuration
If source node prepares multiple cells for CHO, the UE needs to receive an RRC configuration for each target cell candidate. That is basically the content of an RRCReconfiguration message containing reconfigurationWithSync for each target cell candidate. Associated to each of these configurations, the UE receives a triggering condition configuration (e.g. like an A3/A5 event configuration in reportConfig). Hence, the signalling for the CHO configurations needs to consider the possibility to configure multiple target cell candidates.
Then, CHO configuration has two components, for each target cell candidate:
· Triggering condition (e.g. like an A3 event); 
· A dedicated RRC configuration prepared by a target candidate;
The triggering condition should be something like an A3/A5 event configuration consisting of thresholds, measurement quantities, time-to-trigger values, etc. This would be equivalent to what exists in ReportConfig IE. And, associated to that event-like configuration, there should be a measurement object or at least a carrier frequency so that the UE knows which frequency and possibly cells to measure to monitor the fulfilment the configured conditions. Hence, one could say that the first component of the CHO is equivalent to what is currently provided in a measurement configuration.
The triggering conditions in CHO contains information equivalent to the ones in measurement configuration. 

The dedicated RRC configurations prepared by each target candidate should be similar to a handover command i.e. an RRCReconfiguration with reconfigurationWithSync, containing what is required to the UE to access a target cell fulfilling the configured CHO triggering condition.  
The dedicated RRC configuration(s) in CHO contains information equivalent to the ones in an RRCReconfiguration including reconfigurationWithSync. 

Security requirements
[bookmark: _Hlk535588508]In NR, the UE in CONNECTED state may receive a measurement configuration before security is activated e.g. when the UE performs a transition from IDLE to CONNECTED and network configures measurements before the UE sends a SecurityModeComplete in response to a SecurityModeCommand. That could be configured to speed up the acquisition of measurement reports upon transitions to CONNECTED state. However, for privacy reasons, it is explicitly stated that measurements reports shall only be transmitted after successful security activation.
UE may receive a measurement configuration before security is activated.

As in the case of measurement reports, the UE in CONNECTED state may only receive a handover command (i.e. an RRCReconfiguration with reconfigurationWithSync) after security has been activated. 
UE may only receive a handover command after security is activated.

Hence, as the CHO configuration comprises a measurement configuration component and a handover command component, a discussion is whether the CHO configurations shall only be processed if the configuration is secure (integrity protected and/or encrypted) or whether security requirement could be relaxed. As the CHO configuration contains RRCReconfiguration message(s) the conclusion is that it needs to be security protected.
[bookmark: _Hlk1023792][bookmark: _Toc242573360]Conditional handover can only be configured after security is activated. 

Summary
[bookmark: _Toc242573361]RAN2 is kindly asked to discuss the following proposals:
1. Conditional handover can only be configured after security is activated.
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