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1 Introduction
In the last meeting, RAN2 made some progress on Ethernet header compression and finally made the following agreements:

	Ethernet Header Compression (EHC) is configured per DRB, separately for UL and DL.

Use context ID concept such that compressor and decompressor associates a context ID with Ethernet header contents. 

Compression is done with following principle:
- For Ethernet flow resulting in creation of new context, compressor transmits at least one packet with full header and context id (to establish context in decompressor). 
- After above, compressor starts transmits compressed packets. FFS if multiple transmissions and/or feedback is needed.  
EHC header format is designed to include following mandatory fields: Context ID, Indication of header format (i.e. full header and compressed header), FFS other field, e.g. profile ID


We need to note that RAN2 agreed to introduce a new header for Ethernet header compression, i.e. EHC header. In this contribution, we can discuss how to handle EHC header considering SDAP header and SDAP Control PDU. 

2  Discussion
In NR, RAN2 introduced a SDAP layer accompanying a SDAP header and a SDAP control PDU (i.e. end marker). According to the current NR PDCP specification [1], the header compression and the ciphering are not applied to SDAP header or SDAP control PDU. When it comes to EHC(Ethernet header compression), it seems straightforward that the EHC is not applied to SDAP header or SDAP control PDU. 
Proposal 1. Rel-16 EHC is not applicable to SDAP header and SDAP control PDU.
However, we need to note that the meaning of “Rel-16 EHC is not applied to SDAP header and SDAP control PDU” would not be clear. Even if EHC is not applied to SDAP header and SDAP control PDU, the transmitting PDCP entity may generate EHC header and place it somewhere since the UE shall apply EHC compression function to process the received PDCP SDU from upper layers corresponding to the configured DRB and EHC header may be added in EHC compression function if EHC is configured. 
In short, the placement of EHC header and whether to cipher it should be discussed to correctly adopt EHC in PDCP.

Proposal 2. RAN2 shall clarify the placement of EHC header and whether to cipher it if both SDAP header and EHC are configured to a DRB.
To handle EHC header with SDAP Data PDU and SDAP Control PDU, there could be several options on the table. However, we discuss two reasonable ways of them with figures in this contribution.

· Option 1: EHC header is not ciphered, which is placed behind PDCP header. For SDAP Control PDU, EHC header may not be generated.

· Option 2: EHC header is ciphered, which is placed behind SDAP header and SDAP Control PDU. For SDAP Control PDU, EHC header may not be generated. 

First, we can discuss Option 1 as follows:

In NR, RAN2 introduced a SDAP layer accompanying a SDAP header and discussed the ciphering of SDAP header [2]. In the discussion, there was some concern that Ciphering and Deciphering paths and processing of SDAP header may have hardware implications. The control of data routing within a modem can be independent of the ciphering/deciphering logic. For example, on the downlink, if the SDAP header is ciphered, its processing can only be done after deciphering, which impose certain hardware architecture restrictions. In this reason, RAN2 reverted the previous common understanding that SDAP header is ciphered and thereby the conclusion was that ciphering is not applicable to SDAP header.

In Rel-16 NR WI IIoT, RAN2 introduced an additional header to PDCP SDU, which is defined as EHC header. About this, the implementation related issue would be discussed together considering the ciphering of EHC header. As the above agreements, the EHC header contains the information about whether the current PDCP SDU is compressed by EHC protocol or not. In the implementation point of view, the receiver may have two paths to process the EHC packets, i.e. one is for the processing of compressed PDCP SDU and the other is for the processing of uncompressed PDCP SDU. If the EHC header is ciphered, its processing and the path routing can only be done after deciphering, which impose certain hardware architecture restrictions. It would be better to decouple the processing of EHC from the ciphering and deciphering.

Observation 1. The ciphering of EHC header can restrict the implementation.

In general, the purpose of ciphering is to maintain the confidentiality of messages between a sender and a receiver. As of today, SA3 understanding is that complete PDCP SDU is ciphered for LTE and also for NR. From this point of view, only the data unit or the data payload needs to be ciphered. There would be no need to cipher the header. 

Observation 2. There is no security requirement to cipher the EHC header.

We need to note that there is no header to be ciphered in L2 protocol, i.e. MAC/RLC/PDCP/SDAP headers are not ciphered. One can argue that ROHC related header in PDCP layer is ciphered but it is not the scope of standardization. RAN2 allocate a space to ROHC and left it to implementation. However, EHC is a RAN-level solution and standardized.

Observation 3. There is no header to be ciphered in L2 protocol. 
Based on the above observations, we think that Option 1 would be a reasonable approach to handle EHC with SDAP Data PDU and SDAP Control PDU. 

Option 1 to process SDAP Data PDU and SDAP Control PDU is shown in the following Figure 1.
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Figure 1. Option 1 for Rel-16 EHC
In Option 1, the EHC header is not ciphered and placed behind PDCP header (Option 1-1). Option 1 follows the general principle that the header generated in any layer should be in front of SDU, i.e. the EHC header should be placed behind PDCP header. 

If the same principle is applied to SDAP Control PDU, it ends up with Option 1-2. In Option 1-2, the indicator in EHC header can indicates that the PDCP SDU containing SDAP Control PDU was not compressed and thus the receiving PDCP entity just delivers the SDAP Control PDU to upper layer without EHC decompression. The indicator in EHC header makes it possible that the receiving PDCP entity doesn’t have to distinguish SDAP Control PDU from SDAP Data PDU. 

If we go for Option 1-3 on SDAP Control PDU, then we need to clarify the operation of the receiving PDCP entity with Option 1 because the receiving PDCP entity cannot distinguish SDAP Control PDU from SDAP Data PDU and cannot understand whether PDCP PDU includes EHC header or not. Logically speaking, the receiving PDCP entity only reads the PDCP header or EHC header. To resolve this, two approaches can be considered, which may be a bit implementation issue. 

· Approach 1: The receiving PDCP entity reads D/C field in SDAP header and distinguishes them, which may cause a cross-layer interaction.

· Approach 2: The receiving PDCP entity distinguishes them based on the size of PDCP PDU. 

In this reason, we think Option 1-2 would be better to process SDAP Control PDU. 
Proposal 3. If RAN2 go for Option 1, SDAP Data PDU is processed as Option 1-1 and SDAP Control PDU is processed as Option 1-2. 

Next, we can discuss Option 2 as follows:
Option 2 to process SDAP Data PDU and SDAP Control PDU is shown in the following Figure 2.
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Figure 2. Option 2 for Rel-16 EHC
The Option 2 follows ROHC principle on a best effort basis. In Option 2, the EHC header is ciphered and placed behind SDAP header (Option 2-1). 
In principle, the header generated in any layer should be in front of SDU, i.e. the EHC header should be placed behind PDCP header. However, if we put EHC header behind PDCP header, then the transmitting PDCP entity should cipher EHC header and PDCP SDU respectively since SDAP header would be in between EHC header and PDCP SDU. Therefore, Option 2-1 would be preferable. 

If the same principle is applied to SDAP Control PDU, it ends up with Option 2-2. In our opinion, it seems very strange to have a ciphered header behind the actual data (i.e. SDAP Control PDU). In this reason, if we go for Option 2, Option 2-3 would be better to handle SDAP Control PDU. 

However, we will encounter the same issue as Option 1-3, i.e. we need to clarify the operation of the receiving PDCP entity with Option 2 to handle SDAP Control PDU because the receiving PDCP entity cannot distinguish SDAP Control PDU from the SDAP Data PDU and cannot understand whether PDCP PDU includes EHC header or not. Logically speaking, the receiving PDCP entity only reads the PDCP header or EHC header. To resolve this, two approaches can be considered, which may be a bit implementation issue. 

· Approach 1: The receiving PDCP entity reads D/C field in SDAP header and distinguishes them, which may cause a cross-layer interaction.

· Approach 2: The receiving PDCP entity distinguishes them based on the size of PDCP PDU. 
Proposal 4. If RAN2 go for Option 2, SDAP Data PDU is processed as Option 2-1 and SDAP Control PDU is processed as Option 2-3 and the operation of the receiving PDCP entity should be clarified, i.e. how to process SDAP Control PDU.
In this contribution, we pick up two options among the possible options to handle EHC header with SDAP Data PDU and SDAP Control PDU. We think that RAN2 may well discuss any other reasonable solutions, if any. However, in any case, it would be better to clarify the ciphering of EHC header and the placement thereof in the PDCP specification if both SDAP header and EHC are configured. 

3 Conclusion

In this contribution, we provide our view on the ciphering and the placement of EHC header to discuss the following proposals:

Proposal 1. Rel-16 EHC is not applicable to SDAP header and SDAP Control PDU.
Proposal 2. RAN2 shall clarify the placement of EHC header and whether to cipher it if both SDAP header and EHC are configured to a DRB.

Proposal 3. If RAN2 go for Option 1, SDAP Data PDU is processed as Option 1-1 and SDAP Control PDU is processed as Option 1-2. 

Proposal 4. If RAN2 go for Option 2, SDAP Data PDU is processed as Option 2-1 and SDAP Control PDU is processed as Option 2-3 and the operation of the receiving PDCP entity should be clarified, i.e. how to process SDAP Control PDU.
4 References

[1] TS 38.323, V15.6.0.
[2] R2-1713727 SDAP header excluded from PDCP ciphering, Qualcomm, 3GPP RAN2#100.
SDAP
PDCP/EHC
SH
IP packet
H
IP packet
H
PH
IP packet
H
SH
EH
SH
Unciphered EHC header
EHC
Ethernet header
PDCP header
SDAP header
EHC header
Ciphering

SC
PH
SC
EH
SC
SC
PH
SC
SC
SC
SDAP Control PDU
SDAP Control PDU
Option 1-1
Option 1-2
Option 1-3
SH
EH
SC
EH
IP packet

IP packet



SDAP
PDCP/UDC
SH
IP packet
H
IP packet
H
IP packet
H
SH
Ciphered EHC header
EHC
Ethernet header
PDCP header
SDAP header
EHC header
Ciphering
SC
PH
SC
EH
SC
Ciphering
SC
EH
SC
PH
SC
SC
SC
SDAP Control PDU
SDAP Control PDU
Option 2-1
Option 2-2
Option 2-3
SH
EH

IP packet
SH
EH

IP packet
PH



