3GPP TSG RAN WG2 Meeting #107                                                       R2-1910980
Prague, Czech Republic, 26 – 30 August, 2019               

Agenda item:
11.20.2
Source:
Samsung

Title:
UDC header handling for NR UDC
Document for:
Discussion & Decision
1 Introduction
In RAN#84, several companies proposed to introduce UDC (Uplink Data Compression) to Rel-16 NR since Rel-15 LTE WI UDC has been completed. However, to adopt UDC for NR, several critical issues about UDC header should be discussed since SDAP layer was introduced in NR unlike LTE
In this contribution, we propose two reasonable ways to handle UDC header considering SDAP layer in NR.
2  Discussion
2.1 LTE UDC
In the end of Rel-15 LTE WI UDC, RAN2 discussed whether to cipher UDC header or not [1][2]. Finally, RAN2 agreed to cipher both UDC header and UDC data block. Based on the current LTE PDCP specification [3], one example of LTE PDCP data processing would be as follows:
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Figure 1. LTE UDC
The LTE UDC header  has the following structure :
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Figure 2. The structure of UDC header
· FU field : Indication of whether this packet is compressed by UDC protocol or not.
· FR field : Indication of whether UDC compression buffer is reset or not.
· Checksum field : This field contains the validation bits for the compression buffer content
If UDC is configured, the UE shall apply UDC compression function to process the received PDCP SDU from upper layers corresponding to the configured DRB. UDC header (1 byte) is added in UDC compression function followed by UDC data block. The UDC header contains the information about whether the current PDCP SDU is compressed by UDC protocol or not. The UDC protocol generates UDC packets, each associated with one PDCP SDU.

A UDC packet consists of a UDC header and a UDC data block. A UDC data block contains either DEFLATE compressed blocks generated by UDC protocol or original PDCP SDU for SDU not compressed by UDC protocol
2.2 NR UDC
In NR, the downlink capacity has been improved by high frequency range, MIMO, etc. However, the shortage of uplink resource may be still a problem as usual. Considering this, the UDC with high compression ratio would be beneficial to improve the uplink capacity in NR. 

Proposal 1. Rel-16 NR adopts UDC (Uplink Data Compression).
If Proposal 1 is agreeable, then we can discuss several issues to adopt UDC in NR.
In NR, RAN2 introduced a SDAP layer accompanying a SDAP header and a SDAP control PDU (i.e. end marker). According to the current NR PDCP specification [4], the header compression and the ciphering are not applied to SDAP header or SDAP control PDU. When it comes to NR UDC, it seems straightforward that the NR UDC is not applied to SDAP header or SDAP control PDU. 
Proposal 2. NR UDC is not applicable to SDAP header and SDAP control PDU.
However, we need to note that the meaning of “NR UDC is not applied to SDAP header and SDAP control PDU” would not be clear. Even if NR UDC is not applied to SDAP header and SDAP control PDU, the transmitting PDCP entity shall generate UDC header and place it somewhere since the UE shall apply UDC compression function to process the received PDCP SDU from upper layers corresponding to the configured DRB and UDC header (1 byte) is added in UDC compression function if UDC is configured. Note that the UDC may not be applied to PDCP SDUs belonging to a certain IP flow in LTE but the UDC header with FU field is attached to them, i.e. the application of UDC is a separate issue from the generation of UDC header. In this reason, RAN2 should clarify the placement of UDC header, whether to cipher it, and whether to attach UDC header to SDAP control PDU or not. 
In short, the placement of UDC header and whether to cipher it should be discussed to correctly adopt UDC in NR. For SDAP control PDU, the UDC header handling should be clarified as well. 
Proposal 3. RAN2 shall clarify the placement of UDC header and whether to cipher it for SDAP Data PDU as well as the UDC header handling for SDAP control PDU if both SDAP header and UDC are configured to a DRB.
To handle UDC header with SDAP Data PDU and SDAP Control PDU, there could be several options on the table. However, we discuss two reasonable ways of them with figures in this contribution.

· Option 1: UDC header is ciphered as in LTE, which is placed behind SDAP header and SDAP Control PDU. For SDAP Control PDU, UDC header may not be generated. 

· Option 2: UDC header is not ciphered unlike LTE, which is placed behind PDCP header. For SDAP Control PDU, UDC header may not be generated.

Option 1 to process SDAP Data PDU and SDAP Control PDU is shown in the following Figure 3.
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Figure 3. Option 1 for NR UDC
The Option 1 follows LTE principle on a best effort basis. In Option 1, the UDC header is ciphered and placed behind SDAP header (Option 1-1). 
In principle, the header generated in any layer should be in front of SDU, i.e. the UDC header should be placed behind PDCP header. However, if we put UDC header behind PDCP header, then the transmitting PDCP entity should cipher UDC header and UDC data block respectively since SDAP header would be in between UDC header and UDC data block. Therefore, Option 1-1 would be preferable. 

If the same principle is applied to SDAP Control PDU, it ends up with Option 1-2. In our opinion, it seems very strange to have a ciphered header behind the actual data (i.e. SDAP Control PDU). In this reason, if we go for Option1, Option 1-3 would be better to handle SDAP control PDU.
Proposal 4. If RAN2 go for Option 1, SDAP Data PDU is processed as Option 1-1 and SDAP Control PDU is processed as Option 1-3. 

However, we need to clarify the operation of the receiving PDCP entity with Option 1 because the receiving PDCP entity cannot distinguish SDAP Control PDU from SDAP Data PDU. Logically speaking, the receiving PDCP entity only reads the PDCP header or UDC header. To resolve this, two approaches can be considered, which may be a bit implementation issue. 
· Approach 1: The receiving PDCP entity reads D/C field in SDAP header and distinguishes them, which may cause a cross-layer interaction.

· Approach 2: The receiving PDCP entity distinguishes them based on the size of PDCP PDU. 

Proposal 5. If RAN2 go for Option 1, the operation of the receiving PDCP entity should be clarified.
In the end of Rel-15 LTE WI UDC, there was a proposal not to cipher UDC header because of forward compatibility to NR [2]. Here, we can revisit the observations from [2] as follows:

In NR, RAN2 introduced a SDAP layer accompanying a SDAP header and discussed the ciphering of SDAP header [5]. In the discussion, there was some concern that Ciphering and Deciphering paths and processing of SDAP header may have hardware implications, which concluded the SDAP header not ciphered.
In Rel-15 LTE WI UDC, RAN2 introduced an additional header to PDCP SDU, which is defined as UDC header. Even if this WI was closed, it seems that the hardware related discussions have not been made on the ciphering of UDC header. As specified in Section 5.11.3, the UDC header contains the information about whether the current PDCP SDU is compressed by UDC protocol or not. In the implementation point of view, the receiver may have two paths to process the UDC packets, i.e. one is for the processing of compressed PDCP SDU and the other is for the processing of uncompressed PDCP SDU. If the UDC header is ciphered, its processing and the path routing can only be done after deciphering, which imposes certain hardware architecture restrictions. It would be better to decouple the processing of UDC from the ciphering and deciphering.
Observation 2. The ciphering of UDC header can restrict the implementation.

If UDC header is not ciphered, the receiver can process UDC header and perform the path routing before deciphering, which eases parallel processing for compressed PDCP SDU and uncompressed PDCP SDU. Moreover, we can have some benefit. In the receiver point of view, the checksum failure in the UDC header can be checked before deciphering. If checksum failure happens, the receiver can discard both the PDCP PDU failing checksum and the subsequent PDCP PDUs without deciphering until the reception of PDCP PDU with FR field set to 1 and it can early triggers a checksum failure handling procedure, i.e. unnecessary deciphering can be prevented. Note that the checksum field is not for the data but for compression and de-compression buffers. Moreover, in the implementation point of view, the transmitter can add the PDCP header, SDAP header, and UDC header together to the processed PDCP SDU after PDCP processing and before submitting it to the lower layer. 
Observation 3. Several benefits would be foreseen if UDC header is not ciphered.
In general, the purpose of ciphering is to maintain the confidentiality of messages between a sender and a receiver. As of today, SA3 understanding is that complete PDCP SDU is ciphered for LTE and also for NR. From this point of view, only the data unit or the data payload needs to be ciphered. There would be no need to cipher the header. 
Observation 4. There is no security requirement to cipher the UDC header.
We need to note that there is no header to be ciphered in L2 protocol, i.e. MAC/RLC/PDCP/SDAP headers are not ciphered. One can argue that ROHC related header in PDCP layer is ciphered but it is not the scope of standardization. RAN2 allocate a space to ROHC and left it to implementation. However, UDC is a RAN-level solution and standardized.
Observation 5. There is no header to be ciphered in L2 protocol. 

Based on the above observation, we think that Option 2 can be another reasonable approach to handle UDC with SDAP header and SDAP control PDU. 

Option 2 to process SDAP Data PDU and SDAP Control PDU is shown in the following Figure 4.
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Figure 4. Option 2 for NR UDC
In Option 2, the UDC header is not ciphered and placed behind PDCP header (Option 2-1). Option 2 follows the general principle that the header generated in any layer should be in front of SDU, i.e. the UDC header should be placed behind PDCP header. 
If the same principle is applied to SDAP Control PDU, it ends up with Option 2-2. In Option 2-2, FU field in UDC header can indicates that the UDC data block containing SDAP Control PDU was not compressed and thus the receiving PDCP entity just delivers the SDAP Control PDU to upper layer without UDC decompression. The FU field in UDC header makes it possible that the receiving PDCP entity doesn’t have to distinguish SDAP Control PDU from SDAP Data PDU. 

For SDAP Control PDU, we will encounter the same issue as Option 1-3 if we go for Option 2-3. Therefore, we prefer to have Option 2-1 for SDAP Data PDU and Option 2-2 for SDAP Control PDU if RAN2 go for Option 2. 
Proposal 6. If RAN2 go for Option 2, SDAP Data PDU is processed as Option 2-1 and SDAP Control PDU is processed as Option 2-2. 

In this contribution, we pick up two options among the possible options to handle SDAP Data PDU and SDAP control PDU. We think that RAN2 may well discuss any other reasonable solutions, if any. However, in any case, it would be better to clarify the ciphering of UDC header and the placement thereof in the PDCP specification if both SDAP header and UDC are configured. 

3 Conclusion

In this contribution, we provide our view on the ciphering and the placement of UDC header to discuss the following proposals:

Proposal 1. Rel-16 NR adopts UDC (Uplink Data Compression).
Proposal 2. NR UDC is not applicable to SDAP header and SDAP control PDU.
Proposal 3. RAN2 shall clarify the placement of UDC header and whether to cipher it for SDAP Data PDU as well as the UDC header handling for SDAP control PDU if both SDAP header and UDC are configured to a DRB.

Proposal 4. If RAN2 go for Option 1, SDAP Data PDU is processed as Option 1-1 and SDAP Control PDU is processed as Option 1-3. 

Proposal 5. If RAN2 go for Option 1, the operation of the receiving PDCP entity should be clarified.

Proposal 6. If RAN2 go for Option 2, SDAP Data PDU is processed as Option 2-1 and SDAP Control PDU is processed as Option 2-2. 
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