


3GPP TSG-RAN WG2 Meeting #107	DRAFT R2-1910808
Prague, Czech Republic, 26th – 30th August 2019

Title:	[DRAFT] LS on AS key derivation for conditional handover
Response to:	-
[bookmark: _GoBack]Release:	Release 16
Work Item:	NR_Mob_enh-Core

Source:	Sharp [TSG RAN WG2]
To:	TSG SA WG3
Cc:	TSG RAN WG3

Contact Person:	
Name:	Art Ishii
E-mail Address:	ishiia@sharplabs.com

Send any reply LS to:	3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org 	

Attachments:	-


1. Overall Description:
RAN2 is currently working on the details of Conditional Handover (CHO), where the UE may be provided by the source gNB a handover configuration with a triggering condition. Later, the UE executes a handover to a candidate target cell based on the handover configuration when the triggering condition is met. It has been agreed that there could be a single or multiple candidate target cells for CHO. For Release 16, intra-gNB-CU CHO and Xn-CHO will be supported (i.e. N2-CHO will not be supported).
In a legacy intra-gNB-CU or Xn-based handover, according to TS33.501, the source gNB shall perform a vertical key derivation in case it has an unused {NH, NCC} pair, otherwise, it shall perform a horizontal derivation from the currently active KgNB. The derived {KNG-RAN*, NCC} will be sent to the target gNB.
In CHO, if there are multiple candidate target cells, RAN2 assumes that the above principle will be applied to each of the candidate target cells. This means that, as shown in Fig. 1, in case of horizontal derivation, KNG-RAN* for all of the candidate cells will be derived from the same currently active KgNB. Likewise, in case of vertical derivation, KNG-RAN* for all of the candidate cells will be derived from the same NH parameter.

[image: ]
Fig. 1

RAN2 would like to ask SA3 to study if there are some potential security issues for the AS key derivation for multiple candidate target cells in CHO as shown above.

2. Actions:
To SA3 group.
ACTION: 	RAN2 respectfully asks SA3 to study if there are some potential security issues for the AS key derivation for multiple candidate target cells in CHO as shown above.

3. Date of Next TSG-RAN WG2 Meetings:
3GPP RAN2#107-Bis		14 – 18 October 2019	Chongqing, China
3GPP RAN2#108		18 – 22 November 2019	Reno, US
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