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1 Introduction
A LS [1] has been sent from SA3 to RAN2 to request that the network shall activate security before it initiates UECapabilityEnquiry procedure.
RAN2 agreed that “Including UE capability ID in UECapabilityInformation message should be supported” in RAN2-105.
In this contribution we will discuss the security requirements on the UE Capability ID report.
2 Discussion
In RAN2-105, RAN2 agreed that the UE capability ID could be included in UECapabilityInformation, as captured below:
Agreements

1:
RAN2 to conclude NAS signalling of UE Capability ID is introduced in the normative phase
2:
Including UE capability ID in UECapabilityInformation message should be supported.
In the same meeting, An LS[2] was sent from SA3 indicating that “UE Capability ID shall be sent ciphered and integrity protected”. However, in Rel-15 the UECapabilityInformation could be reported before security activation, so this somehow introduce a problem: how to prohibit the inclusion of UE capability ID in UECapabilityInformation if security is not activated, due to the different security requirement of UE capability ID and UECapabilityInformation.
Fortunately, a LS [1] is received from SA3 in this meeting, where SA3 request RAN2 to ensure that the network activates security before it initiates the UECapabilityEnquiry procedure, as captured below:
SA3 will update 33.501 and 33.401 with a requirement that:

The network should run the RRC UECapabilityEnquiry procedure only after AS security has been activated.
SA3 understands that there may be situations in which RAN has no other alternative but to request the capabilities unprotected. For that rare case, SA3 will add a requirement to 33.401 and 33.501:

With the exception of unauthenticated emergency calls, if the network had acquired UE capabilities before AS security activation, then the network shall not store them locally for later use and shall not send them to other network entities. The network shall re-run the RRC UECapabilityEnquiry procedure after a successful AS SMC procedure. 
SA3 would like to request RAN2 to update their specification accordingly.
According to this LS, the security requirement would be aligned for UECapabilityInformation and UE Capability ID. This would help to simplify the specification of RAN2 for UE capability ID report, for example avoid to specify how to prohibit the inclusion of UE capability ID in UECapabilityInformation if security is not activated. 
However, there are exceptions in the LS where the network is allowed to not activate security procedure, for example emergency calls. at the same time, we don’t have these exceptions for UE capability ID report. Therefore this again introduces different security handling for UECapabilityInformation and UE Capability ID. Actually we don’t see any necessity to have different security handling for UECapabilityInformation and UE Capability ID in such a scenario. Therefore, we suggest the following two options for this problem:
Option 1: Send an LS to SA3 to confirm whether UE capability ID could be sent without security activation in some exceptions like UECapabilityInformation.

Option 2: the UE will not report UE capability ID in UECapabilityInformation in case of exceptions where security is not activated by the network.

Proposal 1: RAN2 to discuss this issue and select an option from:
Option 1: Send an LS to SA3 to confirm whether UE capability ID could be sent without security activation in some exceptions like UECapabilityInformation.

Option 2: the UE will not report UE capability ID in UECapabilityInformation in case of exceptions where security is not activated by the network. 
3 Conclusions
The paper discussed on security requirement on the UE Capability ID report and proposals:
Proposal 1: RAN2 to discuss this issue and select an option from:

Option 1: Send an LS to SA3 to confirm whether UE capability ID could be sent without security activation in some exceptions calls like UECapabilityInformation.

Option 2: the UE will not report UE capability ID in UECapabilityInformation in case of exceptions where security is not activated by the network. 
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