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1	Introduction
This contribution discusses the handling of integrity-check failure for a PDCP PDU received by the UE on a split SRB.
2	Discussion
By the current LTE and NR RRC specifications, the UE shall initiate RRC Connection Re-establishment upon the following condition:
1>	upon integrity check failure indication from lower layers concerning SRB1 or SRB2;
SRB1 and SRB2 can be configured as split bearer with an SCG RLC. The RRC re-establishment is triggered regardless of the cell group over which the PDCP PDU failing the integrity check was received.
Observation 1:	By the current specification, on a split SRB, integrity-check failure of a received PDCP PDU triggers RRC Re-establishment regardless of the cell group over which the PDCP PDU was received.
The current specification seems to reflect an assumption that on a split SRB, PDUs received over SCG are always from the same origin as those received over MCG – which is of course the case when everything is in order. However, it is also possible that after a PDU received over one cell group fails integrity check, PDUs received over the other cell group would still keep passing the check. This would be the case if the failing PDU was inserted by an attacker on one cell group. 
Observation 2:	Integrity-check failure of a PDU received over a cell group may be indication of a problem (such as security attack) related to that cell group but unrelated to the other cell group.
In such a case, RRC re-establishment seems avoidable, and treating the case as MCG/SCG failure could be sufficient – if not, a PDU received over the other cell group will eventually also fail integrity check, leading to the RRC re-establishment when necessary.
Proposal:	On a split SRB, integrity failure is associated with the cell group over which the failing PDCP PDU was received. More precisely, upon integrity failure for a PDCP PDU received over:
- the SCG, the UE triggers SCG-failure procedure;
- the MCG, the UE triggers MCG-failure procedure.
3	Conclusion
We discussed the handling of integrity-check failure for a PDCP PDU received by the UE on a split SRB, making the following observations.
Observation 1:	By the current specification, on a split SRB, integrity-check failure of a received PDCP PDU triggers RRC Re-establishment regardless of the cell group over which the PDCP PDU was received.
Observation 2:	Integrity-check failure of a PDU received over a cell group may be indication of a problem (such as security attack) related to that cell group but unrelated to the other cell group.
We propose the following.
Proposal:	On a split SRB, integrity failure is associated with the cell group over which the failing PDCP PDU was received. More precisely, upon integrity failure for a PDCP PDU received over:
- the SCG, the UE triggers SCG-failure procedure;
- the MCG, the UE triggers MCG-failure procedure.


