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Introduction
There are currently ongoing discussions on what type of signalling is needed to be exchanged between a parent and child IAB node. At least, the following types are on the table:
· (RAN1) Dynamic resource coordination related to timeslot usage, time alignment 
· (RAN2/3) Hop-by-hop flow control message
· (RAN2/3) RLF notification/indication
The main reason for introducing direct inter-IAB node signalling is in the case it does not make sense to exchange this information via a centralized node (e.g. Donor CU or OAM system), either due to the centralized node is not reachable (e.g., for RLF indication) or due to tight latency constraints. 
For signalling/configurations that are not so time critical and when network connection is established, using centralized methods e.g. RRC or F1 signalling should be preferred since existing reliability and security mechanism can be reused. 
This paper discusses different options for handling the parent and child inter-IAB signalling when centralized methods cannot be used. 
Discussion
The problem with direct signalling between IAB nodes is that currently there is no method available to protect these messages. The reason for this is that the messages are exchanged below existing secure protocol layer such as PDCP and F1/NDS which terminate higher up in the network.
[bookmark: _Toc16235059][bookmark: _Toc16235262][bookmark: _Toc16584074][bookmark: _Toc16584088][bookmark: _Toc16664735][bookmark: _Toc16755928][bookmark: _Toc16774655]Currently there is no support for protecting inter-IAB signalling e.g. for hbh flow control, resource coordination, RLF detection.
The main problem is not the privacy aspects but the integrity and authenticity of these messages, since if, for instance, an attacker generates a false RLF or flow control message, this can have significant impacts not only the node receiving the message but also on children IAB nodes. 
[bookmark: _Toc16235060][bookmark: _Toc16235263][bookmark: _Toc16584075][bookmark: _Toc16584089][bookmark: _Toc16664736][bookmark: _Toc16755929][bookmark: _Toc16774656]If no integrity/authenticity mechanism is introduced for inter-IAB signalling, fake or modified flow control or RLF related message can have significant impacts not only the node receiving the message but also on children IAB nodes.
In order to address this issue, it is required to analyse the types of inter-IAB node signalling messages that are being proposed and consider what would be the consequences if these messages are attacked/faked. This work needs to be done in collaboration with SA3 since only RAN WGs knows what messages are proposed and what are the actions of the node receiving the messages, while the detailed threat analysis and security solution need to be provided by SA3. 
[bookmark: _Toc16235061][bookmark: _Toc16235264][bookmark: _Toc16584076][bookmark: _Toc16584090][bookmark: _Toc16664737][bookmark: _Toc16755930][bookmark: _Toc16774657]RAN WGs need to provide detailed description and use of any proposed inter-IAB signalling messages and procedures to SA3 for SA3 to determine if and in that case what security protection is needed. 
Given that both the analysis work as well as specifying any security solution in SA3 is expected to take some time it is also worth considering alternative paths in Rel-16, such as not introducing any or only a limited set of inter-IAB signalling procedures that SA3 deems as non critical. 
[bookmark: _Toc16235062][bookmark: _Toc16235265][bookmark: _Toc16584077][bookmark: _Toc16584091][bookmark: _Toc16664738][bookmark: _Toc16755931][bookmark: _Toc16774658]Performing security analysis and eventually specifying inter-IAB node signalling security solution will take time. It should be considered if the inter-IAB node signalling procedures is essential in Rel-16.
Overall, we see different ways forward out of this work: 
· No inter-IAB node signaling messages and procedures are introduced in Rel-16. Instead features relying on inter-IAB node signaling are moved to Rel-17 when a proper security solution can be specified. 
· Only inter-IAB node signaling procedures that SA3 deems to be ok to send unprotected are specified in Rel-16. This solution requires that RAN WGs provide detailed description and use of any proposed inter-IAB signalling messages and procedures to SA3.
· RAN WGs ask SA3 to specify a security solution for inter-IAB node signaling in Rel-16. This solution requires that RAN WGs provide detailed description and use of any proposed inter-IAB signalling messages and procedures to SA3.
[bookmark: _Toc16235063][bookmark: _Toc16235266][bookmark: _Toc16584078][bookmark: _Toc16584092][bookmark: _Toc16664739][bookmark: _Toc16755932][bookmark: _Toc16774659]The following way forwards are considered:
a. [bookmark: _Toc16235064][bookmark: _Toc16235267][bookmark: _Toc16584079][bookmark: _Toc16584093][bookmark: _Toc16664740][bookmark: _Toc16755933][bookmark: _Toc16774660]No inter-IAB node signaling messages and procedures are introduced in Rel-16. Instead features relying on inter-IAB node signaling are moved to Rel-17 when a proper security solution can be specified. 
b. [bookmark: _Toc16235065][bookmark: _Toc16235268][bookmark: _Toc16584080][bookmark: _Toc16584094][bookmark: _Toc16664741][bookmark: _Toc16755934][bookmark: _Toc16774661]Only inter-IAB node signaling procedures that SA3 deems to be ok to send unprotected are specified in Rel-16.
c. [bookmark: _Toc16235066][bookmark: _Toc16235269][bookmark: _Toc16584081][bookmark: _Toc16584095][bookmark: _Toc16664742][bookmark: _Toc16755935][bookmark: _Toc16774662]RAN WGs ask SA3 to specify a security solution for inter-IAB node signaling in Rel-16.
[bookmark: _Toc16235067][bookmark: _Toc16235270][bookmark: _Toc16584082][bookmark: _Toc16584096][bookmark: _Toc16664743][bookmark: _Toc16755936][bookmark: _Toc16774663]Note that option b and c above require that RAN WGs provide detailed description and use of any proposed inter-IAB signalling messages and procedures to SA3 for performing threat analysis.
Out of the possible way forwards above we have slight preference for alternative c. 
[bookmark: _Toc16584083][bookmark: _Toc16664744][bookmark: _Toc16235068][bookmark: _Toc16774664]RAN2 should provide details on which inter-IAB node signalling to be supported in Rel-16 and ask SA3 to perform threat analysis and specify any security mechanism needed to protect the signalling. 
Conclusions
[bookmark: _Toc528842915]In earlier sections we made the following observations:
Observation 1	Currently there is no support for protecting inter-IAB signalling e.g. for hbh flow control, resource coordination, RLF detection.
Observation 2	If no integrity/authenticity mechanism is introduced for inter-IAB signalling, fake or modified flow control or RLF related message can have significant impacts not only the node receiving the message but also on children IAB nodes.
Observation 3	RAN WGs need to provide detailed description and use of any proposed inter-IAB signalling messages and procedures to SA3 for SA3 to determine if and in that case what security protection is needed.
Observation 4	Performing security analysis and eventually specifying inter-IAB node signalling security solution will take time. It should be considered if the inter-IAB node signalling procedures is essential in Rel-16.
Observation 5	The following way forwards are considered:
a.	No inter-IAB node signaling messages and procedures are introduced in Rel-16. Instead features relying on inter-IAB node signaling are moved to Rel-17 when a proper security solution can be specified.
b.	Only inter-IAB node signaling procedures that SA3 deems to be ok to send unprotected are specified in Rel-16.
c.	RAN WGs ask SA3 to specify a security solution for inter-IAB node signaling in Rel-16.
Observation 6	Note that option b and c above require that RAN WGs provide detailed description and use of any proposed inter-IAB signalling messages and procedures to SA3 for performing threat analysis.

Based on the discussion in earlier sections we propose the following:

Proposal 1	RAN2 should provide details on which inter-IAB node signalling to be supported in Rel-16 and ask SA3 to perform threat analysis and specify any security mechanism needed to protect the signalling.
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