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1	Introduction
MT EDT was discussed in recent four RAN2 meetings, i.e., from RAN2#103bis. RAN2 now focus on the two remaining options, i.e., DL data transmission after the preamble transmission, i.e., Msg2 option and DL data transmission in Msg4, i.e., Msg4 option.  In recent RAN2#106, following agreements were made:
· - DL data scheduled, i.e. DL grant, in paging message is excluded (Opt C).
· - DL data scheduled in paging occasion is excluded (Opt D).
· - DL data transmitted in Msg4 option B is excluded (Msg4-B).
· 
· For Msg2-based solution (if agreed):
· - No need to cipher the dedicated RACH resource provided in the paging message.
· - RAN2 intends to introduce a mechanism to acknowledge that Msg2 was received by the intended UE.
· - At least one dedicated RACH resource is provided in the paging message for MT-EDT. FFS what other parameters, e.g., CE level, subcarrier index, are needed to be provided.
· - FFS: whether RNTI is provided in the paging message.
· 
· For Msg4-based solution (if agreed)
· - Working assumption: UE should be able to indicate in Msg3 if it intends to send data in the UL.

In addition, two email discussions are being progressed to primarily identify open issues in both Msg2-based and Msg4-based solutions for MT UP-EDT and MT CP-EDT in [1] and [2], respectively. Solutions to some identified issues are also briefly discussed in the email discussions. It is assumed that RAN2 will focus on the two email discussion reports in RAN2#107. This contribution discusses Msg2-based MT UP-EDT solution with a focus on handling UE context and protection of user data. Common aspects for both UP and CP solutions for DL data after preamble are discussed in [3]. Whereas, detailed solutions for DL data in Msg4 are discussed in [1].
[bookmark: _Ref178064866]2	Discussion
[bookmark: _Ref517959869]2.1	General considerations
Different from legacy resume procedure in which UE sends a resume request that triggers the context retrieval at the target eNB, eNB needs UE context for protection of data before the resume request. However, the information needed for retrieval of UE context is currently not available upon reception of the PRACH transmission.
[bookmark: _Toc525888978][bookmark: _Toc16806323]DL data needs to be ciphered before DL data transmission. eNB needs UE context for protection of data before the resume request.
It is assumed that DL data is ciphered using new security, i.e., with the most recent NCC value. DL data can be ciphered at the source eNB or target eNB. In the former case, new security key has been used in the source eNB before providing to the target eNB. This is not preferred.
[bookmark: _Toc16806315]DL data is ciphered at target eNB using new security, i.e., associated with most recent NCC. 
For the target eNB have security material for ciphering DL data before Msg2, it is preferred that the target eNB should obtain security material after receiving Msg1 so that only one target eNB who received CFRA preamble in response to the paging message needs to retrieve context.
[bookmark: _Toc16806316]Target eNB obtains security material for ciphering DL data upon reception of Msg1. 
2.2	Early context fetch
The security material can be AS security context or a newly defined MT-EDT security material which is only used for ciphering MT-EDT data. In the former case, the target eNB needs to perform a context retrieval procedure to obtain context from the source eNB after Msg1 (i.e., early context fetch). However, the existing X2-AP UE context retrieval procedure cannot be used directly since the shortResumeMAC-I is not available at this point of time. Note that this is mandatory in the existing Retrieve UE context request. 
[bookmark: _Toc16806324]The existing X2-AP UE context retrieval procedure cannot be directly used for context fetch since shortMAC-I is not available.  
For the context retrieval, a UE ID for locating UE context is needed. If the resumeID is used, it needs to be signaled to the target eNB before Msg1. In this case, it is proposed that source eNB provides MME with the resumeID at the suspension and MME provides it to the target eNB in the S1 paging message.
[bookmark: _Toc16806317][bookmark: _Toc7631960][bookmark: _Toc7633328]If resumeID is used for context identification, source eNB uploads it to MME during suspend and MME provides it to the target eNB in the S1 paging message. 
As also indicated in the recent LS from SA2 [1], security information such as an authentication code would be needed to allow the source eNB to trust the target eNB before providing UE context. This means only target eNB(s) who received S1 paging message should be able to get UE context. This is illustrated in Figure 1. 
[bookmark: _Toc16520334][bookmark: _Toc16785454][bookmark: _Toc16785475][bookmark: _Toc16806325]It is beneficial to provide security information, e.g., authentication code together with resumeID to be used in context fetch.
To avoid uploading AS information to MME and changes in suspend procedure, i.e., changes in step 2 in Figure 1, the UE context can be identified in another way, for example, using the eNB UE S1AP ID allocated at source eNB. That is, the MME provides the target eNB with the eNB UE S1AP ID received from the source eNB and the ID of source eNB itself instead of resumeID and the security information. In this case, the target eNB needs eNB ID of the source for performing context retrieval. This is illustrated in Figure 2.
[bookmark: _Toc16806326]eNB UE S1AP ID and source eNB ID can be used for context identification to avoid uploading/storing resumeID and security information to/in MME as well as changes to suspend procedure.


[image: ]
[bookmark: _Ref7634072]Figure 1: Signaling flow for MT UP-EDT with early context fetch based on resumeID (s_eNB: source eNB, t_eNB: target eNB)
In early context fetch, since any target UE who received the S1 paging message can get the security context and DL data from S-GW. This may lead to a situation that UE context and/or DL data is no longer available at source eNB/S-GW for the right target eNB.
[bookmark: _Toc16806327]Early context fetch may result in loss of UE context and/or DL data since multiple target eNBs can request for context and data.  
It is proposed that the source eNB should keep context until successful completion of MT-EDT procedure, i.e., with the legacy X2-AP retrieve UE context performed after the UL response (step 17 in the figures). Similarly, data should be kept until successful completion of MT-EDT, which can be informed by the source eNB.
[bookmark: _Toc16806318]UE context and DL data should be kept until the successful completion of MT-EDT determined by the source eNB.
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[bookmark: _Ref7633436][bookmark: _Ref504488826]Figure 2: Signaling flow for MT UP-EDT with early context fetch based on eNB UE S1AP ID
2.3	Temporary MT-EDT security context
Another aspect of the early context fetch is the overhead of exchanging whole UE context, while maybe part of it is enough for MT EDT transmission. In addition to retrieval of full UE context via X2 interface, a temporary context which is only needed for protection of MT-EDT data can be defined and signaled from source eNB to MME and then target eNB. This helps to not only avoid the need for early context fetch but also shorten the time the target eNB needs for sending DL data in response to the CFRA preamble. This is illustrated in  Figure 3.
[bookmark: _Toc16806328]To avoid the need for early context retrieval, temporary context can be defined and provided to target eNB for protection of MT-EDT data.
In short, RAN2 should consider among the aforementioned options for handling UE context and data ciphering in MT UP-EDT. In case the Msg2-based solution is agreed, RAN2 should then send an LS to SA3 and other working groups (RAN3/CT4) to have their input on the three options.
[bookmark: _Toc16806319]RAN2 consider following options for handling context and data ciphering. If Msg2-based solution is agreed, RAN2 send an LS to other WGs (SA3/RAN3/CT4) for their considerations: 
a. [bookmark: _Toc16806320]Early context fetch with resumeID and security information signaled between source eNB, MME, and target eNB
b. [bookmark: _Toc16806321]Early context fetch with eNB UE S1AP ID and source eNB ID signaled between MME and target eNB
c. [bookmark: _Toc16806322]Temporary MT-EDT context used for ciphering MT-EDT data which is signaled between source eNB, MME, and target eNB 
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[bookmark: _Ref7633721]Figure 3: Signaling flow for MT UP-EDT with temporary context
3	Conclusion
In the previous sections we made the following observations: 
Observation 1	DL data needs to be ciphered before DL data transmission. eNB needs UE context for protection of data before the resume request.
Observation 2	The existing X2-AP UE context retrieval procedure cannot be directly used for context fetch since shortMAC-I is not available.
Observation 3	It is beneficial to provide security information, e.g., authentication code together with resumeID to be used in context fetch.
Observation 4	eNB UE S1AP ID and source eNB ID can be used for context identification to avoid uploading/storing resumeID and security information to/in MME as well as changes to suspend procedure.
Observation 5	Early context fetch may result in loss of UE context and/or DL data since multiple target eNBs can request for context and data.
Observation 6	To avoid the need for early context retrieval, temporary context can be defined and provided to target eNB for protection of MT-EDT data.
Based on the discussion in the previous sections we propose the following:
Proposal 1	DL data is ciphered at target eNB using new security, i.e., associated with most recent NCC.
Proposal 2	Target eNB obtains security material for ciphering DL data upon reception of Msg1.
Proposal 3	If resumeID is used for context identification, source eNB uploads it to MME during suspend and MME provides it to the target eNB in the S1 paging message.
Proposal 4	UE context and DL data should be kept until the successful completion of MT-EDT determined by the source eNB.
Proposal 5	RAN2 consider following options for handling context and data ciphering. If Msg2-based solution is agreed, RAN2 send an LS to other WGs (SA3/RAN3/CT4) for their considerations:
a.	Early context fetch with resumeID and security information signaled between source eNB, MME, and target eNB
b.	Early context fetch with eNB UE S1AP ID and source eNB ID signaled between MME and target eNB
c.	Temporary MT-EDT context used for ciphering MT-EDT data which is signaled between source eNB, MME, and target eNB

[bookmark: _In-sequence_SDU_delivery]References
R2-1910420, “Report on email discussion [106#64] on UP MT EDT”, source Ericsson, RAN2#107, August 2019.
R2-1910386, “Report on [106#65][R16 NB-IoT/eMTC] CP MT EDT”, source Intel, RAN2#107, August 2019.
[bookmark: _GoBack]R2-1910421, “MT early data after preamble”, source Ericsson, RAN2#107, August 2019.
R2-1910422, “MT early data in Msg4”, source Ericsson, RAN2#107, August 2019.
S2-1907613, “Reply LS on Mobile-terminated Early Data Transmission”, source SA2, SA2#134, June 2019.


	4/4	
image1.png
UE

s_eNB|

1. RRC suspend procedure

I;_eNB

E

6. Paging message (|

2.81-AP UE context suspend (resumelD, security info)

CFRA preamble, E-RNTI)

>

S-GW

4. DL data

5. 81 paging (DL data size,

resumelD, security info)

7. PRACH transmission (CFRA preamble)

14. DL data + T

8. X2-AP Early context fetch

(resumelD, security info)

9.S1-AP UE context resume

request

1
[«
11.81-AP UE context resume|
response (DL data size)
12. DL data from S-GW

notification
(DL data size)

0. Modify beal

ref
N
(DL data size)

security,

13. Resume RBs, re-activate AS

and cipher DL data

ime advance + UL grant

15. Time adjustment, resume|
RBs,

re-activate AS security,
and decipher data

16. RRCConnectionResun

neRequest + possile UL data

17. X2-AP Retrieve UE

Context (shortMAC-I)

18. S1-AP: MT-EDT completd

19. RRCConnectionR|

elease (resumelD, NCC)

(target eNB ID)

3. DL data
le— “°




image2.png
UE is_eNB I;_eNB MME| S-GW

1. RRC suspend procedure, 2.81-AP UE dontext suspend

4. DL data

5. S1 paging (eNB UE S1AP notification
ID, s_eNB ID) (DL data size)

6. Paging message (CFRA preamble ciphered, E-RNTI)

7. PRACH transmission (CFRA preamble)

8. X2-AP Early context fetch
(eNB UE S1AP ID, s_eNB ID) |9.51-AP UE context resume
request

10. Modify beare
[------=--- >

(DL data size)

11.81-AP UE context resumef

——

response (DL data size)
12. DL data from S-GW

13. Resume RBs, re-activate AS
security, and cipher DL data

14. DL data + Time advance + UL grant

15. Time adjustment, resume
RBs,re-activate AS security,
and decipher data

16. RRCConnectionResumeRequest + possile UL data

17. X2-AP Retrieve UE

Context (shortMAC-)) g 51.AP: MT-EDT complete
>

19. RRCConnectionRelease (resumelD, NCC) (target eNB ID)





image3.png
UE

s_eNB|

1. RRC suspend procedure

6. Paging message (|

I;_eNB

MME

S-GW

CFRA preamble, E-RNTI)

2.81-AP UE context suspend (MT-EDT security context)
»|

5. 81 paging (DL data size,

3. DL data
—
4. DL data

MT-EDT security context)

7. PRACH trans

mission (CFRA preamble)

13. DL data + T

8.S1-AP UE context resume

request

10.81-AP UE context resume
-
response (DL data size)

11. DL data from S-GW

notification
(DL data size)

9 Modify beare

(DL data S|ze)

112. Cipher DL data using MT-EDT]

security context

ime advance + UL grant

14. Decipher DL data using
MT-EDT security context

15. RRCConnectionResumeRequest + possile UL data

16. X2-AP Retrieve UE

Context (shortMAC-I)

18. RRCConnectionR|

el

elease (resumelD, NCC)

17. S1-AP: MT-EDT completd

R





