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	Reason for change:
	In section 6.13 of TS 33.501 (version Release 15), for PDCP counter check, it says:
“The following procedure is used optionally by the gNB to periodically perform a local authentication. At the same time, the amount of data sent during the AS connection is periodically checked by the gNB and the UE for both up and down streams. If UE receives the Counter Check request, it shall respond with Counter Check Response message. Whenever user plane integrity protection is activated and used on a DRB, the procedure defined in this clause shall not be used for that particular DRB.”

The description highlighted means that, the PDCP counter check procedure will not be used to the DRB for which the UP integrity protection is activated and used. However, there is no corresponding description in TS 38.331, which requires the UE to send feedback for each DRB in Counter Check Response message. It is unclear whether the UE should follow descriptions in TS 33.501 or that in TS 38.331.


	
	

	Summary of change:
	Update the counter check procedure in 38.331, to make the counter check procedure not be used for the DRB for which the user plane integrity protection is configured, to be consistent with the description in TS 33.501.

Impact analysis
Impacted 5G architecture options:
Standalone, NE-DC, NR-DC

Impacted functionality:
PDCP counter check procedure.

Inter-operability:
1.	   If the network is implemented according to the CR and the UE is not, the UE may send the COUNT information for those DRBs with integrity protection configured which is unexpected by the network and the network behavior is unspecified. 
2.	   If the UE is implemented according to the CR and the network is not, according to the procedure in 38.331 the UE will not send the COUNT information for those DRBs with integrity protection configured, but the network may expect the UE sending this information.


	
	

	Consequences if not approved:
	For the counter check procedure, the procedure in TS 38.331 is not consistent with the description in TS 33.501, and this may result in unexpected consequences, e.g. the network may release the UE due to receiving an unexpected CounterCheckResponse message.
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	[bookmark: _Toc439068529][bookmark: _Toc439068467]FIRST CHANGE START



[bookmark: _Toc12718020]5.3.6.1	General


Figure 5.3.6.1-1: Counter check procedure
The counter check procedure is used by the network to request the UE to verify the amount of data sent/ received on each DRB. More specifically, the UE is requested to check if, for each DRB, the most significant bits of the COUNT match with the values indicated by the network. Whenever user plane integrity protection is activated and used on a DRB, the procedure defined in this clause shall not be used for that particular DRB.

NOTE:	The procedure enables the network to detect packet insertion by an intruder (a 'man in the middle').


	FIRST CHANGE END




	SECOND CHANGE START



[bookmark: _Toc12718022]5.3.6.3	Reception of the CounterCheck message by the UE
Upon receiving the CounterCheck message, the UE shall:
1>	for each DRB that is established and integrity protection is not configured:
2>	if no COUNT exists for a given direction (uplink or downlink) because it is a uni-directional bearer configured only for the other direction:
3>	assume the COUNT value to be 0 for the unused direction;
2>	if the drb-Identity is not included in the drb-CountMSB-InfoList:
3>	include the DRB in the drb-CountInfoList in the CounterCheckResponse message by including the drb-Identity, the count-Uplink and the count-Downlink set to the value of TX_NEXT – 1 and RX_NEXT – 1 (specified in TS 38.323 [5]), respectively;
2>	else if, for at least one direction, the most significant bits of the COUNT are different from the value indicated in the drb-CountMSB-InfoList:
3>	include the DRB in the drb-CountInfoList in the CounterCheckResponse message by including the drb-Identity, the count-Uplink and the count-Downlink set to the value of TX_NEXT – 1 and RX_NEXT – 1 (specified in TS 38.323 [5]), respectively;
1>	for each DRB that is included in the drb-CountMSB-InfoList in the CounterCheck message that is not established:
2>	include the DRB in the drb-CountInfoList in the CounterCheckResponse message by including the drb-Identity, the count-Uplink and the count-Downlink with the most significant bits set identical to the corresponding values in the drb-CountMSB-InfoList and the least significant bits set to zero;
1>	submit the CounterCheckResponse message to lower layers for transmission upon which the procedure ends.


	SECOND CHANGE END
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