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1. Introduction
There was a discussion on performing UE capability transfer procedure before AS security activation in RAN2 #106 meeting based on received LS on Handling of UE radio network capabilities in 4G and 5G from GSMA in [1]. SA3 also discussed this issue and sent a response LS to GSMA and RAN2 in [2]. In this contribution, we discuss RAN2 spec impact to reflect the corresponding security requirement based on SA3’s request.  
2. Discussion

In RAN2 #106 meeting, GSMA sent the LS on Handling of UE radio network capabilities in 4G and 5G [1] to SA3 and RAN2 to point out there is a security risk if network performs UE capability transfer procedure before AS security activation which is allowed by the current NR and E-UTRA RRC specifications. RAN2 discussed this issue and sent response LS in [3]. RAN2 confirmed that it is beneficial to enquire UE radio capability before AS security activation in some cases, e.g. to send SMC and the first RRC reconfiguration message sequentially without waiting for SMC complete message to decrease air interface delay. And RAN2 also confirmed that enquiring UE radio capability after AS security activation has been already supported by NR and E-UTRA RRC specifications, therefore RAN2 can make some updates to the specification to capture the limitation on UE capability transfer procedure if necessary. In SA3 #95bis meeting, SA3 also discussed this issue, and achieved the following agreement and informed it to RAN2 in LS [2]:

	SA3 will update 33.501 and 33.401 with a requirement that:

The network should run the RRC UECapabilityEnquiry procedure only after AS security has been activated.

SA3 understands that there may be situations in which RAN has no other alternative but to request the capabilities unprotected. For that rare case, SA3 will add a requirement to 33.401 and 33.501:

With the exception of unauthenticated emergency calls, if the network had acquired UE capabilities before AS security activation, then the network shall not store them locally for later use and shall not send them to other network entities. The network shall re-run the RRC UECapabilityEnquiry procedure after a successful AS SMC procedure.


In our understanding, SA3’s requirement includes the three aspects as follows:

· RAN is allowed to acquire UE capability before AS security activation, only for the case of unauthenticated emergency calls. 
· RAN can only use the received unprotected UE capability one time before AS security activation, i.e. one-shot usage, but cannot store the UE capability for later use. Therefore, RAN needs to re-run the UECapabilityEnquiry procedure upon the AS security activation, considering the security risks pointed by GSMA.

· RAN cannot send the unprotected UE capability to another network entities, e.g. AMF, so that the unprotected UE capability will be only used locally. 
For RAN2 spec impact, there are two places to be updated to capture this security related requirement. 
· For the protection of UECapabilityEnquiry/UECapabilityInformation message, the limitations should be added, which is the UECapabilityEnquiry message and UECapabilityInformation message shall not be sent unprotected before security activation except for the case of unauthenticated emergency calls.
· In procedure description of UE capability transfer, the limitation on network behaviours should be captured, which is the network may initiate this procedure before security activation only for unauthenticated emergency calls. In this case, the network shall not store the received UE radio access capability information for later use, and shall not send it to other network entities.
The corresponding CR to TS 38.331 is provided in [4], and the CR to TS 36.331 is provided in [5].
Proposal: To update procedure description of UE capability transfer procedure and protection of UECapabilityEnquiry/UECapabilityInformation messages in TS 38.331 and TS 36.331, as provided in [4][5].
3. Conclusion
Based on the discussion in this paper, we have the following proposal:
Proposal: To update procedure description of UE capability transfer procedure and protection of UECapabilityEnquiry/UECapabilityInformation messages in TS 38.331 and TS 36.331, as provided in [4][5].
4. Reference

[1] R2-1908112, Handling of UE radio network capabilities in 4G and 5G, GSM Association.
[2] S3-192271, LS reply on Handling of UE radio network capabilities in 4G and 5G, SA3 #95b, Sapporo (Japan), 24-28 June 2019.
[3] R2-1908467, Reply LS on handling of UE radio network capabilities in 4G and 5G, RAN2.
[4] R2-1910192, CR to TS 38.331 on handling UE capabilities before AS security activation.

[5] R2-1910193, CR to TS 36.331 on handling UE capabilities before AS security activation.
3GPP


